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Truyén thong Hai Phong

Trung tam CNTT va




SU DUNG MANG XA HOI AN TOAN TREN KHONG GIAN MANG

Sw thay doi cong nghé trong céng tac truyén thong

Thuwc trang st dung mang xa hoi tai Viét Nam

Canh giac cac tha doan tin gida mao, chiém
doat tai san

Ky nang co’ ban bao dam an toan trén khong
gian mang
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Nam 2001, ca thé gi¢i xem My tan
cong Afghanistan qua CNN (co
4:3)

f
A VERICI STRIKE S BicCh

PRES. BUSH ANNOUNCES MILITARY

ACTION AGAINST TALIBAN



SU DUNG MANG XA HOI AN TOAN
TREN KHONG GIAN MANG

Following

Pén nam 2022, mang xa
hdi méi la kénh truyén
thong chu dao




SU DUNG MANG XA HOI AN TOAN
TREN KHONG GIAN MANG

Crystal Jenkins ©
Wedonsday # 15 AM - @

No need 10 wait for the fake baliots to come in. The
real balots have spoken and | have won. Thark you,

o Votes are being counted. The X
winner of the 2020 US Presidential
Election has not been projected.

Moi khi c6 sw kién Ion thi Facebook, e — R O

@ 2020 US Presidential Election has not been
Election has not been projecied. projected.
See Election Updates

Twitter, tiktok,... Péu thu hut nguoi P 0 FREFITREIN |
dung bé&i tinh nang twong tac (like, 0= A i

@4 ULiod by kenzoere and others

travis_shreds18 No need 1o wot for the fake baliots
10 come in. The real baliots hire spoken and L., more
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SU DUNG MANG XA HOI AN TOAN

TREN KHONG GIAN MANG

Thong ké stir dung mang xa héi nam 2026

 Gan 73,8% dan so thé gi¢i sir dung mang x& héi hién nay (6,12 ty ngudi)

« 5,79 ty tai khodn ngwdi dung mang x& héi hoat dong trén toan cau, twong
dwong 69,9% dan so.

* 56,3% nguwoi ding Internet tr 16 tudi tr& I8n cho biét da st dung Facebook
trong thang gan nhat.

- Ngwdi dung Internet trén toan cau hién danh trung binh hon 2 gi®&» 30 phit moi
ngay cho cac nén tdng mang x& hoéi va video x& héi (Facebook, Instagram,
TikTok, YouTube, X...), twong dwong khoang 18 gi®» 36 phut mdi tuan.

« Hon 80% nguwoi dung TikTok cho biét ho truy cap nén tadng nay chl yéu dé xem
ndi dung giai tri;




THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Nguwoi dung mang xa hoi tai Viet Nam

85,6 triéu ngum str dung Internet.

QY 84,2% dan s6 Vit Nam dang st dung Internet.
SO ngudi dung Internet tang 508.000 ngudi so v&i nam trudec.
C& 10 nguoi Viét Nam thi cd hon 8 nguwoi st dung Internet.
Gan 8/10 nguoi dan cd tai khoan mang x3 héi hoat dong.

@ Viét Nam |a nwdc cé s6 lwong nguoi sir dung dich vu mang x3 hdi Facebook,
Qi Tiktok tdng nhanh nhat trén thé gidi.
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Ngwoi dung mang xa hoi tai Viét Nam

Trong dd 85% ngudi cé dung mang xa hdi truy cidp vao nhitng trang nay it nhat
ASHA Mot [an moi ngay va 70% ngudi thira nhan rang ho phai truy cap vao mang xa hoi
#” dau tién ngay khi vira mé dién thoai hodc thiét may tinh.

@® Thoi gian trung binh mét ngudi dung o Viéet Nam st dung mang xa hoi la 2 gio
Qp 22 phut. 89% nguwoi sir dung internet cé tham gia hoac dong gép vao mang xa
hoi trong thoi gian mot thang gan nhat.
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Loi ich cua mang xa hoi, nhirng lgi ich mang xa hoi mang lai la vo cung Ié'n

va can thiét cho cudc séng hién nay:

Cap nhéat tin tirc doi sOng xa hoi

K&t ndi cac mdi quan hé

Nang cao k{ ndng song va su hiéu biét

Tranh duwoc nhiéu hiém hoa trong cudc sén -
"MOBILE FIRST" -> "MOBILE ONLY"
o thuong hiéu mién phi

a

Kinh doanh va quang c
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Tac hai cha sir dung mang x3 hdi, mang x3 hdi tiém an khong it nhirng hiém hoa, khién
cho con ngu @i gap phai nhiéu van dé vé cung phirc tap, khé lwvong trwdc dwoc:

Lam tri tré cadc hoat ddng sbng cla con ngu o

Mang x3 hdi tdn qud nhiéu thoi gian

Nguy co tiép xuc vdi cadc ngudn tin |13 cai b |
khong chinh xac
Nguy co bij llra dao quyen luc

tren mang
xa hoi

Anh;_hu’c_’yng tdi stre khoe

A\ A\




Thiéu ky nang
meém

Ngoai nglr, CNTT,
ky nang lam viéc
nhom, giao tiép,
tac phong cong
nghiép

Fear Of Missing Out

HOI CHUNG FOMO



THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

~

Quy dinh phap luat

Khoan 1 Diéu 21 Hién phap nam 2013: “Moi nguoi cé quyén bat kha xdm pham
vé doi song riéng tu, bi mat cd nhan va bi mat gia dinh; cé quyén bao vé danh dv,
uy tin ca minh. Thoéng tin vé doi song riéng tu, bi mat cd nhan, bi mat gia dinh
duoc phap luat bao dam an toan.”

Khoan 5 Diéu 9 clia Ludt Bdo chi 2016 quy dinh cadm “Tiét 10 thong tin thudc danh
Muc bi mat nha nudc, bi mat doi tu cua ca nhan va bi mat khac theo quy dinh
cua phap luat.”
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Diéu 288 BLHS 2015. Toi dua hoac sir dung trai phép thong tin trén mang may
QY  tinh, mang vién thong

a) Dua lén mang may tinh, mang vién thong nhirng théng tin trai véi quy dinh cla
phap luat,

b) Mua ban, trao déi, tdng cho, stra chira, thay déi hodc céng khai hda théng tin
rieng hop phdp cla co quan, t6 chirc, cd nhan trén mang mdy tinh, mang vién
thong ma khong duoc phép cua chu s& hitu thong tin do;

c) Hanh vi khac str dung trai phép thong tin trén mang may tinh, mang vién thong.
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Hanh vi bi cdAm trong luat an ninh mang

A) Chiém doat, mua ban, thu gilt, c6 y lam 16 thong tin thudc bi mat nha nudc, bi
mat cong tac, bi mat kinh doanh, bi mat cd nhan, bi mat gia dinh va doi song
rieng tv gdy anh hudng dén danh duy, uy tin, nhan pham, quyén va lgi ich hop
phdp cla co quan, to chirc, cd nhan;

B) C6 y xda, lam hu hong, that lac, thay doi théng tin thudc bi mat nha nudéc, bi
mat cong tac, bi mat kinh doanh, bi mat cd nhan, bi mat gia dinh va doi séng
riéng tu dugc truyén dua, lwu trir trén khong gian mang;




THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

C) C6 y thay d6i, hay bo hodc lam vo hiéu hda bién phap ky thuit duwoc xay dung,
ap dung dé bdo vé thdng tin thudc bi méat nha nudc, bi mat cdng tac, bi mat kinh
doanh, bi mat cd nhan, bi mat gia dinh va doi séng riéng tu.

D) Bua Ién khong gian mang nhirng théng tin thudc bi mat nha nwéc, bi mat cong
tac, bi mat kinh doanh, bi mat ca nhan, bi mat gia dinh va doi song riéng tu trai
quy dinh cua phap luat;

E) C6 y nghe, ghi &m, ghi hinh trai phép cac cudc dam thoai;

F) Hanh vi khac c6 y xdm pham bi mat nha nudc, bi mat cdng tac, bi mat kinh
doanh, bi mat cd nhan, bi mat gia dinh va doi séng riéng tu.
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Quyén cua tré em

Diéu 16 Cong wdc quodc té vé quyén tré em: Khdng tré em nao phai chiu sy can thiép
tuy tién hay bat hop phap vao viéc riéng tu, gia dinh, nha cira hodc thuv tin cling nhu
nhitng su cong kich bat hop phap vao danh du va thanh danh cia cac em; tré em co
quyén dwoc phap luat bao vé chong lai sy can thiép hay cong kich nhu vay.

khoan 11 Diéu 6 Ludt Tré em nam 2016 cam: Cong bo, Tiét 10 thong tin vé doi sOng
riéng tw, bi mat cd nhan cda tré em ma khdng dugc s dong y clia tré em tir du 07
tudi trd 1&n va clia cha, me, ngwdi giam ho clha tré em.
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Diéu 33 cta Nghi dinh 56/2017/ND-CP quy dinh chi tiét moét s6 diéu cta Luat Tré em
¥ gidi thich rd:
Thong tin bi mat doi song riéng tu, bi mat cad nhan cda tré em la cac thong tin vé:

O tén, tudi; O sb dién thoai;
O d3c diém nhan dang cd nhan; O dia chi thu tin ca nhan;
O thong tin va tinh trang strc khoe va doitw O dia chi, thong tin vé noi 0, qué quan;
duoc ghi trong bénh an; O dia chi, thong tin vé trudng, 16p, két qua
O hinh anh ca nhan: hoc tap va cdc mdi quan hé ban bé cla
e . tré em;
O thong tin vé cac thanh vién trong gia L B o
dinh, ngudi chdm séc tré em; O thong tin vé dich vu cung cap cho ca nhan
tré em

O tai san ca nhan;
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Quyén cua ca nhan doi v&i hinh anh theo quy dinh ctia BLDS 2015

Ca nhan co quyén déi vdi hinh anh cda minh.

Viéc st&r dung hinh anh cda cd nhan phai dugc nguoi dé dong y.

Viéc sir dung hinh anh cua nguoi khac vi muc dich thwong mai thi phai tra thu lao cho
nguoi co hinh anh, trir treong hop cac bén céd thoa thuan khac

£98) Viéc sir dung hinh anh trong trwong hgp sau day khéng can cé sy dong y clia ngudi co
U hinh anh hodc nguwoi dai dién theo phap luat cua ho:

a) Hinh anh duoc sir dung vi lgi ich quéc gia, dan toc, lgi ich cong cong;

b) Hinh anh dwoc st dung tir cac hoat dong cong cdng, bao gom hdi nghi, hdi thao, hoat
dodng thi dau thé thao, biéu dién nghé thuat va hoat dong cong cong khac ma khodng lam
tén hai dén danh duw, nhan pham, uy tin cda nguwdi cd hinh anh.
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THU'C TRANG SU DUNG MANG XA HOI TAI VIET NAM

Nghi dinh s6 174/2026/ND-CP quy dinh
xt phat vi pham hanh chinh trong linh vuc

MUC PHAT TIEN

trong céc linh vuc
vién thdng,
tén s6 vo tuyén dién,
cong nghé thong tin
va mat ma dan sy
VIEN THONG % :j;*éiomén (;:ur?lcn:rr‘\:]@\fl\g;: L

Q a DOl VOI CA NHAN LA
W 100.000.000 dong

CONG NGHE MAT MA
THONG TIN DAN SY | === .
- 8

buu chinh, vién thong, tan sd vd tuyén

dién, cong nghé théng tin va giao

?

dich dién tu.




CANH GIAC CAC THU POAN TIN GIA MAO,

CHIEM DOAT TAI SAN

Cac doi twong llra ddo théng qua nhitng thong tin cia nan nhan chia sé trén mang x3 hdi d3 gia mao thanh nhan
vién cadc nha mang VNPT, FPT,... hodc gid mao cadn bd Cong an, Vién kiém sat dé goi dién thoai [ra nan nhan chuyén
cho chiing mét sé tién nhat dinh.
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CANH GIAC CAC THU POAN TIN GIA MAO,

CHIEM DOAT TAI SAN

Mua hd cai thé cao 100k vina
nheée!

Cac doi twong lra dao sau khi chiém

\ . ? ~ A ? A Pbay, tu cao di!
duwoc tai khoan mang xa hoi cua mot

HUGNG DAN SU DUNG
1. Cao nhe ISp pha dudi day dé€ biét 13

ngudi nao dod, sé dung tai khoadn do dé SnG 25 s e

nhan tin dén ban bé, ngudi than cla —

2. T ban phim may dién thoai di ddng bam

ngudi dé dé muwon tién. Nhiéu nguoi vi

Cao hd cai

tin do la ban be, nguoi than minh that Nay thi cao...

HUONG DAN SU DUNG

1. Cao nhe ISp phl dudi day dé biét 13
chir s& ma thé

ll-i680 98700 5189'

2. T ban phim may dién thoai di ddng bam

nén da chuyén tién cho cac tai khodn nay

va d3 bi mat rat nhiéu tién.

Sao khéong nap dugc nhi?
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CANH GIAC CAC THU POAN TIN GIA MAO,

CHIEM DOAT TAI SAN

Link clip, hinh anh néng

St e was tagged in this,

Dang lra dao nay thuong xuat hién dudi dang . o R Qi
comment kem theo link dwédi cac bai viét trong other.
cac group. Nan nhan vi t6 md ma bam vao, dan

dén bi chiém doat tai khoan mang x3 hoi va
théng tin cd nhan. Chua ké dudong link dé con
kém theo yéu cau cai dat phan mém nhu Flash
Player ma néu nan nhan cai vao may thi sé bj
kiém sodt cd mdy tinh, mat cac théng tin, tai liéu
guan trong luu trir trong may tinh.
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CANH GIAC CAC THU POAN TIN GIA MAO,

Ty CHIEM DOAT TAI SAN
Tang qua twr nwd'c ngoai
Danh vao tdm ly sinh ngoai cla nan nhan, doi tuong Ira dao sé
gia mao nguoi nudc ngoai, sau khi ndi chuyén mot thoi gian sé dé
nghi dwoc tang nan nhan mot mdén qua, nhwng dé nhan duoc
moén qua dé thi nan nhan phai chi mét khodn tién dé thanh todn
phi hdi quan va phi van chuyén. Mén qua thuwdng duoc ndi la ¢
gia tri I&n dé murc phi hadi quan cao, khién nan nhan khéng nghi
ng® ma chuyén mot sé tién Idn cho ddi twong lira ddo. Sau khi
duwoc chuyén tién thi cdc d6i twong s& chan tai khodn nan nhan va
ti€p tuc Itra ddo doi tuong khac.
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Gia mao ban hang
Doi twong llra dao mé ra cac page ban
hang online trén mang x3 hdi, yéu cau
khach mua hang &ng trwdc mot khoan tién
trwdc khi giao hang. Nhirng khach hang nhe
da, ca tin sau khi &ng tién cho cac doi
twong lra dao thi sé bi chan tai khoan va
khéng thé nao |4y lai tién.

CANH GIAC CAC THU POAN TIN GIA MAO,

CHIEM DOAT TAI SAN
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KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

KY NANG
NHAN BIET, PHAT HIEN TIN GIA
PHAT HIEN QUAN DIEM CA NHAN




KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

Tin gia la gi?

(99 Tin gia la nhitng théng tin gia mao, sai sy that hay hoan toan
~ huw cdu, cdu chuyén khéng dung su that.

e T dién Collins: tin tic gia 1a “nhitng thong tin sai, thudng la
W giat gdn, dwoc phat tan dwdi vo boc tin tic”.
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KY NANG CO BAN BAO DAM AN TOAN TREN
KHONG GIAN MANG

Y tin thong thwong va nhitng thong tin dugc trinh bay gidng nhw mot tin bao chi) dwoc
co tinh dang tai, lan truyén vi mdt muc dich nao dd.

Loai th& hai la nhitng théng tin cé thé cd mdt phan su that nhung khéng hoan toan
chinh xdc do ngudi viét ching khéng kiém chirng toan bd sy that trudce khi dang tai chia
sé hodc cé thé ho phdng dai mét phan cda cdu chuyén dé.
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KY NANG CO BAN BAO DAM AN TOAN TREN

TIN VU KHONG

Cat ghép, nguy tao hinh anh,
clip, taora 1 cau chuyén
khéng dung... dé bdéi nho

KHONG GIAN MANG

—
55

TIN LUA PAO

Chi chuda 1 phan thong tin
su that (1 théng tin, 1 cau trich
&y ra ta 1 béi canh)... dé truc loi

TIN CAU "VIEW"

Tua bai gay s6c nhung
khac ndi dung, kich thich
Nngudi doc bam vao dé tang view

TIN THIEN VI

Su kién thuc té bi ngudi viét
thao tung theo hudng co loi
cho 1 muc dich
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KHONG GIAN MANG

(% Pac trung chung nhat cda nhirng tin tic gid kiéu nay |3 chung thwong xuat phat tir
QY nhirng sy kién, hién twgng ndng, gay tranh cdi trong doi song thwe. Nhitng su kién nao
cang noéng, cang gay tranh c3i thi cang |a dé tai béo bd cho tin tlrc gia phat tac tir do.
Chang han nhu nhirng tin tirc vé cac su kién chinh tri quan trong nhu bau clr, hop Quéc
hoi, vé thién tai nghiém trong, khing bo,...

Pong co cla cac dbi twong san xuat loai tin tirc gid nay cd thé vi muc dich tai chinh,
chinh tri hay ha uy tin cta cd nhan, td6 chirc mot cach cé chi dich. Tuy nhién, c6 nhirng
trwdng hop, cdc déi twong tao ra tin tirc gid chi don gidn dé duoc ndi bat, thu hat su
chuy.
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KHONG GIAN MANG

Cac quan diém sai trai ma cac thé lwc thu dich tuyén truyén trén mang xa hoi

Th& nhat, xuyén tac nén tang tu tudng chinh tri va thu tiéu y thirc hé (céc bai
Y viét, video phu dinh, phan bac Chu nghia Mac - Lénin, tu twdng H6 Chi Minh, ph
nhan vai tro lanh dao cua Pang va con dudng di lén CNXH cua nudc ta)

\ Thit hai, boi nho, xuyén tac dudng 16i va thé ché chinh tri xa hoi chd nghia, ca
¥ ngoi chu nghia tu ban véi nhirng gia tri khac nhau.

Thi ba, vu khong BDang Cong san Viét Nam cam quyén, ap blrc ngudi dan, chia
ré phd hoai moi quan hé mat thiét gitra Nhan dan véi bang va Nha nudéec.
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KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

Cac quan diém sai trai ma cac thé lwc thu dich tuyén truyén trén mang x3a hoi

A Thi tu, khoét sau van dé ton gido, dan téc, nhan quyén véi thé ché xa hdi chd
¥ nghia nham pha vd khoi dai doan két toan dan toc

Th&r ndm, lgi dung cédc van dé nhay cam trong d&i sdng chinh tri xa hoi cua
i nudc nha, vu viéc phic tap thu hat su quan tdm cua quan chidng lam ha uy tin,
¥ boi nho cd nhan cac lanh tu, [anh dao cua Pang nhu tham nhiing, khiéu kién,
td6i pham, té nan xa hoi, tinh hinh dich bénh Covid-19, viéc bat, xtr ly cac doi
tuwong chong pha Nha nudc Viét Nam

Thr sau, xuyén tac lich str dan toc, lich stir bang, lich sir dau tranh giai phéng

¥ dan toc va xay dung dat nudc lam cho moét bd phan quan ching thiéu hiéu
biét vé lich sir dan toéc nhat la gigi tré hoai nghi, phai nhat niém tin doi véi
Pang, chia ré BDang véi Nhan dan.

X
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mang

Gay bat binh trong du luan, tao dv ludn xau, gdy hoang mang trong xa hoi, giam sut
long tin v&i Dang,
Anh hudng kinh té (Itra dao....)

Lam suy gidam niém tin cta coéng chung vao truyén thdng néi chung va ctia bao chi chu
lu ndi riéng. Chang khién cho céng ching khong xac dinh dwgc dau la nhirng nguén
tin dang tin ciy dé tiép nhén,...
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KY NANG CO BAN BAO DAM AN TOAN TREN
KHONG GIAN MANG

KV NANG PHAN BIET
TIN GIA TREN MANG



KIEMTRAXUATXO'  xEM XET NGUGN TIN TRONG BAI

. >
THONG TIN Tin gia khéng néu dugc théng bao \

Tin tU cac trang ¢ hay tuyén bé gi ctila nhiing don vi \
"dudi"tén mién | | lién quan tGi thong tin phat tan s

lalam nhu : == - ——
e hay s | KIEMTRATUA BAI CO KHOP VOI NOIDUNG - s
Héy Aol .gia'.c.'.;' Puing nén chi doc tua ma tham chi

khéng nhap vao dé xem thuc chat
.l | ndi dung . ‘
i ' — : : n —
- ] KIEM TRA THOI GIAN THONG TIN ==
Nhiéu théng tin bi “khai quat” chinh /#~°
sua thdi gian nguy tao nhu su kién }

vUa Xay ra




EMXETOOPHOSONG  TRUYLAINWONG  NEM LAICHU QU

) EN TR CH

Timkiémthémcac — CAUTRICH DAN BAN THAN |
Y nr?tuhOP tmkh, Tim kiém, kiém tra IA\lé'u qQC fjuqf métﬂ Thong Qua CaC
UMONGBNAC hh4t ngon ctia nhiing thong tin vanhan thay trang web
emcondighé T Sveng Owenhuhaytel
suviecdokhong 0 e ickhotin'va 7 Kiemtra
wadugcdécagp M i
e trong bai béo dung nhu m!nh nghi s that
thi héy@ can trong'! R
: [Snopes,

tifact)
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e A KHONG GIAN MANG
Hoc cach phat hién ra cadc quan diém ca nhan
“Su kién” 1a khach quan, con “quan diém” Ia chd quan

Cai thuc sy can, dé 1a “su that khach quan”! B&i vi “guan diém” thudng tim cach
#8 |6i kéo nguoi doc nghi theo cach ma ho mudn, con “su kién” cho phép nguoi doc
tw danh gia va rut ra két luan.

“Quan diém” thuwdng mang tinh kich déng, “suw kién” thwéng mang tinh twong
" thuat/miéu ta, va tin gia thwdng nham vao cai dau tién.
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KHONG GIAN MANG

Cam nang “Phong chong tin gia, tin sai sw that trén khong gian mang”
http://vnbook.com.vn/books/camnagphongchongtingia_output/web/index.html

BO THONG TIN VA TRUYEN THONG o
- = - s - = h
CUC PHAT THANH, TRUYEN HINH VA THONG TIN DIEN TU A ¥

b 3. Tac ddng dén niém tin cla ngurdri diin v cde théng tin 11. Quy tiic sir dung mang xa hdi et ngudi 1am bio Viét Nam

Gidi thigu cam nang 9 trén bio chi chinh théng........... ... - do Hoi Nha b80 Viét Namm ban Bk ......veeoeoseeeseesssessssssessssses 87
@ 08 Diéu cin nhé 11 4, Téc d0ng 3én St khoe cOng AONE .....c...cccnvversseresessressssessis 38 111, Quy tiic (mg xir i ngudi hoat ddng trong [inh vye
£ - = I 0 & i 8 nghé thufit do Bé Van hoa, Thé thao va Du lich ban hénh....... 88
B 1. Diu hi¢u nhin bict mOt tin id......oo.coerirceesicmmmecninrsinniennnnes 12 Hudng din nbfn bilt tn gid, tin sal sy thit W e . T,

’\? y — trén khing giun myng 42 Phy luc 2: Quy djnh ve tin gis trong tiéu chuin cong dong
CAM NAN G ! - 2. Clohxfo Sinhitin g, g as@is G 13 1. Xem xét ngudn tin, kiém tra tée gid 43 trén mijt sO mang xi hi xuyén bién giéi. ... 90
3. Lam thé ndo dé tranh “biy tin gia™?..... .14 2. Kiém tra thong tin, hinh anh minh hoa 1. Facebook.......: . roiomii D0

. ) va dutng A0 T KB s snsin 8 11, YouTube 92
4. Phai lam gi néu 1& diing tai, chin sé tin gid, tin sai sir thit?... 15 et
b 3. Kiem tra thoi wan 48 L TRRTOK i csisssivinmnini ; et

3. Céch xir Iy khi thy tingia ... RSeS| Byc oin bd ndi dung, tim nhimg diém nghi ngd,

n : Tai ligu tham kho ... ; PEp————. 96
TlN GIA, TIN SAI SU THAT 6. Hinh ddng c6 trich nhié¢m trén khong gian mang .. 18 ks Tl o ;. Bl

~ Ay Déi chiéu véi thong tin trén hio chi chinh thing hotie tham
TREN KHONG G IAN MANG 7. Hiu qua cia vige cung cdp, chia sé tin gia, tin sai sy tht ..., 21 khao y kién chuyén gia hodc cic co quan chire ning 50

o

”

8. Cac mire phat hanh chinh/xit 1y hinh S\, 22 Trich nhi¢m cua cic to chirc, ¢4 nhin trén khong gian mang... 53
. . - 1. Trach nhigm coa nguon sir dyng Internet, migng x3 hdi......... 54
Khai niém tin gia trén Khong gian mang .............ccccoveviinenicnnn 25 SemEoeat et Sl e
K 2, Trach nhiém cua nhi cung cap dich vt 37
1. The sdolR tingid... 3, Trdeh nhigm cia ngudi kinh doanh dich vy quang cdo,
2. Tin gid dugc 120 ra nhir thé RAOT........ceuuvvmmricmianmssnmsesssissens 27 ngudi phit hinh quing cdo. ngudi quing cio 58
A Ten izt oan 3. . 3 3 Cic quy dinh caa phip luit lién quan dén hanh vi ding tai,
o g Ang i0? 5 y 4
3. Tim;gid thc d0ng dEn 0dng chimg bing chehindo?..ovrvr 2% lan truyén tin gid, tin sai sy thit trén khing gian mgng ........ 62
4. Phiin logi tin gid,.....ccccovnnsinveninceninnenniens AN i (ot 30 Quy trinh lk‘-p nhin vi xir I¥ tin gii trén khing gian mgng ... 71
Tiac dfng cia tin gid, tin sai sy thit trén khéng gian mang ... 34 Nhimg ciiu hol thwomg gip.... e 15
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2. Tac dhng dén an ninh qUOC ia,.......ccccvevicuesieiraisiiansiicnciicsase. 36 vil Truyén thong ban hinh ... PRIl I

lC NHA XUAT BAN THONG TIN VA TRUYEN THONG

PUBLISHER \




1. DAu hiéu nhin biét

Khi doc thong tin tren mang, néu thaJ cd nhung
dAu hidu sau thl rit c¢é thé ban dang doc mot tin gia:

:gF’Tleu aé glat gan, thu hut, n91 dung
thongktln méi la, thudng de cap dén mot
van deé nong dang dudgc nhiéu ngudi guan
tam.

& Thdng tin khdng ghi ngudn hodc ngudn
¥hdéng ré r

ch=Thong tin xuit ohét t¥ nhing trang web,
tai khoan, kenh noi dung tren mang Xxa
héi thudng quen tung tin gia, hoac tu
nhUng trang, tai khoan, kenh khong thuoc
cd quan bdo chi chinh thong hodc co guan
nha nudc.

2. Cach xac dinh

Khi nghi ngd mét tin gia, ban cin thuc hién
nhiing budc sau dé kiém tra, xdc minh:

(& Xem xét ngudn tin, kiém tra tdc gia.

= Kiém tra thong tln, hinh anh minh hoa va
dudng dén lién két.

(& Kiém tra thdi gian.

& DPoc toan bd ndi dung, tim nhing diém
nghi ngd, mau thufn.

:gF’901 chleu véi thong tin trén bao chi
chinh théng hodc tham khio ¥ kién chuyén
gia hoac cdc co quan chic nang.




4.Phdi lam gl néu 18
dang tai, chia se

= tin gid, tin sai sy that?

(& GG bo thong tin sai su that.
(& Pua ra 1&i dinh chinh, xin 16i.
(& Hop tdc véi co quan chifc nang néu cé yéu cau.

Ngay nay, tin gia cé the dugc tao ra bang nhiéu
thdng théc tinh vi khién cho ngay ca khi ban la
mqt cong dan cé tréch nhi@m thi van cé thé vd tinh
s?o “baJ tin gia Vi vay, ban can tu trang bi mot
so kién thlc cin thiét dé bao vé chinh minh Khdi
nhing nguy cd tU trén mang.

Y/l e

(o= Khong tin ngay vao tit ci moi thd¥ ban
thaJ trén mang.

&> Suy nghi hai 14n trudec khi chia sé, dang
tai hoac binh ludn video, hinh anh, tin
tdc trén mang.

& Hoi tham, tham khao ¥ Pien cua ban bé
ngddl than khi ban cam thaJ chua chéic
chan hodc chd sy xdc nhan théng tin tu
¢o quan béo chi chinh théng hodc c¢cd quan
cé tham quven
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QUY TAC UNG XU
CHO TO CHUC, CA NHAN

» Tim hiéu va tuéan thi cdac diéu khodin hudng dén sir dung
cua nha cung cdp mang x&a hoi

» SUr dung ho, té&n that ca nhan, tén hiéu that clia td chuc,
co quan

» Tu quan ly, bado méat tai khodan

» Théng bdo t&i co quan chuc ndng khi bi mét tai khodn,
gid mao

» Chia sé théng tin ¢é ngudn chinh théng, dang tin cay

» Cé hanh vi, ing xir phlu hop véi dao duc, van hoéa,
truy@én théng clua déan téc

» Khéng sir dung tir nglr gay thu hén, kich déng bao luc

» Khéng dang tdai ndi dung vi pham phdap luét

» Khéng tung tin gid,
tin sai su théat

> SU dung mang xa hoi
dé quang ba dét nudce, @
con ngudi Viét Nam &

» Cung tham gia bdo vé,
huéng d&n tré em st dung \ A
mang xa hdi an todan

» Ton trong,

» Lanh manh

» An toan,
bao mat théng tin

» Trach nhiém

-~ - -
QUY TAC UNG XU @
CHO CAN BO, CONG CHUC,
VIEN CHUC VA NGUOI LAO DONG
TRONG CO QUAN NHA NUGC

» Thuc hién nhimng quy té&c danh
cho cd nhan, té chidc nhu trén

» Thuc hién ndi quy cla co quan,
t8 churc vé cung cdp théng tin
Ién mang xa hoi

» Thong bdo tdi co quan chud quan
khi co y kién, théng tin trdi chiéu,
vi pham phdp ludat

pr— QUY TAC UNG XU CHO
=il ] CAC NHA CUNG CAP
, DICH VU MANG XA HOI

@®00' ©

tuan thd phap luat

QUY TAC UNG XU CHUNG

@ QUY TAC UNG XU CHO
CAC CO QUAN NHA NUGC

» Quan ly, bdo mat tai khoan mang xa hoi

» Thong bao khi tai khodn cta co quan,
t6 chirc bi mdt hodc gid mao

» Cung cdp théng tin trén mang
x& hdi théng nhét véi théng tin
trén truyén théng

» Phdan hdi y kién trén mang x& hoi
lién quan dén co quan, té chuc

. Céng b8 rdé raing cdc diéu khodn sir dung dich vu

» Co6ng khai bién phap xir ly, ng&n ch&n néi dung
théng tin vi pham

* Ph&i hop véi t8 chirc, cd nhén sir dung mang x& hoi

g dé x{r ly theo phap luét
Hudng dé&n ngudi sir dung mang xa hadi, hd tro va

» bdo vé quyén, lgi ich hgp phap cla “ngudi yéu thé&”
Khéng thu thap théng tin cd nhéan va cung cdp
théng tin cho bén thd ba
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KY NANG
PHONG TRANH HACK TAI KHOAN FACEBOOK
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KY NANG CO BAN BAO DAM AN TOAN TREN
KHONG GIAN MANG

Khéng dang nhap vao Facebook trén cac thiét bj la

Pé phong cac email yéu cdu dang nhap tai khoan facebook

Kiém tra dia chi trang dang nhap cé dung la facebook.com hay khdng.

S dung trinh duyét Chrome khi dang nhap. Do Chrome tich hop tién ich xac dinh
trang phishing.

Bat tinh nang xac thyc 2 budc, nhan ma xac nhan qua dién thoai khi dang nhap
Facebook trén may tinh la.

Khong truy cip cac lién két la dwoc giri bdi ban bé thdong qua Messenger.

Cai dat va thuong xuyén cap nhat phan mém diét virus
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gy KHONG GIAN MANG

Mat khau duwoc lwu trén trinh duyét

Hau hét cac trinh duyét web déu ho tro tinh e as e
nang mac dinh vé lya chon lvu “tén ngudi dung” @ commonitymythemeshop.com/for..

° datinggurul0lcom/wp-loginphp = = sesesese

va “mat khau” sau khi ddng nhap Facebook

:j www.bidvertiser.com/bdv/BidVertis... il i . essessssees

thanh céng. Nham bé qua buéc nhap lai mat D bttt G e
khau khi dang nhap trong cac lan truy cap tiép O wedcbowsoor e

d.é L) https//jetpackwordpresscom/jetp.. . ssesssseens

theo sau |

< , A ~ . , ; ! https://public-apiwordpress.com/... NIIIENNEERNE  eecevsnnene
Cac mat khau do6 déu duoc lwu trir tai may tinh 3 rtedon  BEESEmmm
va cé thé duoc xem lai dé dang. Chinh vi vay ma

bt ky ai cling ¢6 thé hack tai khodn facebook tiy ~ Cach phong tranh

Khong luvu mat khau trén trinh duyét.
Ludn.sr dung mat khau manh cho may tinh ...
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Hack tw dién thoai

Hién nay, da sO0 nguoi dung déu truy cap
Facebook bang smartphone. Viéc chiém quyén
truy cap vao smartphone cua nan nhan ciing
dan dén viéc truy cap duoc vao tai khoan
Facebook. Hodc tin tac cé thé bi mat cai phan
mém ddc hai dé theo ddi va Iy cap thong tin -
trong d6 cé mat khau Facebook mdt cach dé
dang. Hai trong s6 cac phan mém gian diép
dung dé theo ddi smartphone phé bién nhat 13
Spy Phone Gold va Mobile Spy.
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Cach phong tranh

o Cai dat phan mém diét virus uy tin.

o Khong cai cac &¢ng dung khdng rd ngudn goc.
o GO bo cac rng dung dang nghi ngo.
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KHONG GIAN MANG

USB Hacking

Tin t3c c6 thé sir dung USB ddc hai dé truy cap
vao duoc may tinh cla nan nhan, nham quét va
trich xudt mat khau lwu trong trinh duyét

Internet. Cach phong tranh

o S dung cdc USB d3a duogc kiém tra va xac dinh an toan.
o Quét m3 dbc USB ngay khi dwgc két ndi vao thiét bi.

o Cap nhat phan mém diét virus thuong xuyén.

o Thay d6i méat khau dinh ky cho tai khoan facebook
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KHONG GIAN MANG

Tan coéng Social Engineering 13 hinh th&c phé
bién va dé thuc hién nhat. V&i cdc mat khau
Facebook c6 thé dé dang dwoc dodn ra nhu
ngay sinh, so dién thoai, tén cong ty hay thadm
chi 13 tén ban gai, tin tic cé thé dé dang sl
dung ky thuit nay dé dodn va chiém doat tai

khoan Facebook nguoi dung.

Cach phong tranh

O

Khong chia sé thong tin ca nhan thong qua email,
dién thoai, chat Messenger.

Khéng si dung mat khau dé doan.

Khong s& dung mot mat khau cho nhiéu tai khodn
0 cac trang web khac nhau.




KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

Hack tr mang Wifi

Tin tdc cé thé hack router WiFi néu mat khau

Cach phong tranh

dé thiét 1ap bao mat cho router yéu. Tr d6, o Han ché sir dung cic diém truy cip Wifi cong
chiém quyén diéu khién lwu lwgng Internet, 13y cong.

cap tai khodn Facebook clia nan nhan. o Thay d6i mat khau Wifi thuong xuyén.




KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

Nhiéu nguoi dung thwong xuyén quén (thdm chi khéng bao gio) thoat tai khoan Facebook
sau khi stir dung.

Do d4, bat ky ai cling cé thé truy cap vao tai khoan Facebook ma chang can dén cac ky thuat
phirc tap dé cdé dwoc mat khau, dac biét néu quén thodat khoi tai khoan tai tiém net hay

nhitng chiéc may tinh cong cong.

Vi vay, hdy chic chan dang xuat khoi tai khodn Facebook sau moi Ian ddng nhap
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KY NANG CO BAN BAO DAM AN TOAN TREN

KHONG GIAN MANG

Chung ta hoan toan cé thé hwéng dan sir dung mang xa hoi an toan, hiéu qua, cé
van hoa.

Bao mat thong tin ca nhan. ...

9 Sy nght k§ truede khi chia sé bat cd didu gi ... g )

Ung x{& vdn minh trén mang. ... , )
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HUGNG DAN KY NANG SU DUNG INTERNET AN TOAN /"'.3 @
VA PHONG TRANH LUA BAO TRUC TUYEN CHO HOC SINH \

PHAN 1: NHAN DIEN CAC HINH THUC LUA PAO TRUC TUYEN

Céac déi tugng xau thudng lgi dung su ca tin, tam ly ham ré hoéc thi€u kinh nghiém cta hoc sinh, sinh vién
dé thuc hién hanh vi lira dao. Hay canh giac va bao vé ban than trén khéng gian mang!

v

GIA MAO NGUGI QUEN
(THAY CO, BAN BE, NGUGI THAN)

— dudng link gia mao.

B “TRUNG THUONG - HOC BONG QUET MA QR -
- NHAN QUA” DUONG LINK DOC HAI

2
<@ s, Téi pham mang thuéng Q *,_& § HSSV dugc gifi tin nhin O
chiém doat tai khoan A théng béo tring thudng, https //bit.ly/

Em oi, thdy dang Facebook, Zalo cua ngudi : nhan hoc béng, nhan qua... E v nhan-qua-xxx
94p, em chuyén gidp quen dé nhan tin vay tién, * yéu ciu truy cap trang web o>
b Lo i xin ma OTP hodc gui CHUC MUNG! la hodic cung cdp théng tin

Ban da tring thudn 4

H:c :6,,9 ::_ ooo.o;)d s Nhiéu trang web gia mao yéu cau

nhap s6 can cudc céng dan, mat khau,
ma OTP hodc tai iing dung khéng ré

e 8

V

s,

Lgi dung nhu cdu mua sdm
gia ré ciia HSSV dé rao bar
hang kém chét lugng, yéu
c3u chuyén khoan trudc
nhung khong giao hang.

/ ([ VIEC NHE

Ve LUONG CAO

= +/ Khéng cén kinh nghiém

+/ Thu nhip 10-50 triéu/thang
+ Lam online tai nha

DANG KY NGAY

L
b -

' GHI NHG QUAN TRONG

Bao vé na tin c3 nhan chinh 132 bao vé

B GIA MAO TUYEN DUNG, LAM THEM

Canh giéc - Kiém tra ky — Khéng vdi tin - Khong véi chuyén tién

B o A e @ HOC TAP HIEU QUA - TUONG LAI VUNG CHAC

ngudn géc.
o Y

a LUA DAO TREN FACEBOOK, ZALO

~~

Nhém dau tu’ do

Ping tin viéc nhe - luong © Fanpage gié mao
cao, yéu cau "dat coc”,
“mua ma nhiém vu",

“Ung phi” truéc.

LOI NHUAN
KHUNG

Dau tu sidu Igi nhugn
« Lot nhujn cao

v Rt 1idn dé ding
v Cam két 100%

Gia mao fanpage thuong hiéu lén, lap nhém dau tu éb;_j'
du dd tham gia khéa hoc lam giau nhanh, kéu goi
chuyén tién dau tu.

AN TOAN TREN MANG

UNG DUNG GIA MAO,
PHAN MEM POC HAI

MALWARE

Ung dung gia dang
ngan hang, game,
tién ich hoc tap,
Ung dung céng gay
danh cap du liéu,
theo ddi thiét bi,
chiém quyén diéu
khién tai khoan.

HAY CANH GIAC DE KHONG TRO THANH NAN NHAN
CUA LUA PAO TRUC TUYEN!



HUGNG DAN KY NANG SU DUNG INTERNET AN TOAN
VA PHONG TRANH LUA BAO TRUC TUYEN CHO HOC SINH

PHAN 2: CAC KY NANG AN TOAN THONG TIN

Thuc hién ding cac nguyén tic an toan théng tin gilip ban bao vé
~ ban than, bao vé tai khoan va dif liéu ca nhan trén moi trudng so.

n KHONG NHAP VAO
LIEN KET LA,
CHi TRUY CAP

CAC TRANG WEB UY TiN

Uu tién cac tén mién [ﬂ https://www.website.gov.vn Q
.gov.vn, .edu.vn S
@ http://link-la.xyz < |, Q

khi lién quan dén

Khéng cung cap
thong tin ca nhan
cho bat ky ai, ké ca
ngudi ty xung la
gido vién, can bg,
ngan hang.

A

TUYET POI KHONG CHIA SE
MA OTP, MAT KHAU,
SO CAN CUGC CONG DAN

e

Ap dung cho céc tai
khoan quan trong
nhu Facebook,
Google, Zalo,

tai khoan hoc tap.

AN TOAN
TREN KNONG GIAN MANG

TREN MANG
AN TOAN
CHO CHINH BAN!

TAO MAT KHAU MANH
VA THAY DOI DINH KY

Mat khau két hop

chit hoa - chif thudng -
s6 - ky tu dic biét;
khéng dung chung
mdt méat khau.

Mat khdu manh
 A7'KLp#9Qx
G O

+/ Chit hoa

+ Chif thudng
v S8

v Ky ty diic bigt

dich vu céng hoac

gido duc.
CHi TAI UNG DUNG TU
CUA HANG CHINH THUC

Google Play, App Store;
kiém tra ky nha phét trién
va céc quyén truy cap
cla Ung dung.

P> Google Play

& App Store

AN TOAN THONG TIN — TRACH NHIEM CUA MOI HOC SINH
BAO VE BAN THAN - BAO VE GIA DINH - GOP PHAN XAY DUNG MOI TRUGNG SO AN TOAN, LANH MANH

v—

CAN TRONG VO NG DUNG

© Khéng rd ngudn géc
© Yéu ciu quyén truy cip
khéng hgp ly

@ Panh cép di lidu
canhan &

B NANG CAO TU DUY PHAN BIEN

Tring thudng
Lgi nhudn cao siéu lon?
100%? S L

Khéng tin vao cac l&i

hifa hen Igi nhuén cao, Q
tring thudng khéng

rd rang hodc yéu cdu

chuyén tién nhanh.

chuyén tién
ngay?

by B THUONG XUYEN
L CAP NHAT THIET BI

Cap nhat hé diéu hanh,
trinh duyét, ing dung
dé va 15 héng bao mét.

GHI NHG QUAN TRONG

An toan trén Internet bat dau tir nhitng théi quen nhd nhat ctia ban méi ngay!
Hay ludn canh gidc va chl dong bao vé théng tin ¢4 nhan.




= MOT SOLUUY

N

Hién nay, cac ctra hang ca phé, khéch san,
trung tdm mua sam, san bay va nhiéu dia diém
khac thudng cung cép cho khach hang quyén
truy cap Wifi cdng cdng mién phi.

Tir do, khi sir dung cac dich vu tai nhitng noi
nay, ngudi ding van cé thé kiém tra email,

truy cap mang xa hdi hodc lust web

mot cach thuan tién.

Tuy nhién, tin tdc sé thuong theo déi cac mang
Wifi cdng cdng va chin bat dir liéu dugc truyén
qua mang. Bang céch nay, tin téc cé thé truy
cap thong tin tai khoan ngan hang, mat khau
va céc théng tin c6 gia tri khac ciia ngusi dung.

Pé dam bao an toan khi sir dung Wifi céng céng
doi ngii chuyén gia bao mat Internet
cua Kaspersky Lab dua ra 16i khuyén:

@ KHI SUDUNG WIFI CONG CONG |

Nhan thire duge su nguy hiém:

Wifi cdng cdng vén khdng dugc
an toan, do dé hay than trong
khi str dung.

Thén trong véi tat ca cac két ndi Wifi:
Khdng nén tin tudng cac két ndi Wifi 1a hgp phap.
N6 cé thé Ia mét két ndi gia mao da ducc thiét 1ap
bdi tin tic nhadm thu thap théng tin ca nhan cé gia
tri tr nhimg ngudi dung thiéu than trong. Hay nghi
ngd va than trong véi moi két ndi Wifi va khong két
ndi vdi nhimg Wifi chua dugc xac dinh, nhan dién.
Khéng dung wifi cdng cdng dé chuyén tién onlnine
va céac cong viéc cin sy bao mat cao.

Str dung mang riéng ao (VPN):

Bang cach sir dung VPN khi két ndi véi
mang Wifi cong cdng, ngudi dung sé sur
dung mét ludng mang (tunnel) riéng tu,
ma héa tat ca di liéu di qua mang. Piéu
nay cé thé giup ngan chan viéc chan bt
va thu thap dir liéu ctia ngudi dung.

Can nhéc sir dung dir liéu di déng:
Trong trudng hgp bat budc can truy
cép vao cac trang web co6 luu trr hodc
yéu cau nhap théng tin nhay cam, ngudi
dung nén sur dung dir liéu di déng thay
vi két néi Wifi cdng cdng.

_:m.

2

v‘,’

Bat ky thiét bi nao ciing cé thé bi tan céng:
T4t ca céc thiét bi nhu may tinh xach tay,

dién thoai thong minh va may tinh bang

déu c6 thé gép rui ro khi str dung

Wifi cong cong.

Tim hiéu va xac thuc két néi Wifi

dé la hop phap:

Mét s6 két ndi gia mao da dugc thiét l1ap
badi tin tdc sé co tén tuong tu nhu quan

ca phé, khach san hoac dia diém cung cap
Wifi mién phi. Néu c6 thé ndi chuyén véi
nhan vién cla dia diém cung cap két ndi
Wifi cong cdng dé, thi ngudi dung can hoi
théng tin vé diém truy cap Wifi hgp phap
nhu tén két ndi va dia chi IP.

Tranh sir dung mét sé trang web cu thé:
Ngudi dung nén tranh dang nhap vao cac trang
web ma tin tac sé cé kha nang thu thap danh tinh,
mat khau hodc thdng tin ca nhan nhu céc trang
mang x4 hdi, dich vu ngan hang truc tuyén hoéc
cac trang web luu trlr thong tin thé tin dung.

Béo vé thiét bi khéi cac cudc tan céng mang:
Dam bao tat ca cac thiét bj dugc bao vé bdi
céc giai phap dam bdo an toan va chéng phéan
mém déc hai cé hiéu qua, cling nhu can cap
nhét ching thudng xuyén nhat cé thé./.

Sir dung Wifi cdng cdng dang céch sé gitp giam thiéu nguy co mat an toan théng tin,

bao vé tai khoan, dir liéu ca nhén va cac giao dich truc tuyén clia moi ngudi dung.




hoac NGHI NGO’ DOC HAI

TREN KHONG GIAN MANG

‘ ~ - - ~ ~ ~ . v ¥ )
KHI VO TINH NHAP VAO MOT LIEN KET POC HAI N -
HOAC NGHI NGO POC HAI, HAY NHANH CHONG THUC HIEN: ’ y
’ i

: - ‘ Ngay lap tirc ngét két néi may tinh hodc thiét bi

CANH BAO! ° —— khdi mang internet dé ngan chan su lay lan cta ma déc.
Lién két doc hai : 7

hoac nghi ngd dgc hai

Tién hanh thay déi mat khau cua tai khoan bi anh hudng
ngay lap tirc. Néu str dung méat khdu dé cho cac tai khoan
khéac, hay lap tirc thay doi tat ca.

dang tin cay trén thiét bi dang dung.

Bdo cédo su ¢d cho bd phan phu trach hodic nha cung cip
dich vu lién quan.

Nhanh chéng chay mét chuong trinh quét chong virus )

CHU DONG PHONG NGUA — AN TOAN TREN 'WKHONG GIAN MANG

La bdo vé chinh ban va céng déng!




' CMND/CCCD

KHONG CHIA SE
DU’ ueu CA NHAN NHAY CAM

Tuyet déi khong nhap s6 Chu'ng minh
thu nhan dan/Can cudc cong dan,
tai khoan ngan hang, mat khau hay
thong tin gia dinh vao cac cong cu

Al cong cong.

HOC SINH

CAN LAM Gi BE QUAN LY THONG TIN
VA BAO MAT KHI SU DUNG CAC NEN TANG AI?

SINH VIEN

Khi str dung céc cong cu Al, Hoc sinh - Sinh vién can dic biét cha y
dén an toan théng tin dé tranh rdi ro rd ri dit liéu hodc bi khai thac thong tin ca nhan.

TAI KHOAN
HOC TAP

SU DUNG TAI KHOAN HOC TAP
THAY Vi TAI KHOAN CA NHAN

Khi dang ky cac nén tang Al mién phi
ho#c cdng cdng. Diéu nay gilip han
ché ro ri dit liéu quan trong.

XAC THUC HAI LOP

o

KICH HOAT XAC THUC
HAI LGP (2FA)

SAO LUU DU LIEU QUAN TRONG

Nhu bai lam, tai liéu hoc tap hoac du an
vao Google Drive, OneDrive hodc thiét
bi luu trir ca nhan dé tranh mat mat
khi hé théng gap su cd.

Néu nén tang hd trg, gitp tai khoan
dugc bao vé tét hon truée nguy co
bi truy cap trai phép.

AN TOAN THONG TIN - BAO VE BAN THAN - SU DUNG Al THONG MINH, HIEU QUA!

THUC HIEN CAC BIEN PHAP NAY

Sé gilip Hoc sinh - Sinh vién an toan hon
khi khai thac cac cong cu Al phuc vu
hoc tap va nghién cuu.
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