UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

PHUONG AN HAI Doc 14p - Tu do - Hanh phiic
S6:1077  /Qb-UBND An Hai, ngay 25 thang 6 nam 2026
QUYET PINH

V& viéc ban hanh phwong 4an, kich ban @ng ctru sw ¢6 hé thong
thong tin cia Uy ban nhian dan phwong An Hai

UY BAN NHAN DAN PHUONG AN HAI

Can cir Ludt Té chitc chinh quyén dia phirong ngay 16/6/2025;

Can cie Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Ludt An ninh mang ngay 12 thang 6 nam 2018,

Can cit Vin ban hop nhat sé6 65/VBHN-VPQH ngay 15/08/2025 cia Vin
phong Quéc héi vé Ludt Cong nghé thong tin;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii vé bdo
ddm an toan hé thong théng tin theo cdp dd;

Can cik Nghi dinh s6 42/2022/ND-CP ngay 24/6/2022 ciia Chinh phii quy dinh
Vvé viéc cung cdp théng tin va dich vu cong truc tuyén ciia co quan nha nwéc trén
moi truong mang,

Can civ Nghi dinh s6 53/2022/NP-CP ngay 15 thang 8 nam 2022 ciia Chinh
phii quy dinh chi tiét mét sé diéu cia Ludt An ninh mang;

Can cir Quyét dinh s6 05/2017/0P-TTg ngay 16/3/2017 ciia Thii twéng Chinh
phii Quy dinh vé hé thong phirong dn ving ciru khan cdp bao dam an toan théng tin
mang quéc gia,

Can cit Chi thi sé 14/CT-TTg ngay 07/6/2019 ciia Thii twéng Chinh phii vé
viéc ting cuwong bdo dam an toan, an ninh mang nham cdi thién chi sé xép hang ciia
Viet Nam,

Can cit cdac Thong tw cia Bé Thong tin va Truyén théng: sé 11/2015/TT-
BTTTT ngay 05/5/2015 quy dinh Chudn kj ndng nhédn luc cong nghé thong tin
chuyén nghiép; sé 20/2017/TT-BTTTT ngay 12/9/2017 quy dinh vé diéu phéi, img
ciru sy co an toan théng tin mang trén toan quoc, sé 17/2021/TT-BTTTT ngay
30/11/2021 vé viéc sira doi, bé sung mét s6 diéu Thong tw sé 11/2015/TT-BTTTT
ngay 05/5/2015 ciia B Théng tin va Truyén théng Quy dinh Chudn kj ndng nhén
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lire cong nghé théng tin chuyén nghiép; sé 12/2022/TT-BTTTT ngay 12/8/2022 quy
dinh chi tiét va hudémg dan mét sé diéu ciia Nghi dinh s6 85/2016/NP-CP ngay
01/7/2016 ciia Chinh phii vé Bdo dam an toan hé théng théng tin theo cap do;

Theo dé nghi ciia Truwéng phong Van hod — Xa héi phwong An Hdi.
QUYET PINH:

Piéu 1. Ban hanh theo Quyét dinh ndy phuong an, kich ban tmg ctru sy cb hé
thdng thong tin Uy ban nhan dan phudng An Hai.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Piéu 3. Chanh Vin phong HDND va UBND phuong, Trudng cac phong, co
quan, don vi, cong churc, vién chire, ngudi lao dong thudc Uy ban nhan dan phuong
An Hai va cac ca nhan lié€n quan chiu trach nhi€m thi hanh Quyét dinh nay./.

Noinhgn: TM. UY BAN NHAN DAN
- Cong an thanh pho; (d€ bao cao) CH[’J TICH
- Thuong tryc Pang uy; *
- Thuong truc HDND phuong;
- Lanh dao UBND phuong;

- Cac phong chuyén mon;

- Nhu diéu 3;

- Luu: VT.




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
PHUONG AN HAI Doc 1ap - Tw do - Hanh phuc

PHUONG AN, KICH BAN UNG CUU SU CO HE THONG
THONG TIN UY BAN NHAN DAN PHUONG AN HAI
(Ban hanh kém theo Quyét dinh s6 ~ /OP-UBND ngay  thang 6 nam 2026
cua Uy ban nhan dan phuwong An Hai)

CHUONG I
CAC QUY PINH CHUNG

Picu 1. Pham vi va do6i twong ap dung

1. Pham vi diéu chinh: Phuong an, kich ban tmg ciru sy ¢d cho hé thong thong
tin trong hoat dong tmg dung céng nghé thong tin, chuyén dbi s6 ciia Uy ban nhan
dan phuong An Hai.

2. Péi tuong ap dung: Cac phong, co quan, don vi, can bd, cong chirc, vién
chtrc, nguoi lao dong thudc quan 1y cia Uy ban nhan dan phuong An Hai.

Piéu 2. Nguyén tic, phwong chim ing phé sw cd.

1. Tuan thi cac quy dinh phap luat vé diéu phéi, Gmg ctru sy ¢b an toan thong
tin mang.

2. Chu dong, kip thoi, nhanh chong, chinh xac, déng bo va hiéu qua.

3. Phéi hop chit ché, chinh xac, dong bd va hiéu qua gitta cac phong ban.

4. Ung ctru sy ¢d trude hét phai duge thuc hién, xu Iy bang luc luong tai chd
va trach nhiém chinh cua Vin phong HDND va UBND va T6 chuyén trach an toan
thong tin.

5. Théng tin trao doi gitra cac phong ban trong don vi phai dugc kiém tra, xac
thuc d6i tuong trude khi thuc hién cac bude tac nghiép tiép theo.

6. Bdo dam bi mat thong tin biét dugc khi tham gia, thyc hi¢én cac hoat dong
g ctru su ¢ theo yéu cau cua Uy ban nhan dan.

Pi¢u 3. Chirc niing, nhiém vu, trach nhiém va co ché, quy trinh phdi hop
giita cac lwe lwong tham gia ing phé su co

Vin phong HDND va UBND va T6 an toan thong tin 1a co quan chuyén trach
tmg ctru su ¢d ATTT mang cta phudng c6 trach nhiém: Tham gia hoat dong tmg
ctru khan cap bao dam ATTT mang ndi bd khi c¢6 yéu cau tir cac phong, don vi truc
thudc phuong.
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Céc phong, don vi truc thude co6 trach nhiém cur can bg, cong churc phu trach
ATTT tham gia tng ctru sy ¢ ATTT khi xay ra su cd.

CHUONG II
PANH GIA CAC NGUY CO, SU CO AN TOAN THONG TIN MANG

Piéu 4. Panh gia cac nguy co, sur o an toan thong tin mang

1. Panh gia hién trang va kha ning bao dam ATTT mang cua cac hé théng
thong tin va cac ddi tuong can bao vé.

2. banh gia, du bao cac nguy co, su co, tan cong mang co6 thé xay ra véi cac
hé thong thong tin va cac doi tuong can bao veé.

3. PBanh gi4, du bdo cac hau qua, thiét hai, tdic dong c6 thé cd néu xay ra su co.

4. Panh gia vé hién trang phuong tién, trang thiét bi, cong cy ho tro, nhan luc,
vat luc phuc vu dbi pho, tng clru, khic phuc su cd (bao gém cla ca nha thau da ky
hop ddng cung cap dich vu (néu cb).

5. Cac nguy co mat an toan thong tin

- Nguy co mét an toan thong tin vé khia canh vat 1y: Nguy co mat an toan
thong tin vé khia canh vat 1y 1a nguy co do mat dién, nhiét do, d6 4m khong dam
bao, hoa hoan, thién tai, thiét bi phﬁn cung bi hu héng, pha hoai.

- Nguy co bi mit, hong, stra d6i ndi dung thong tin: Nguoi dung c6 thé vo
tinh dé 160 mat khau hoic khong thao tac dung quy trinh tao co hoi cho ké xau loi
dung dé lay cip hodc 1am hong thong tin. Ké x4u c6 thé str dung cong cu hoic ki
thuat ciia minh dé thay d6i ndi dung thong tin (céc file) nham sai 1éch théng tin cua
chu s¢ hitu hop phap.

- Nguy co bi tin cong bdi cac phan mém doc hai: Cac phan mém doc hai tan
cong bang nhiéu phuong phap khac nhau dé xam nhap vao hé théng véi cac muc
dich khac nhau nhu: virus, sdu may tinh (Worm), phin mém gian diép (Spyware),...

- Nguy co xam nhép tir 156 hong bao mat: L hong bao mat thuong 1a do 15i
1ap trinh, 16i hodc su ¢ phﬁn mém, nam trong mot hodc nhiéu thanh phﬁn tao nén
hé diéu hanh hodc trong chuong trinh cai dit trén may tinh.

- Nguy co xdm nhap do bi tin cong bang cach pha mat khau: Qua trinh truy
cap vao mdt hé diéu hanh c6 thé duoc bao vé b:?mg mot khodn muc nguoi dung va
mot mat khau. Poi khi nguoi dung khoan muyc lai 1am mat di muc dich bao vé cia
n6 bang cach chia sé mat khau voi nhimg ngudi khéac, ghi mat khau ra va dé né cong
khai hodc dé & mot noi nao d6 cho dé tim trong khu vuc lam viéc cua minh.
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- Nguy co mit an toan thong tin do sir dung e-mail: Tan cong cé chu dich
bang thu dién tir 13 tAn cong bang thu dién tr gia mao gidng nhu thu dién tir duoc
gui tir ngudi quen, c6 thé gin tap tin dinh kém nham lam cho thiét bi bi nhiém virus.
Céch thtrc tAn cong nay thudng nham vao mot ¢ nhan hay mot to chirc cy thé. Thu
dién tr dinh kém tap tin chira virus duoc g tir ké mao danh 1a mot ddng nghiép
hodic mot dbi tac ndo d6. Nguoi dung bi tan cong bang thu dién tir ¢6 thé bi danh
crflp mét khau hoic bi lay nhiém virus. Ngoai ra, e-mail cling co thé chira mot lién
két t6i mot website gia.

- Nguy co mét an toan thong tin trong qua trinh truyén tin: Trong qua trinh
luu thong va giao dich thong tin trén mang internet nguy co mat an toan thong tin
trong qua trinh truyén tin 1a rit cao do ké x4u chin dudng truyén va thay ddi hodc
pha hong ndi dung thong tin rdi gui tiép tuc dén nguoi nhan.

CHUONG III

PHUONG AN bOI PHO, UNG CUU SU' CO POI VOI
MOQT SO TINH HUONG SU CO CU THE

Piéu 5. Tiéu chi xdy dung phwong 4n do6i phé, &ng ciru sy ¢ an toan
thong tin mang

Phuong an d6i pho, tng ciru su cd ATTT mang phai dit ra cac tiéu chi dé c6
thé nhanh chong xac dinh dugc tinh chat, mic d§ nghiém trong cta su co6 khi sy co
xay ra. Viéc xay dung phuong an dbi phé, img ctru su ¢b can dam bao cac nodi dung
Sau:

1. Phuong phép, cach thirc dé xac dinh nhanh chéng, kip thoi, nguyén nhan,
ngudn gdc sy cd nham ap dung phuong an dbi pho, tng ctru, khic phuc su ¢b phu
hop:

- Su ¢6 do bi tan cong mang.

- Su ¢b do 151 hé thong, thiét bi, phan mém, ha ting k¥ thuat hoic do 16i dudng
dién, duong truyén, hosting...;

- Su ¢6 do 16i cta nguoi quan tri, van hanh h¢ théng;
- Su cb lién quan dén cac tham hoa tu nhién nhu bio, lut, dong dat, hoa hoan

2. Phuong an doi pho, ung ctru, khac phuc sy ¢6 doi vdi mot hodc nhiéu tinh
hudng sau:

a) Tinh hudng su ¢ do bi tan cong mang:

- Tan cong tur choi dich vy;



- Tén cong gia mao;

- T4n cong sir dung ma doc;

- Tan cong truy cap trai phép, chiém quyén diéu khién;

- Tan cong thay doi giao dién;

- Tan cong ma hoa phﬁn mém, dit liéu, thiét bi;

- T4n cong pha hoai thong tin, dir li€u, phr:fln mém;

- Tén cong nghe trom, gian diép, 1y cip thong tin, dir lidu;

- Tén cong tong hop st dung két hop nhiéu hinh thuc;

- Céc hinh thire tAn cong mang khac.

b) Tinh huéng su ¢6 do 13i ciia hé théng, thiét bi, phén mém, ha téng k¥ thuat:

- Su co nguén dién;

-Sucb duong két ndi Internet;

- Sur ¢6 do 18i phan mém, phan cimg, tng dung cta hé thong thong tin;

- Su ¢d lién quan dén qué tai hé thong;

- Su ¢6 khac do 161 ctia hé théng, thiét bi, phﬁn mém, ha tﬁng k¥ thuat.

¢) Tinh hudng su ¢6 do 15i ctia ngudi quan tri, van hanh hé thong:

- Ldi trong cép nhat, thay doi, cau hinh phan ctng;

- Ldi trong cép nhat, thay doi, cau hinh phan mém;

- L4i lién quan dén chinh sach va thi tyc an toan thong tin;

- L&i lién quan dén viée dimg dich vu vi 1y do bat budc;

- L3i khac lién quan dén nguoi quan tri, van hanh hé théng.

d) Tinh huéng su ¢d lién quan dén cac tham hoa tu nhién nhu bio, lut, dong
dat, hoa hoan v.v....

3: Cong tac to chirc, diéu hanh, phdi hop giita cac luc lugng, gitta cac to chirc
trong do1 pho, ngan chan, ing ctru, khac phuc su co.

Piéu 6. Quy trinh @ng ciru sw ¢c6 ATTT mang

Buwéc 1: Thong bao su cb

Can b cong churc, vién chuc, nguoi lao dong tai cac phong, ban, don vi thudc
phuong khi gdp su cd trong qua trinh st dung may tinh c6 két n6i mang thuc hién
thong bao ngay cho Van phong HDND va UBND va T6 chuyén trach an toan thong
tin hoac Cong an phuong.



Buoec 2: Tiép nhan su ¢

Vin phong HDND va UBND tiép nhan thong tin vé su ¢b qua cac phuong
thirc: dién thoai, truc tiép,

Buée 3: Xac minh/xac nhan sy cb

Vin phong HDND va UBND trién khai tién hanh xac minh/xac nhan su cb
bao gdm céc thong tin nhu sau:

- Tinh trang (Su ¢d s& xay ra; Su c¢b dang xay ra; Su ¢ di xay ra);

- Mtic d6 (Su cb nghiém trong; Su c¢d binh thuong);

- Pham vi (Su cd dién rong; Su cd mang may tinh; Su cd mot may tinh);

- Va dja diém X4y ra su cd.

Buéc 4: Phan loai su cb

Vin phong HPND va UBND thuc hién phan loai sy ¢6 theo diéu Piéu 5 kich
ban nay

Buwéc 5: Bao cao lanh dao, xin ¥ kién chi dao

Ngay sau khi phan loai dugc sy ¢6 Van phong HPND va UBND c¢6 trach
nhiém béao cdo Lanh dao don vi dé xem xét loai su cb va tuy theo doi tuong s€ tién
hanh x1r 1y.

1. Trudng hop su ¢d duoc phan loai thong thudng:

Vin phong HPND va UBND béo cho céac bén lién quan dé tiép tuc trién khai
theo phuong 4n tmg ctru su ¢ an toan thong tin mang thong thuong theo quy trinh
tai Phyu luc I (Trich Quy trinh Gng ctu su cd thong thudng cua Théng tu sb
20/2017/TT-BTTTT ngay 12/9/2017); bao céo su c¢b dén Doi timg ctru sy ¢b an toan
thong tin mang thanh phd Hai Phong (qua Phong An ninh mang va phong, chng toi
pham cong nghé cao Cong an thanh phd Hai Phong) dé phdi hop xu 1y.

2. Trudong hop su cd dugc phan loai nghiém trong

Vin phong HDND va UBND gtii bao céo su ¢d dén Doi tng ctru sy ¢b an
toan thong tin mang thanh phd Hai Phong (qua Phong An ninh mang va phong,
chdng t6i pham cong nghé cao Cong an thanh phd Hai Phong) vé su cd nghiém trong
dé co phuong an tmg ctru; va td chirc tmg ctru, xir 1y su ¢b: cac don vi tham gia lyuc
luong g ctru; nguén lyc can thiét dé ung cliru su cd; du kién tricu tap bo phan tac
nghiép tng ctru khan cip va thuc hién tiép cac budc tiép theo quy dinh tai Piéu 14
Quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017 ctia Thi tuéng Chinh phi quy dinh
vé hé thong phuong an g ctru khan cip bao dam an toan théng tin mang qudc gia.

Buéc 6: Phdi hop voi Poi Gmg ctru su ¢b an toan thong tin mang thanh phd



Hai Phong
Thu thap thong tin phuc vu phan tich su ¢b; Phan tich sy cd; X ly su cd;
Khoi phuc, kiém tra, bao cdo, tong két, danh gia.

CHUONG IV

TRIEN KHAI PHONG NGUA SU CO, GIAM SAT PHAT HIEN,
BAO PAM CAC PIEU KIEN SAN SANG POI PHO, UNG CU',
KHAC PHUC SU' CO

Diéu 7. Thue hién xay dung cac n¢i dung, nhiém vu cu thé can trién khai
nham phong ngura sw c0 bdo didm cac dieéu kién san sang doi phd, ing ciru, khac
phuc su co.

1. Cac ndi dung, nhiém vy nham phong ngtra su ¢d va phat hién som.
- Thyc hién nghiém cong tac giam sat, phat hién sém nguy co, sy cd.
- Kiém tra, ddnh gia ATTT mang va ra quét, boc g, phan tich, xtr Iy ma doc.

- Phong ngura sy o, quan ly rui ro; nghién ctru, phan tich, xadc minh, canh béo
su ¢0, rui ro an toan thong tin mang, phan mém doc hai

- Xay dung, ap dung quy trinh, quy dinh, tiéu chuan an toan thong tin; tuyén
truyén, nang cao nhan thirc vé nguy co, su cd, tin cong mang.

2. Cac ndi dung, nhi¢m vu nham bao dam céc di¢u kié¢n san sang doi pho, ung
ctru, khac phuc su co.

- Trang bi, nang cap trang thiét bi, cong cu, phuong tién, gia han ban quyén phan
mém phuc vu g ctru, khac phuc su cd; thué dich vu bao dam an toan thong tin

- Chuan bi cac nguon luc dé san sang doi pho, ung ctru, khac phuc khi sy co
Xay ra.

- Tham gia cac hoat dong ciia mang ludi ing ctru sy co.

CHUONG V
TO CHUC THUC HIEN

Pi¢u 8. Trach nhiém ciia Vin phong HDND va UBND

- Chu tri, phéi hop véi cac phong, don vi truc thudc ban hanh ké hoach,
phuong an cu thé thyuc hién cac noi dung tai Piéu 4 va Piéu 5, Diéu 6, Diéu 7 cua
Kich ban nay.
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- Lam dau moi, t6 churc thuc hién viéc tiép nhan va xir Iy cac su cd vé ATTT
mang trong hoat dong ctia co quan.

- Chu tri, phéi hop voi1 cac phong, don vi truc thudc tién hanh kiém tra cac
cong tac bao ddm ATTT mang dinh ky hang nim hodc theo huéng dan clia co quan
chuyén mon.

- Tham muu dua ndi dung du phong kinh phi, nhan lyc, vat lyc thuong truc
san sang ung ctru sy ¢d; trién khai diéu hanh phdi hop t6 chic tmg ctru va thyc hién
ung ctru, xu 1y, ngan chan, khéc phuc su ¢d vao céac ké hoach vé bao ddam ATTT
mang, ing dung CNTT.

Piéu 9. Trach nhiém cia cac phong, don vi thuoc phwong

- Phéi hop vdi1 Van phong HDND va UBND va T chuyén trach an toan thong
tin hoac Cong an phuong trong qua trinh tham gia img ctru su ¢ an toan thong tin.

- T4 chire tuyén truyén, pho bién céc van ban quy pham phap luat nham nang
cao nhan thur, kién thirc, k¥ nang vé an toan thong tin

- Tuan thu phuong 4n, kich ban tmg ctru sy ¢d cho hé thong thong tin; thong
bao kip thdi cac van dé bat thudng lién quan tdi an toan thong tin cho Van phong
HBDND va UBND.

Trong qua trinh thuc hién Kich ban nay néu c6 van dé vudng mic, phat sinh,
cac phong, don vi truc thudc phan anh kip thoi vé Vin phong HDND va UBND dé
tong hop béo céo./.
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