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S& Khoa hoc va cé6ng nghé Hai Phong
Khung quan tri, quan ly di¥ liéu, kién trac
dir lieu

(

Chuyén déi phuwong thire quén ly hanh chinh sang qudn trj quéc gia hién dai dwa trén dit liéu — kién tao hé
sinh thdi tai chinh s6 théng nhdt, an toan va théng minh.

Nguoi trinh bay: ThS.Bui Tién S§ - Trwdng phong Quan ly dit liéu va théng ké
I Cuc Cong nghé thong tin va chuyén déi s6 - B6 Tai chinh

Hai phong - 2026

PHUONG PHAP LUAN

Quan tri di¥ liéu sé

Kién tric div liéu | Quan tri di¥ liéu | Tir dién div liéu
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Chién lwge dit liéu phu thude vao cic tai liéu tién quyét

&rang thai twong lai

Chién lwge nghiép vy /| Phin tich khoiing cich

//I\. Trang thai hién tai

-

Chién luge dir ligu

Ngubn: Gartner

Dik li¢u cung cAp la da chiéu

Cong nghé

Ngubn: Gartner
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Cac thanh phan trong Chién lvoc D liéu

PEOPLE & 1
PROCESS

DATA &

Data Governance TECHNOLOGY
Strategy

DATA
STRATEGY Z

Data
: : | Management
DATA & i ' Strategy
TECHNOLOGY \ '

Céc cap dé chuyén dich s6 trong chinh phu
(B&i Gartner)

Py Smart
pm==——osm=sso—snposo==1 Data-Centic _Fully Digital
i E-Government P . N Obtimiz]
Defined 0158 Optimizing
| 1
Value Focus . Compliance, Transparency I Constituent value Transformation Sustainability
: efficiency and openness :
Channel Strategy : Portal Governmentas ! Nongovernment Truly multichannel Automation
I a platform : channels replaces portals
I
Leadership | clo/cTo cbo | Departments CIO and ClOplis
I 1 departments
I 1
TechnologyFocus |  Service-oriented Open data, 1 Open any data Things as data Smart machines
: ‘architecture open service :
Sourcing Strategy : Mixed Reinsourced, I Multisourced Partner-sourced Outsourced
I cloud first :
Key Metrics : % services online: % open data : Number of % data from things % decrease
I | data-driven services of services
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Cac cap d6 chuyén dich sé trong chinh phu

(Theo mod hinh danh gia ctia Gartner)

Chinh phu dién . ., Trong tam dir S6 héa toan . .
P y Chinh pha m¢ ong A Théng minh
tw liéu dién
Cdp d6 trwéng . PR A s T oo
thanh 01. Khoi tao 02. Phat trién 03. Xac lap 04. Quan ly 05. Toi wu
Trong tam gia tri Tuan thd, hiéu qua  Minh bach va cé¢i mé  Gia tri cho nguoi dan Chuyegigzl LEEEN Phat trién bén virng
- N Céng théng tin Chinh pht nhw nén . C o , N Ty dong hoa thay
Chién lwoc kénh (Portal) tang Kénh phi chinh phu Da kénh thuc sw Portal
I . @ Giam dédc Dir liéu . R CIO phéi hop S&, CIO mé& rong
Vai tro lanh dao Giam doéc CNTT (CIO) (CPO) Cac S&, Ban, Nganh Nganh (CIOplus)
Trong tam céng Kién tric huéng dich D liéu mé&, dich vu 2 5 3 v A Van vat la dir liéu May méc théng minh
~ M¢ moi loai dir liéu
nghé vu mo (IoT) (AI)

Chién lwgc ngudn
Iwc

Ty chu, wu tién Pam

H6n hop oy Pa nguén cung cdp  Khai thac tir d6i tic ~ Thué ngoai toan bd

S6 lwong dich vu tir % dit liéu tir thiét bi % gidm tai dich vu co

2 oA ARy RS W 5 O A7 T .
Chi so6 cot 16i % dich vu truc tuyén % dit liéu dwgc mo e ity IoT e

Cac xu hudng chinh trong quén ly dir liéu hién nay

CAC XU HUONG CHiINH TRONG QUAN LY DU LIEU NAM 2025

1. Kién trac Dir liéu 2. Luu trir & Chia sé D liéu

Binh hinh thiét ké thich ang Nén tang cua tiép can & hiéu suat

= Xac dinh mirc dé s&n sang cho Al (LLM & GenAl). = Nang cap ha tédng hd trg da mé hinh kién tric.

= Kham phé dinh dang dir liéu mé& va kién tric Lakehouse. = Ap dung khung déi chiéu Use Case vao luu trir véi timg

trugng hop sdr dung.

Thiét ké va cung cap cac 'sadn pham dir liéu'.

Nang cao mé hinh dir liéu cho hiéu qua kinh doanh. = Giai quyét rac réi clia co s& dir lieu phan tan.

= Pha v& 'Gc dao dir liéu' (data silos) dé quan tri.

3. Quan tri Dir liéu & Siéu dir liéu 4. Ky thuat Dir liéu

Thuc day dir liéu san sang cho Al Tang dé tin cay va kha nang md réng

Nang cao quan tri D&A, hudng tdi gia tri kinh doanh.

Khéac phuc thach thire chat lugng trong ludng dir liéu.

Tri€n khai Quan Iy Dir liéu Chl (MDM).

Piéu phéi luéng cbng viéc trén nhiéu méi truong.

Tich hgp GenAl vao cac sang kién chat luong dir liéu.

Xay dung kién tric tich hgp luan chuyén muogt ma.

Md réng quan ly siéu dir liéu (Metadata).

Ap dung ‘quan sat dir liéu' (Data Observability).
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Cac yéu to khién viéc dwa ra quyét dinh vé kién tric tré nén kho khan hen
Nhirng Thach Thdic Khi Pua Ra Quyét Pinh Kién Tridc

Nhip dé thay d&i céng nghé nhanh 57%

56%

Hé& théng phéan tan phic tap

aT7%

Ranh gidi san phamy/dich vy chéng chéo

46%

Syr da dang céng nghé & lya chon

a4%

Khé khan phéi hop lién phong ban

40%

Hé sinh thai nha cung cap phic tap

Thiéu hut k¥ ndng kién tric 37%

Ap luc thai gian ra quyét dinh 37%

28%

Khdé khan déanh gia nén tang mai

22%

Céng nghé chua hoan thién
RUI ro tir cac quyé&t dinh sai 17%

Céac y&u td khac 17%

v\ |

09 30% 60%
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7 Tru cdt Bt budc cho Quan trj DI liéu va Phan tich
Hién dai

Trach nhiem Tinh minh
giai trinh va
Quyén ra
quyét dinh

bach va

Pao dic
Gia tri va
Két qua

Hop tac va Rui ro va
Van hoa Bao mat

) duic
va Pao tao

2]
RESTRICTED DISTRIBUTION Ga rtnel:

© 2025 Gartner Inc. and/or its affiliates. All rights reserved.




Kién trac Dt liéu

M6 hinh, nguyén tdc & lubng diéu phdi dit liéu toan nganh

24/09/2026

f* KIEN TRUC HE THONG DU LIEU THONG MINH

PIEU HANH THONG MINH

/
Theo déi KPI, ra quyét dinh m

dira trén dir lidu, du bo sém

KHAI PHA DU LIEU

Phan cum, phéan lap,
du bdo, canh bdo

Khai thac dudi dang bao céo
quy djnh, kéo tha bao cao déng

KHO DU LIEU

HE théng luu trir tap trung: DU LIEU NGUGN 7
Data lake, Data warehouse, 2 i
Data mart

phi cu tric

GIA TRI MANG LAI G’) D ligu t3p trung, Nang cao chit lugng o HE trgptilin tioh ‘ Cénh béo sém, @@®  Tang higu qua vin hanh,
* 2 déng bd va chudn héa dir iéu va tinh tin cdy Al cvdiovhmauttach gidm thigu rii ro @AW  ning cao ning lue quénti
nhanh chong =

@ o0 uEuNcUSH @® «HooTLty BAO CAO, PHAN TiCH DI LIEU @ KHalPHA DO LIEU @ O1EU HANH THONG MINH

A

Di liu co cdu tric, ban cau tric, 286
- W
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Tién héa cta Kién trac dir liéu

The Evolution of the Data Architecture

2000s 2010s 2020s
post-EDW era LDW era Active metadata era

° ] °
Kién trdc dt liéu Q 2 8 9 [
mo ta cau tric Daia % ¢ > : $

—»
2 z N} ~ h [D'| -~ A S
clia c4c tai san di B eorove ! T
A AL 12 . g = l'Ql Common semantic layer Common semantic layer
liéu vat ly va logic Data
N , <. E marts Data Data Data Data Data
cung nhu cac tai 8 g |Q| warehouse | marts | lakes warehouse lakes Lakehouses
nguyén qUén |S/ @ Custom > [QI Operational Custom Operational Operational
sandboxes data stores sandboxes stores databases

dir liéu cdla mot
t6 chuec..

Source: Gartner
EDW = Enterprise data warehouse; LDW = Logical data warehouse
766737

Gartner

High-Level Logical Data Warehouse Architecture

Onarational Query and Reporting Self-Service Data Science, Al,
RF; . (Standard and Reporting/Data APIs Machine Learning,
P 9 Ad Hoc) Sourcing Statistical, Predictive

Access/Virtualization/Federation

Source

—» Data Integration: ETL/ELT, Replication, Streaming

LDW Noncore Structured/Relational Data Platforms Nonrelational Platforms g

Systems =

: : d _I Data Lakes g g
emote an =

. S Phsical I (Not Just Apache Hadoop) 5 g

--cmrce Systems Data <

Warehouse = S

‘ q ¢

Mainframe << =

‘@

3

fa

©

x

Source

Change Control, Security, Serviceability
Reliability, Availability, Recoverability

Infrastructure Platforms

Source: Gartner
719542 C
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KIEN TRUC HE THONG DU LIEU THONG MINH

L3nh dao, can bd quan ly diéu hanh trén dir liéu

U'ng dung hoc may, Al vao khai pha di liéu pr]uc vu
cbng tac dw bao, hoach dinh chinh sach va diéu hanh

Khai thac di¥ liéu dang bao cao t6ng hop, bao
cdo phan tich da chiéu

Dq’ lieu thq thap va tich hop tw cac hé
théng nguodn, dugc chuén hoa, hai hoa,
lién két véi nhau

Kho dir liéu
(Data lake/Data warehouse/Data mart)

D lieu gbc tir cac nghiép vu phat

8 A . Co sé dir liéu tic nghiép
sinh hang ngay

Giai
doan 2

Giai
doan 1

Kién truc Co s¢ div liéu quéc gia vé Tai chinh, phién bdn 2.0

Theo QD 142/QD-TTva 42/2022/Np-CP Theo QP 142/QD-TTG (CLDLQG)

Cic cu quan khic trong|
h¢ thong chinh tri

Trung tam
dit ligu qube gia

)

]

[Téch\‘m doanh nyuép] [ Ngudi din ] [ Dia phuong. ] [ Bo nginh ] [ }Anhphu ] [

(G ' '

p
@  Kuai thic i ligu (Data Marts)
Data Marts cho nguoisit dung ngodi

Nén ting tich hy

Phan tich dir li¢u

0 Ngubn dir ligu

Ciic kho dir ligu

© ich hop div ligu

nhin, 16 chitc
doanh nghigp)

‘Ma hinh v phén
tich dy bio
=

Biio cio thong
‘minh ch

Phin bio

Khém phi vd C; dung
khai thic c

Data Marts sic dung ngi bo
T i

dung

(phi

TT Diu thiu, mua

Dir ligu mé

phan tich dix liéu lién, Dir ligu sb hoa Cic cong cy tinh toin |
PR m G
C - T

A" J
Phan tich ngi dung
dit liéu thue 1é dé - :
hidu cdu tric, mdu, Q Vén hanh dir ligu Vin hanh ludng dif ligu Gidm sit ludng dir ligu Quiin I phién bin
bit theong

Biio dim tuin thii

© Quin 1y aiigu

Sicu dir ligu Hb so dirligu

SR

Quyét dinh s 2839_QD-BTC ngay 18/08/ 2025 phé duyét Kién triic CSDLQG vé Tai chinh, phién ban 2.0
)

MG 1d vé di ligu, Chiit lrgng di lidu
* Data catalog: Danh
muc, phan logi, {

Data lineage: truy xudt o
‘ngudn géc dit liéu

Chuiin mye

}
)
T

nguén goc...)

Danh gid, cdi thién mirc
dé chinh xdc, déy dd,
nhdt quan.

Ddp ing cdc quy dinh cia
phdp lugt:

- Dinhdanh, riéng tu...

- Bdo cdo tudn thil...

16
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Chién lwoge dir liéu thanh pho Hai Phong giai
doan 2026-2030, tam nhin dén nim 2045.

Ha N

o

, 2026

=N
=

Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045

e

UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

THANH PHO HAI PHONG Poc 1ap - Tw do - Hanh phiic
86:5264  /QD-UBND Hai Phong, nga26 thingl2 nam 2025
| —
QUYET PINH

Phé duyét Chién lugc dir ligu thanh phd Hii Phong dén nim 2030

3 I . . Xay dung chién lugc dir lidu ctia thanh pho Hai Phong nham:
UY BAN NHAN DAN THANH PHO R W e
- Hoan thién m6 hinh kién tric chuyén doi s6, mo hinh t0 churc va quan tri

QUYET PINH: dir liéu va céc giai phap an ninh mang, an toan thong tin dir li¢u cua thanh phé.
Diéu L. Ban hanh kém theo Quyét dinh ndy Chién luge di liéu thanh phé - Pbi méi phuong thire chi dao didu hanh, nang cao hi¢u qua hoat dong
Hai Phong dén nam 2030 (Chi tiét kem theo). cua chinh quyén,

Piéu 2. Cac S6, ban, nganh thanh phé, Uy ban nhan dan céc xd, phuong, - e ol PR T S
dic khu va cdc co quan, don vi lién quan c6 trach nhiém o chic trién khai thyc - Khai pha hi¢u qua tiém nang ctia dur liéu thuc day doi moi sang tao, tao ra

hi¢n Chién luoc dit lidu thanh phé Hai Phong dén nam 2030; dinh ky ra sodt, céc gid tri m6i, voi phuong chdm “Lay nguoi dan, doanh nghiép lam trung tam”.
diéu chinh, cap nhat ndi dung Chién lugc bao dam phit hop véi tinh hinh thuc té

va yéu ciu phat trén cia thanh phd. - Chién lugc dir liéu cua thanh pho phu hop v6i tam nhin va dinh huéng

ciia quc gia vé phat trién dif li¢u s6. Tuan tha theo Khung Kién trac Chinh phi
dién tir Vigt Nam; Kién trac Chinh phu dién tir cdp Bo; Kién triic Chinh quyén
dién ti ctia thanh phd. Tuan thu ddy du cac quy dinh, huéng dan cua Chinh phi,
cac B9, nganh, co quan Trung wong vé quan Iy va phat trién di ligu s6.

Piéu 3. Chanh Vin phong Uy ban nhan dan thanh phé; Tha truong cac
S, ban, nganh thanh phd; Chi tich Uy ban nhan dan cac xd, phuong, dic khu va
cac td chirc lién quan can cir Quyét dinh thi hanh.

Quyét dinh c6 hiéu lyc ké tir ngay ky./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu Diéu 3; 2

- Bo: KHCN, CA, NV; KTZ CHU~ TICH
- VPCP; VPTW Ping;

- CT, cac PCT UBND TP;

- CVP, céc PCVP UBND TP;
- Phong: VX, NC, TH, XDCT,
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Ciac muc tiéu cu thé dén nim 2030

1. Phét trién ha thng dir liéu —

Phét trién, hoan thién Trung tam dit liéu clia thanh phé c6 tinh dw phong,
dap img ning luc tinh toan, luu trit, xir ly di lidu 1on, c6 kha ning két nbi voi
Trung tam dit liéu viing, khu vuc, quéc gia theo quy hoach ciia trung wong, phuc
vu cho phét trién kinh té-xa hdi ctia thanh pho.

Cac Nén tang dién todn dam may cia thanh phd va cac Nén tang (ng
dung trén thiét bi di dong Made in Viet Nam dam bao sin sang dap tmg 100%
nhu cu lwu trit, thu thap, két ndi, chia s¢ dir liéu cuia thanh phd Hai Phong, nhu
cAu dam bao an toan théng tin, an ninh mang va bao mit thong tin theo cap do @
quy dinh cua Luat An toan thong tin mang.

Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Ciac muc tiéu cu thé dén nim 2030

2. Dit liéu s6 trong phat trién Chinh quyén s6

- 100% cac CSDL trong danh myc CSDL dung chung, danh muc CSDL ——

chuyén nganh ciia thanh phd cin uu tién trién khai va hoan thanh, tao nén tang
phat trién Chinh quyén s6; hoan thanh viéc s6 hoa, cip nhat va dua vao sir dung
hiéu qua; duoc két ndi, chia sé vai Kho dit lidu ding chung cia thanh phé va két
nbi, chia sé trén pham vi toan thanh phé.

- Cac CSDL dung chung va chuyén nganh cua cac Sd, ban, nganh, x4,
phuong, dic khu (ngoai trir cac CSDL nghiép vu diic thir) c¢6 nhu ciu két ndi,
khai théc, tich hop, chia s¢ thong tin véi cac CSDL ctia quc gia, ciia thanh phd
hodc nhu ciu két ndi, chia sé thong tin voi nhau, duge dap img 1009 yéu ciu
théng qua cic nén tang tich hop, chia sé dit ligu.

- 100% cac co quan nha nude trén dia ban thanh phé thuc hién mé va
cung cép dir lidu mé dam béao chat lugng (khong tring lap, du thira, khong ton
cong strc va chi phi dé xir 1y lai dir lidu, hodc thu thap lai dir liéu), dwa vao khai
thac str dung c6 hiéu qua, dam bao san sang hd trg, phuc vu cho cac hoat dong
chi dao diéu hanh, ban hanh chinh sich ctia co quan nha nude va phuc vu phat
trién cac (mg dung tri tud nhén tao cho phat trién kinh té s6, xa hoi s.

10
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Ciac muc tiéu cu thé dén nim 2030

- 100% h so, két qua giai quyét thi tuc hanh chinh duge s6 hoa; 100%
dir liéu v& két qua thyc hién céc thi tyc hanh chinh dwoc chuyén vao Kho quan
ly dit lidu dién tir cta té chirc, ca nhan dé tai sir dung, chia sé theo quy dinh.

- Tich hop két qua xir Ly cdng viéc cua can b, cong chire, vién chirc vao
phin mém quan 1y vin ban va hd so cong viée ciia timg don vi; ty 1¢ 4p dung dit
liéu trong phuc vu quan Iy didu hanh cong viée trén moi trudng s6, trong kiém
tra, danh gia, xép loai can by, cdng chirc, vién chuc dat tdi thiéu 70%.

- Két hop khai thac st dung dit lidu va tmg dung tri tué nhén tao (AI) déi
v6i 100% thu tuc hanh chinh c6 du diéu kién cung cip truc tuyén, nang cao hiéu
qua ctia b méy hanh chinh nha nudc va cung cép dich vu cong phuc vu ngudi
dan, doanh nghiép.

- 100% cac so, ban, nganh, xd, phuong, dic khu thiét 13p duoc bd phan
phu trach vé dit liéu; xdy dung va trién khai theo cac noi dung chién luoc dit liéu
dd quy dinh; hang nam ban hanh bd sung lam giau danh muc dir liéu ding
chung, danh myc dir li¢u nganh, danh myc dit liéu mé; cac hoat dong quan trj dix
liéu da dugc trién khai thyc hién dinh ky.

- 100% thu tuc hanh chinh du diéu kign theo quy dinh ctia phap luat duge
cung cap dudi hinh thirc dich vu cong toan trinh; cac Hé thong théng tin cla co
quan nha nudc, to chirc chinh tri, t0 chire chinh tri - xa hoi, t6 chire dwoc ket noi
Nén tang dinh danh va xac thuc dién tr dé giam thiéu su trang lap, sai khac
théng tin, gidm thiéu chi phi va thoi gian, tao méi trudmg tin cdy cho cac giao
dich truc tuyén ctia ca nhan.

- 100% cén bd, cong chirc, vién chiic dugc dao tao, tap huén, bbi dudng
vé tao 1ap va quan tri dir liéu.

Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Ciac muc tiéu cu thé dén nim 2030

3. Dit li¢u s6 trong phat trién kinh té s6, xa hdi sb

- Kinh té s6 chiém 40% téng san phim trén dia ban (GRDP)

- X4y dyung va hoan thanh 100% cac bj dir liéu nganh ndng nghigp gdm:
dir liu dét dai, cay trong, vét nudi, thuy san cho céc Vung san xudt nong
nghiép trén dia ban thanh phé phuc vu cdc hoat ddng sin xuét néng nghiép;
hinh thanh dir liéu cua toan bo chudi quy trinh san xuat, kinh doanh, ché bién,
quan ly giam sat nguqn gdc, cung ung cac san pham néng nghié¢p quan trong,
dam bao viéc cung cap thong tin minh bach, chinh xac, day manh phat trién
thuong mai dién tir.

- Xay dung va hoan thanh 100% cac by dir liéu nganh cong nghiép,
thuong mai va ning lugng, bao gdm: dir liu vé mang ludi san xuat, truyen tai, [T TRIEN
tiéu thy; dit liéu trong linh vuc san xufit cong nghiép, mang lugi, chudi cung tmg KINH TE so
san xudt co ban trong cac hoat dong cong nghiép tir nguyén ligu tho toi thanh
phidm thwong mai; dir ligu vé cac trung tim logistics, van chuyén, kho bai; dir XA HOI SO
liéu vé thi trudng thwong mai, hanh vi tiéu dung, nhu cdu quang cdo cua cdc HUGNG BEN PHUC NI

TGT HON NGUOII DAN

nhén hang trén thi truong Hai Phong nhdm t&i wu hoa qua trinh san xudt, tidu thy [EPYSSREET
hang hoa cla cac don vi san xuat, xdy dung cac kénh phan phéi hang hoa hiéu X
qua va gidm sat chat ché nhu cdu thi trudng,...

11
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Chién lwgc dir liéu TP. Hai Phong giai doan 2026-2030, tAm nhin 2045

Ciac muc tiéu cu thé dén nim 2030

- 90% céc di sdn vin hoa, di tich quéc gia, di tich quéc gia ddc bidt dugc
s6 hoa, Iuu trir ddy di dir liéu va hinh thanh thu vién s, di san sé, co hién dién
s6 trén mdi truong mang dé moi ngudi dan, khach du lich co thé truy cap, tra
clru tim hiéu thudn loi trén méi trudng sb; 100% cac danh lam thing canh, dia
diém du lich trén dia ban thanh phd dugc hoan thanh viée s6 hoa, luu trit va chia
sé thong tin rong rai, két hop xy dung cic nén ting s6 du lich déng bo dé quang
bé, phat trién du lich Hai Phong, dwa du lich thyc sy 1d nganh kinh té mii nhon,
phat trién bén vimg.

- Hoan thién 1009 co sé dir lidu vé& bao hidm x4 hdi cho ngudi lao dong.
Dii liéu chuin hoa sé lao dong dién tir, tich hop véi dir liéu vé hoc tap sudt doi,
dir liéu v& dao tao nghé (bao gbm ca dao tao tai truong va dao tao, tich [y kinh
nghiém lam viéc tai cdc co quan, td chirc, doanh nghiép) ciia ngudi lao dong
dugc trién khai, hoan thién cho 100% ngudi lao dong dong bao hiém xa hoi.

- 100% céc bo dit li¢u mo VC luc lugng, thi truong lao dong viée lam, nhu
céu tuyén dung lao dong vi y8u cdu trinh d6, k§ ning tuong ung duge cung clp
va dim bao cp nhit chinh xéc, kip thoi, lam co s¢ trién khai céc giai phap du
béo nhu ciu, su bién  dong vé lao dong, viéc lam; ngudi lao dong co thé tiép can
voi dir ligu vé nhu ciu lao dong, viéc lam cta xa héi va dugc ty dong cung cap
goi ¥ v& danh sich viéc 1am phi hop khi bi thit nghiép.

PHATTRIEN
KINH TE S(¢
XA HOI SO
HUGNG DEN PHUC VU

TOT HON NGUGI DAN
VA DOANH NGHIEP

Chién lwgc dir liéu TP. Hai Phong giai doan 2026-2030, tAm nhin 2045

Ciac muc tiéu cu thé dén nim 2030

- Kho hoc li¢u vé glao trinh, tai licu giang day, hoc tap nganh gido duc
duoc s hoa, tich hop vdi cac nén tang day va hoc truc tuyén dam bao hd tro
dugc cho 100% nguoi hoc va nha gido tham gia c6 hi¢u qua cac hoat dong gido
due tryc tuyen dap img yéu cau vé tai liéu hoc tdp cho toan bo chuong trinh
gido duc phd thong va t6i thiéu 40% sb nganh dao tao cac trinh do cua gido duc
dai hoc.

- 100% dir liéu khong gian dia Iy nganh Nong nghiép va Méi truong duge
s6 hoa, chuéin héa va lién thong, chia sé cho cic co quan nha nudc... dudi dang
dich vu ban db va co thé chia sé cho cac hé thong thong tin ctia nhimg linh vuc
¢6 st dung dich vu dit liéu khong gian dia 1y két ndi, khai thac sir dung.

- 100% dir liéu gidm sat, quan triic tr dong viée xa thai cia cic khu cong
nghlep, cdc diém nong vé 6 nhiém méi trudng duge ddm bio dip img nhu cau
két noi vé trung tam gidm sat tdp trung cua nganh Nong nghiép va Moi truong
theo thoi gian thyc, phuc vu viéc phan tich dua ra céc canh bao khi c¢6 nguy co
vé& sy ¢b moi trudng.

- 100% dir licu vé ha tang giao thong céng cong va phuong tién giao
théng, dir liéu vé kho, bai va cic trung tam logistics duoc so hoa, cép nhat klp
thoi, hé tro giai quyét tét nhung vin dé khé khin, vuéng méc clia nganh giao
thong va déap ing duge nhu cau xiy dung chudi cung tmg giao nhan - kho van
va logistics.

PHATTRIEN
KINH TE S

XA HOI SO

HUGNG DEN PHUC VU
TOT HON NGUGI DAN
VA DOANH NGHIEP
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Ciac muc tiéu cu thé dén nim 2030

- 95% cdc dit ligu vé y té dugc xay dung, to chirc phi hop véi dinh huéng
phén cAp quan 1y tir thanh phd den cac xd, phuong, dic khu dé phat trién, hoan
thién co s6 dit liéu ciia thanh phd vé y t& va céc co so dir ligu chuyén nganh y té.

- Phét trién thj truong dit lidu, hoan thanh thi diém, thir nghiém 01 san
giao dich di liéu tao méi trudmg mua béan, trao ddi dir liéu c6 sw giam sat ddm
bao an toan, tuan thu quy dinh cta phap lut; phat trlen céac dich vu dir liéu (tong
hop, phan tich, dan nhan dir liéu,...) dé tao thém nhiéu co hoi viée 1am cho nguoi
dan, nhét 1a ngudi c6 hoan canh kho khan va nguoi khuyet tat; xuat khiu tri thirc
clia lao dong Phong ra nudc ngoai dua trén cac cong viéc moi voi dir liu.

PHAT TRIEN
KINH TE SO
XA HOI sO

HUGNG BEN PHUC VU
TOT HON NGUGJI DAN
VA DOANH NGHIEP

Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Quy trinh chuyén ddi sé ciia thanh phé

Xac dinh M& hinh t8 chifc/quan Xac dinh
phudng phap luin tri dir lidu quy mb dir lidu

! ! !

" 02 - 04

M6 hinh Kién tric Céc nén tang
dau tu

HO1: M6 hinh téng quan quy trinh thyc hién chuyén a6i 56
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Chién lrge dir liu TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Mo hinh kién tric chuyén dbi s6 chung cho thanh phd
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HO2: M6 hinh kién triic chuyén déi sé ciia thanh pho
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Chién lrgce dir liéu TP. Hai Phong giai doan 2026-2030, tim nhin 2045
M5 hinh té chirc/quén tri dir liéu
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HO3: M6 hinh t6 chirc dit liéu ciia thanh phé
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Chién lwgc dir liéu TP. Hai Phong giai doan 2026-2030, tAm nhin 2045

I M hinh té chirc/quén tri dir liéu

Chui quan
UBND Tinh Ia chii quan
dir lidu. Uy quy&n cho
cac S, Ban , Nganh
theo chifc nang, nhiém
wvu

S dung

UBND Tinh, cdc cd quan
nha nudc phan theo 54,
Nga inh quyén dia
c cip, doanh
nghiép, ngudi dan

HO4: M6 hinh quan tri dir liéu ciia thanh phé

Tao lap/cap
nhat/Lam giau
Sd, Ban, Nganh dong

vai tro tao 13p/cap
nhat/lam gidu dif liéu

Giam sat
S& Théng Tin Truyén
Théng déng vai trd
giam sat viéc thuc thi
«chia sé dif liéu qua kho

I Chién lwgc dir liéu TP. Hai Phong giai doan 2026-2030, tAm nhin 2045

Nhiém vu trong tam

Céc So, ban, nganh thanh phé; dia phuong wu tién xdy dung, nang cap,
hoan thién hé thong CSDL va tmg dung chuyén nganh dé hinh thanh CSDL
thong nhét, chia sé¢ ding chung; tranh tinh trang cat cir dir lidu trong mdi co
quan, don vi, dia phuong; lién théng, tich hop véi cac hé thong théng tin, CSDL
chuyén nganh dam bao theo cac quy dinh, quy chuan, huéng din cua cac Bd,

T

nganh chu quén.

Giai phap thuc hién
Xy dung co ché, chinh sach
*+  Tbé chirc bd may
*  Tuyén truyén, bdi dudng, tip huin ky ning
+ Nghién ciru, hop tic phat trién
* Giai phap tai chinh
+ Do lwong, giam sat, danh gia trién khai

15



Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Té chirc thue hién

1. Ban Chi dao ciia thanh ?ho vé phit trién khoa hoc, cong nghé, doi
méi sang tao, chuyén doi s6 va Dé an 06

Chi dao toan dién viéc t6 chirc trién khai thuc hién Chién lwgc dir liéu
thanh phd Hai Phong dén ndm 2030; dinh ky kiém tra, don dbc, danh gia két qua
thuc hién; chi dao viéc ra soat, dleu chinh, cap nhat néi dung Chién lugc bao
dam phit hop v&i tinh hinh thyc té va yéu cau phat trién cta thanh pho Chi dao
cac co quan, don vi, dia phuo’ng phoi hop, chia s¢ dir liéu va trién Khai cac
nhiém vy, du an lién quan dén phaét trién, quan tri va khai thac dir liu.

”

S

NN
=
LALRL.
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
T6 chirc thue hién

2. So Khoa hgc va Cong nghé

a) La co quan dau méi, theo doi, don déc viée trién khai thuc hién Chién
luge dir liéu, thye hién vai tro quan 1y ha tdng, giam sat, thyc thi viée két nbi,
chia sé dir liéu theo M6 hinh quan 1y dir liéu.

b) Chu tri, phdi hop cac nganh, dia phuong ra soét, cap nhét cdc danh muc
CSDL ding chung cta thanh phd, trién khai tich hop cac dit lidu chu, dir ligu
ding chung cia thanh phé.

d) Chu tri, phdi hop véi cac don vi td chirc tap hudn, bdi dudng chuyén
mén vé& phat trién, quéan 1y, quan tri, phin tich dir liéu va khai thac dir lidu cho
cén b cong chire, vién chic phu trach CNTT cua cac nganh, dia phuong.

d) T chire cac hoi nghi, héi thao, cac hoat dong tuyén truyén vé phat trién
dir liéu sb.

¢) Phdi hop véi cac don vi cong bd danh muc danh muc CSDL chuyén
nganh, danh muc céc dich vu chia s¢ dir li¢u, dit licu m¢ trén Céng dir liéu cua
thanh phé. Hudng dén, hd trg cac S, ban, nganh thanh phé trién khai danh muc A
dir liéu, phat t‘rién danh muc CSDL chuyén nganh, tic}] hop CSDL chu, CSDL ”
dung chung vé Kho dir liéu ding chung cua thanh pho, khai thac cac nén tang @
tao 1ap. quan 1v dir liéu. —

) Theo doi, tong hop tinh hinh trién khai coa cac S, ban, nganh thanh -
pho UBND céc x4, phuong, dédc khu; bao cdo UBND thanh pho chi dong nim
bét cac khé khan, vuéng mac c6 khd nang anh hudng dén chét hrong, tien do
ctia Chién luge dit ligu va phdi hop vm céc don vi tim phuong én gidi quyét, béo / \u n

cao UBND thanh phé xem xét, quyét dinh.
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045
Té chirc thue hién

3. Céng an thanh phd

Phéi hop véi cde So, nganh, dia phuong trong viéc bao dam an toan, an
ninh di li¢u, bao méat h¢ thong thong tin va phong ngira, phat hién, xur ly cac
hanh vi vi pham lién quan dén dir liéu.

Phéi hop véi cac don vi chire ning thugc B Cong an dé thirc hién viée
két ndi, chia s¢ thong tin tir Co s dit liéu qudc gia vé din cu voi Kho dir ligu
ding chung cua thanh phd theo quy dinh, bao dam viéc khai théc, s dung dir
liéu ding muc dich, ding pham vi va tuan thu quy dinh vé bao vé dir liéu ca
nhan, bao vé bi mat nha nudc.

4. S& Tai chinh

a) Hang nam, cén cir kha ning cén déi ngén sach, tham muu cho UBND
thanh phd vé kinh phi trién khai Chién hroe dir lidu.

b) S& Tai chinh 14 co quan diu méi chi tri, phdi hop véi S& Khoa hoc va
Cong ngh¢ va cac so, nganh, dia phuong thic day, ho trg doanh nghiép trén dia
ban thue hién phat trién dir ligu.

24/09/2026

Chién lwgc dir liéu TP. Hai Phong giai doan 2026-2030, tAm nhin 2045
T6 chirc thue hién

5. C4c S&, ban, nganh thanh phé

a) Chu tri xdy dung danh muyc hé théng théng tin, danh myc CSDL chuyén
nganh, danh myc cdc dich vu chia sé dir liéu chuyén nganh, danh myc cac nhu
cau can du doan, du bao.

b) Chi tri xdy dyng chi tiét Danh myc dit ligu phét trién nganh, 1y d6 lam
thude do dé trién khai cdc hé thong/phan meém; hudng deén (ng dung cic cong
ngh¢ phan tich, xir ly dir liéu lon vao phan tich cac bai toan bang dir li¢u cua
nganh minh.

C) Trién’ khai céc hé théng thong tin quan 1y chuyén nganh théng nhit trén
toan thanh pho, tir S, ban, nganh thanh pho dén cac xa, phuong, dac khu va cac
s0 nganh co lién quan.

d) Ch tri, ph(‘)i hop vai UBND cac x4, phuong, dic khu va cac don vi c6
lién quan trién khai s6 hoa, tao 1ap CSDL chuyén nganh dam béo sau khi dir liéu
hoan thi¢n dén déu thi dua vao hé thong thong tin chuyén nganh dén do, dir liéu
Tuon duge cap nhat.

d) Phéi hop v6i So Khoa hoc va Cong ngh¢ tham muu, dé xuit voi

UBND thanh phé vé nhitng thay ddi quy dinh dir lidu nganh dé 1am co s& cip
nhat Chién lugc dit liéu hang nam.

€) Phol hop véi S& Khoa hoc va Cong nghé vé vide td chire cac hoi thao
chuyén sau vé phan tich, xur Iy dir liéu trong nganh, linh vyc cia co quan minh.

»

@a

llﬂ
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Chién lwgc dir li¢u TP. Hai Phong giai doan 2026-2030, tim nhin 2045 @
T6 chirc thye hién —

6. Uy ban nhén dan cic xi, phuong, dic khu

a) Phéi hop cing cac S&, ban, nganh thanh phé trong viéc trién khai cac
hé thong thong tm chuyén nganh va so héa, tao lap CSDL chuyén nganh (thdng
nhét va xuyén sudt tir cip xa dén cap S, nganh).

b) Dé xuit nhu cdu vé phan cip, phan quyén dir liéu dé phuc vu cong tac
quan ly, chi dao.

©) Té chirc cac hoi nghi, hoi thao tuyén truyén, tip hudn vé phat trién dir
liéu s0 tai dia phuong.

d) UBND céc xa, phuong, dic khi cén dbéi ngudn dé dam bao kinh phi

thyc hig¢n cac nhiém vu phan cép, phan quyén dir lidu phuc vu cong tac quan ly,
chi dao diéu hanh./. s ﬂ

oA

B\

Tharik
SN =

18



24/09/2026

Quan tri va diéu hanh qua cac bd chi sb

Quan tri va Diéu hanh qua cac Bo chi so

Muc tiéu: Cdn bé x& hiéu ré déng gdp cta cdp co' sé vao cdc b chi sé ddnh gid néng luc diéu hanh cua tinh

PCI & DDCI PAR / SIPAS “ Pl DTI

19
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5 BO Chi s0 Quan tri Piéu hanh

(1y PCl & DDCI PAR Index & SIPAS PAPI

N&ng lyc canh tranh cdp tinh Cai cach hanh chinh & Hai long dan Hiéu qua quan tri & hanh chinh céng

Pll DTI

DEi mdi sang tao cap dia phuong Chuyén déi s6

Cdp xd la mét xich quan trong trong toan bo chudi chi s6 nay — thdi d6, minh bach, va chuyén déi s6 cép co s& dnh hudng truc tiép dén két qua tinh

PCl & DDCI — Chi s6 Nang lwc Canh tranh

. PCl khdng chi la chi sé cta cap tinh — cap x3 déng gbp truc tiép!

& Q Y

Thai d6 phuc vu Chi phi thoi gian Tinh minh bach Sw nang dong

Giam thoi gian x{ ly ho so, tra Céng khai niém yét thi tuc, phi Cht dong hd trg doanh
két qua dung hen, khéng gay 18 phi, thoi gian gidi quyét day nghiép/HTX, séng tao trong
cham tré da phuc vy

Can bd M6t clra cap x3 than
thién, nhiét tinh, chuyén nghiép

DDCI ddnh gia cap s&/nganh/dia phuong — két qua t6t tai B& phan M6t clra cip x3 gép phan nang hang DDCI dia phuong
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PAR Index & SIPAS — Cai cach Hanh chinh & Hai long Nguei dan

Chinh quys
PHUC VU

Chinh quyén
QUAN LY

Chi s6 Cai cach Hanh chinh — do ludng mirc d6 CCHC clia
dia phuong qua cac tiéu chi:

. Céng tac chi dao diéu hanh CCHC

. Chat lvgng tha tuc hanh chinh

o Xay dung va t6 chirc thure hién vian ban QPPL

Hién dai hda hanh chinh (&ng dung CNTT)

- Chuyén ddi >

Chi s6 Hai long clia Ngudi dan — khao sét truc tiép dan vé:
. Tiép can dich vu (dia diém, gi®’ lam viéc)

e Thd tuc hanh chinh (don gian, dé hiéu)

. N&ng lyc, thai do can bo ti€p nhan

e K&t qua giai quyét va thoi gian trd

M&i ngudi dan dén Bd phan Mot clra la mot co hoi dé nang diém SIPAS va PAR Index cho toan x3!

PAPI — Hiéu qua Quan tri va Hanh chinh Céng cap tinh

28 E ||

Trach nhiém Giai trinh & Quan tri

Tham gia ctia Nguw¢o'i dan Cong khai & Minh bach dién tir

. X . S&r dung c6ng théng tin dién tir xa
BAu trwdng thon, ban, khu phé theo Quy hoach, k& hoach str dung dat
dung quy trinh dan chu Bbi thudmg GPMB Tr:a\ |d} k|erT pghg, phan anh cta nguoi

dan kip thoi
Phat huy vai tro Ban Thanh tra nhan dan

. Thu chi ngén sach x3 — niém yét, thong
trong giam sat

bao réng ri Cong bo két qua giadi quyét TTHC tryc

tuyén
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PIl — Chi s6 Pdi mé&i Sang tao cap dia phwong

Chudi Ho trg’ Doi méi Sang tao

Cap x3 1a tuyén dau cung cap dich vy cong va hd trg doi Nhan dién san pham tiém nang
m&i sang tao cho ngudi dan va doanh nghiép/HTX tai

dia phuong.

Ra sodat san pham ndng nghiép, thi cdng my nghé dia
phuong

HO trg ddng ky OCOP

Huwéng dan ho so, két ndi véi cac don vi tu van chitng
nhan

“ HO tro dang ky san pham OCOP

Xay dwng thwong hiéu

H& tro thiét ké bao bi, nhan méc, logo, cdu chuyén san
pham

Xay dyng thuong hiéu dia phuong

Pua lén san sé

I DPua san pham lén san thwong mai dién tlr .
Hudng dan dang ky PostMart, Shopee, TikTok Shop...

DTI — Chi sé Chuyén ddi S6 cap Pia phwong

M4 hinh danh gia CBS cip x3 gom 3 tru cdt: Chinh quyén s6 — Kinh té s6 — Xa hdi sd

= F =

Hb so trye tuyén Thanh toan sé Chir ky s6 ca nhan VNelD
Téng ty |6 DVC murc 3-4 va Huwéng dan dan thanh toan phi Hb tro nguoi dan dang ky & st H& tro kich hoat tai khoan dinh
toan trinh online dung danh

& Mailién hé hitu co:

Cai thién DTI + PIl - Cai thién PAR Index + SIPAS - Nang hang PCI
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Thai dé phuc vu va minh bach tai M6t clra cip xa anh hudng tryc ti€p dén moi trweong kinh
doanh toan tinh.

PCI/DDCI

PAR/SIPAS M&i giao dich tai B phan Mot clra 1a co hdi dé nang diém hai long clia ngudi dan.

Dan chl co s& thye chat, minh bach tai chinh va phan hoi kién nghij kip thoi 1a nén tdng quan tri
tét.

Cap xa ho trg OCOP, thuong mai dién t 13 cdu ndi d6i mdi sang tao cho kinh t& dia phuong.

Cén bo x3 13 mét xich quyét dinh nang ty 1é ho so tryc tuyén, thanh todn s6 va VNelD.

Trung Tam Piéu Hanh Théng Minh
(I0C) Thanh Phé Hai Phong

Pa c6 22 bd chi s8 phuc vu cong tac chi dao, di€u hanh trwc ti€p cho 1anh dao thanh phd.
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Giao dién Hé sinh thai Piéu hanh Théng minh
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o Togiingonor e

+11,33%

dd Giai ngan V6én Pau tw cong

CcAC CHITIEU DIEU
HANH CHINH

ov

@ Téngquan

Chi tidu didu hanh x
& pnving

UNHVUCKINKTE @) ~
1 Céngnghiép, xby dung

2 Dichwy

Néng nghiép, lm nahiép,

3
thily sén
Thu chingén sdchnha

4 nudc vé gidi ngin vén ddu
tedng

5 Hoat déngngdn hang, tin

dyng

Thu hit, quén I déu tuvé
phat tridn h téng

Guén Iy tainguyén, bo vé
7 méitrung va phong
chang thién tai

¢ Tangtrudng kinh &
(GRDP)

LiNH VUC XA HOI o v
1 VBnhoo, thd thao

2 Gigodyc va B0 oo

3 Vi

Giam sat tién dé giai ngan von dau tu cong
Mg é o T

Chon don v

Tién d6 chung

GIA TRI GIAINGAN LOYKE

24.479,2ty

TONG 56 DU AN

689

K& hoach nédm thénh phé.

66%

BPanh gia phan logi cac don vi

gla
2

Danh sach dy én chua gidi ngén

n bling Ot

Thang

2026 )

Y]

KEHOACH VON NAM CIA CHINH PHU KE HOACH VN NAM CUA THANH PHG KE HOACH GIAINGAN THEO THANG
38.756 ty 36.956,6 ty 27.502,9 ty
TIEN DO GIAINGAN THEQ KH NAM CP N DO GIAINGAN THEO KH NAM TP TIEN DO GIAI NGAN THEO KH THANG
63% 66% 89%
2 K@ hoach v&n ném Chinh phis ; K& hogeh théng i
>
63% 89%
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Trung tam Piéu hanh Phan anh Kién nghi

}' TRUNG TAM DIEU HANH PHAN ANH KIEN NGHI

THANH PHO HAI PHONG

TONG SO PHAN ANH

2,406

100% so véi téng

PHAN ANH THEO LINH WiC

0 nghin
(@74%)

1 nghin
@98

1 nghin
159.77%)

O s phing meion
1438 59.17%)

St by g b
thust

Gop i ke

Thuge i ehi o cin
tinh d30 thinh pha

Linh e khéng thue
phorm vi tidp ahin xir
L 4

Tiép nhin phan hai
véu cBu aidi trinh cisa

PHAN ANH TRANG THAI XU LY THEO THOI GIAN

®Hodn thinh @Hos 3 ha

100%

80%

Théing ké chung

DANG XU LY
140 @

PHAN LOAI THEO BGI TUONG

39.(1.62%)
@ Céngdin

Doarih nghifp

2367 (9838%)

Dirlidu cip nhit dén
10:58:43

Tif ngdy - Dén ngdy tao phan dnh

Du thio bio cio

DANH GIA MUC DO HAI LONG

- Hai léng
1y 555 (24.4%%)
555
- Knéng hai Iong
322 (14.21%)
- Khéng dénh gia
6130%

1362 33Téng
2.266 (100%)

HAI LONG

555

24.49%

NGUGN PHAN ANH

Téng 56
2.406

Dan vixi Iy

Tatca

Smart Hii Phing
1,730 (71.90%)
Trang tin 1022
645 26.81%)

Téing i theai 1022
20 08%

Trye tiép

9(037%)

Hinh thirc khic
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Tri Tué Nhan Tao

24/09/2026

Tri tu€ nhan tao

Tri tué nhan tao dé cap dén kha nang cia cac hé thong may
tinh thyuc hién cac nhiém vu lién quan dén tri thong minh cua
con nguoi, nhw hoc tap, suy luin, gidi quyét van de, nhan

thirc va dwa ra quyét dinh.
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'Artificial Intelligence'

A

S &

g

Al tich hgp sau vao

Darthmouth Conference Al Winter Deep Learning Al Future of A| 901s0ng: nha thong
Al duoc “goi tén” Ngu déng “Hoc sau” ra doi i 107 1,
y té, gido duc,...
e B o 2023-

1948 1966 1997 IBM DeepBlue 2020
Alan Turing First Chatbot Al Bloom mb hinh ngén nglt manh mé voi
D 175 ty tham s&
° \1/
ELIZA ~ ”’ CHAT GPT-3

-O-

- ~
7\

7

May Turing va Turing Test

ELIZA |a chatbot mé phong d6i
thoai tdm Iy

Tai sao bay gio Al méi bung n6?

Neural Network
Deep learning
CNN, RNN, Transformer

Internet
MXH
loT

s Chinh sdch quéc gia
Big Data + Compute Power + Algorithm + Open Source +|Investment + Real-world Demand + Policy = Al Bloom

nh@n dién hinh énh,
Xt ly ngén ngi¥ tw nhién,

GPU xe ty Idi,
Cloud computing Community chdm soc strc khde
tai chinh

Quantum Computing
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BAO CAO TH| TRUONG - Al

Xu hwéng dau tw Al
toan cau $2,59

nghin ty USD

.. . o - N < A Téng chi tiéu Al toan cau 2026
Giai doan bung n6 ha tang quy mé nghin ty USD — von tap trung cu'c manh

vao mot sé it cong ty 16n va lab frontier, doanh thu bat dau xuat hién dé bién A 47% so véi 2025
(]

minh cho chi tiéu.

Cap nhat dén cudi thang 7/2026

24/09/2026

Quy mo tong thé

Chi tiéu Al ndm 2026 & muirc nghin ty USD, ha tang chiém phan 16n

$2,59 nghinty $1,43 nghinty  $6,37 nghin ty $497 ty

Téng chi tiéu Al 2026 Ha tang Al Chi tiéu IT toan ciu Ha tang Al (IDC)

A 47% so v6i 2025 - Gartner

(5/2026) Hon 45% tong chi tiéu Al A 14,2% - phan |&n do Al thic day A 56% - server, chip, networking

Chi tiéu Al trong tdng chi tiéu IT toan cau 2026

Ha tang Al Téng Al $2,59T Téng IT $6,37T

Q1/2026, riéng ha tang Al (IDC) dé dat $89,7 ty. Data center systems tdng 62,5% — murc cao nhét trong cdc hang muc IT. Ngudn: Gartner, IDC.
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Hai dong chay von chinh

Capex clia hyperscalers va von VC rét vao cac lab Al

. Capex ha tang

$725

Capex
4 hdang My

. Vén VC - quy dau tu Don vj: ty USD

$830

$510
$412,7

Capex VC toan cau VC My
Top 9 CSP H1 H1

Capex cUa hyperscalers — Chi phi dau tw

cac cong ty cdng nghé hang dau

~$700-830 ty (2026)

* 4 hdng My ~$725 ty (A 77%); Top 9 CSP toan
cau ~$830 ty.

o Lily k& 2024-2026 dang tién t6i $1.000 ty.

Vén VC / funding lab Al
~$510 ty (H1/2026)

e Alchiém hon 70% VC toan cau; riéng My
~$412,7 ty, Al chiém 86%.

. OpenAl + Anthropic mét minh chiém ~43%
funding startup toan cau.

Nhirng xu hwéng noi bat

Sau chuyén déng dinh hinh dong vén Al hién nay

o
o=

Chuyén tir model sang ha tang

Chi tiéu chu yé&u vao data center, GPU/TPU, dién, bd nhé HBM,
mang — khéng con chi la phan mém/model.

Doanh thu bét d3u hién dién

Doanh thu Al clia hyperscalers d3 vuot chi phi khau hao trong
vai quy gan day, du bién con méng.

Kién trdc chuyén dich

Server ARM-based dang vurot x86 trong phan khc Al
accelerated computing.

My ap dao

Chiém phan I&n private investment va ha tang; Trung Quéc dya
nhiéu vao hd trg nha nudc.

Ap lyc dong tién

Capex tdng nhanh hon free cash flow - nhiéu hing phai vay ng,
phat hanh cé phiéu, dung leasing/JV.

Sovereign Al & dia chinh tri

Céc quy quéc gia va dy 4n I&n nhu Stargate ($500 ty) tham gia
manh vao cudc dua ha tang.
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TRIEN VONG NGAN - TRUNG HAN

2026-2027 van 1a giai doan
xay dwng cong suiat manh

Dy bao ha tang Al (IDC) — ty USD Birc tranh t8ng thé

>$1.000 e Quy md nghin ty USD, tang trudng nhanh trén moi hang

muc ha tang.

Tap trung cuc cao vao mét sé it hyperscaler va lab
frontier.

Doanh thu generative Al bat dau xuat hién dé bién minh
cho chi tiéu.

Ap lyc dong tién va dia chinh trj |a hai bién s6 can theo
doi.

24/09/2026

Nhu cau nang lwong cho céc trung tam di liéu tai My dwoc dw bao sé tang vot
+253% so v&i mirc nam 2026, dat ky luc 194 gigawatt vao nam 2035.

Mot gigawatt twong dwong véi cong suét clia mot 16 phan (ng hat nhan truyén
théng don 8.

Do d6, cac trung tdm di liéu dw kién sé chiém khoang ~20% tiéu thu dién cia My
vao nam 2035, tang tir ~6% hién nay.

D& hinh dung ré hon, cac trung tam dir liéu duwoc wéc tinh sé tiéu thu khodng
~12% dién nang ctia My vao nam 2030.

Dién nang la nat that cb chai tiép theo ctia Al.
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« | Tri tué nhan tao (Artificial Intelligence - Al)

ificial Intellj
T

* | hoc may (Machine Learning - ML)

¢ | hoc sdu (Deep Learning - DL),

# Planning and
" scheduling W Bcasaiog 5

* hoc tang cudng (Reinforcement Learning -

* x{r ly ngdn ngit tw nhién (Natural Language
Processing - NLP),

« thj gidc may tinh (Computer Vision - CV),

RL),

. | Al tao sinh (Generative Al),

* transformer,
* GPT (Generative Pre-trained Transformer),

¢ md hinh ngdn ngit 1&n (Large Language Model -

LLM),

¢ hoc khéng giam sat (Unsupervised Learning),

* hoc c6 gidm sat (Supervised Learning),

¢ hoc ban giam sat (Semi-supervised Learning),

*  hoc chuyén giao (Transfer Learning),

* hoc mét Ian (One-shot Learning),

* hoc it lan (Few-shot Learning),

* hoc khéng Ian (Zero-shot Learning),

* Al gidi thich duoc (Explainable Al - XAl),
* Al da phuong thitc (Multimodal Al),

* Al bién (Edge Al).

e

Narrow Al

Dung dé ho tro hodc thuc
hién cac nhiém vu cu thé

Narrow Al c6 thé hogt ddng rét tét trong
cdc tdc vu cu thé nhw nhén dién hinh
anh, dich ngén ngi¥, hodc choi game c&
vua. Tinh hiéu qud va hiéu sudt cao ld
diém manh cda logi Al nay, nhung ching
khéng c6 khé ndng tw hoc hodc tu cdi
thién.

Jj=

General Al

Nhan céac kién thire tir mot
mién va chuyén sang cac
mién khac
General Al c6 kha ndng hoc héi, tw duy, va tw cdi
thién thong qua viéc thu thap va phén tich di liéu, va
c6 khé ndng dp dung kién thirc tir mét linh vuc sang
linh vuec khdc. Muc tiéu cudi cung cda General Al la
tao ra mét mdy tinh cé thé hiéu, tw duy, va thém chi

€0 y thire nhw con nguori.

Super Al

C6 may thong minh hon
con ngudi rat nhiéu

Déy la loai Al ma kha ndng théng minh va hiéu
biét vwot xa cd tri tué cua con ngudi.
Superintelligent Al c¢6 thé tw cdi thién ban thén
minh & mét téc dé nhanh chéng va thdm chi ¢
khé nédng tw hoc va tién héa mét cach déc lap.
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Hinh thai AI s8 thé nao?

Al is a “New Kind of Species”
Al 1a mét giéng loai méi

Con s6 noi bat vé A1 2025 (1)

* C6 34 triéu hinh anh duogc Al tao ra mdi ngay

* 71% hinh anh trén mang xa hoi hién duoc tao ra bdi Al

» Céc vu gian 1an Deepfake tdng vot tur 0,01% 1€n 6,5% trong vong 3 nam

« Céc 6ng 16n cong nghé dau tu 320 ty USD vao viée phat trién Al vao nam 2025
« Thi trudng dich vu Al toan cau dat 243 ty USD trong nim nay

* 97% lanh dao dau tu vao Al bao cdo chi s ROI (Loi nhuan dau tu) tich cuc

* 25% doanh nghiép s& trién khai cac tac nhan Al trong nim nay
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Con s6 noi bat vé A1 2025 (2)

* Thi truong Al trong linh vire y té duge dinh gia 38,7 ty USD, ting gép d6i k& tir nam 2023
+ Khoang cach ap dung: 81% ngudi lao dong van chua st dung cong cu Al

+ Su khéc biét vé niém tin: An D6 (77%) va Trung Qudc (72%), chip nhan AL My chi 32%
+ Trung tAm dit lidu tiéu thu 5% ning luong ctia My, ting gép d6i vao nim 2030

+ Al ning cp trai nghiém di dong v6i 30% smartphone méi tich hop Gen Al

* 50% doanh nghiép chon str dung Al tich hop giai phap md ngudn mo

+ Gén 50% ldnh dao cong nghé tich hgp Al hoan toan vao chién luge kinh doanh, nhung chi 30% ap dung toan

dién

Ung dung Al trong co quan nha nudc

UNG DUNG TU DONG HOA (' S6 CONG DOAN TRONG CAC UNG DUNG TTNT TRONG QUAN LY NHA NUGC G VIET NAM
B0, NGANH, BIA PHUONG, BAO GOM: CO TIEM NANG CAO VI NHU CAU TU:

5 i

Nghigp vu Quan Iy 46 thi Sd hoa dirligu Thu thap s6 ligu . > g : i 3

xuat nhap canh ti€ng noi, van ban ty dong, giam sat,
canh bao, dy bao cac Cac caitiénvé Céc dé an xay dyng Cacdéan
finh vyc khi tugng,thiy chinh sach dau tuva thanh pha théng minh Chuyén ddi s6 quéc gia
van, tai ngquyén nuoc.... quan ly nha nudc va Chinh phu dién t&
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Ung dung Al trong Kinh té - X3 hoi

Ty trong theo finh vuic (%)

%

35

30

Thuong maid... Glaothbngv...  Gidoduc

Thuc trang vé dir liéu, ngudn cung va nhu céu

TTNT trong cac nganh kinh té xa hoi.

b B
Quy trinh. Cac nhom Phuong thén
X1y ngdn ti “Thi gide méy b i g Kb L tyhanh
1 2 2 3 1 2 3 1 2 3 1 2 3 1 2 3
i | EEEE B H EEN
«o [N N ]| O
« HEN NN EEE =N
~ [HH HEN SN EEE EN EEm
Vi thsng ..- | T | ]
Hanh chinh. i
qusn y cong L
e HEN H =
Bit dfng san Khdc Tai chinh Néing nghiép
| B | & Trung Gannhukning oo gi

Ung dung Al trong Kinh té - X4 hoi

MOT SG UNG DUNG
TRONG KINH TE XA HOI

—_—
o

Tai chinh ngan hang
Chatbot, phat hién gian
lan va rira tién, hoé trg
quyét dinh tin dung

https://vjst.vn/hien-trang-ung-dung-tri-tue-nhan-tao-o-viet-nam-25450.html

Thuong mai
San thuong mai dién tir,
ung dung nhan dang ma
san phdm. ung dung
sinh trac hoc trong
thanh toan dién tr

Giao thong van tai
& Logistics
Tram thu phi khéng
dung, trung tdm giam
sat diéu hanh giao
thong dudng bo, hé
théng logistics théng
minh, taxi cong nghé
ung dung TTNT

Yté
Hang loat san phdm
robot thng minh
trong hd tro canbd y
té& tai Bénh vién
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Moi lién hé gitra AI va Chuyén do1 so

Tri tué nhan tao (AI) Chuyén dbi sé

Vai tro trong
CbS

Tac dong

Cong nghé mé phong tri tué con ngudi dé  Qua trinh img dung cong nghé dé thay ddi cach

méay méc hoc va ra quyét dinh. td chirc van hanh, cung cip dich vu.
La cong cu, nén tang giup xir Iy dit liéu La muc tiéu va qua trinh t chirc img dung Al
16n, tu dong hoa, toi vu quy trinh. (va cac cong ngh¢ khac) d€ doi moi.

Giup CPS dién ra thong minh, hiéu qua va  Tao ra moi trudng va dir liéu phit hop dé Al
c6 chiéu sau hon. phat huy hiéu qua.

Cach Al thtic day chuyén doi s6

* Tu dong hoa quy trinh
+ Al gilip thay thé cac cong viée thi cong, lap di lip lai — ning cao hidu qua, giam chi phi.
* Ra quyét dinh dua trén di lidu (data-driven)
+ Al xir Iy va phén tich dit liéu 16n dé dua ra goi ¥, du bao hd trg 13nh dao va nhan vién.
¢ Ca nhan hoéa dich vu
+ Trong thuong mai dién tir, gido duc, y té... Al gifip cung cAp trai nghiém phu hop véi timg
nguoi dung.
* Canh bao va phong ngtra rui ro

« Al phat hién gian 1an, bét thudng trong tai chinh, an ninh mang, y té...
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Cach Chuyén doi so tao diéu kién cho Al

» S héa dir liéu va quy trinh
e e Dir liéu s6 1a —nhién liéu dé Al hoc va van hanh hi¢u qua.
* Ha téng cong ngh¢ hién dai

+ Chuyén d6i sb thuc day dau tu vao cloud, IoT, hé théng thong minh
— diéu kién cho Al hoat dong.

* Vian hoa t6 chirc hudng d61 méi

* Tao moi trudong chap nhan cong nghé mai, chap nhén rui ro va hoc

héi lién tyc.
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Ung Dung Tri Tué¢ Nhan Tao

Trong Cong SO

Muc ti€u
1. Nam bt dugc cac loai hinh c6ng cu Al phd bién.
2. Biét cach st dung cac cong cu Al co ban dé t6i uu hoa cong viéc.

3. Nhan dién duogc tiém nang va loi ich khi 4p dung Al vao quan 1y nha nuéec.

38



24/09/2026

NoO1 dung

Céch viét Prompt hiéu qua

Gemini Deep Research — Chuyén gia nghién ctru tu tri
NotebookLM — Thu vién s cuc bd va ra soat thé ché nodi bo
Gemini Canvas — Phéc thao, tinh chinh va Truc quan hoa ndi dung
Phan tich Dt 1iéu va Du bao

A

(1) Ra Iénh (prompt) cho Al
. promp
* Prompt la mdt ciu Iénh hodc yéu ciu ma ngudi ding nhap vao dé giao tiép v6i cdc mé hinh Al nhu ChatGPT. Prompt c¢6 thé 1a mot cau hoi,

mét chi dan, hodc doan van ban mé ta ma ngudi ding mong muén Al phan héi lai.

+ Prompt = 10i nhéc / yéu cau / chi din ma ban guri cho Al dé nhan duoc cau tra 16i nhu mong mudn.

Prompt don gidan Prompt hiéu qua

Ban chat Toém tit doan nay Toém tit doan van dudi ddy thanh 3 gach dau dong d& hiéu cho hoc sinh
16p 9
Viét bai Viét bai vé chuyén d6i  Ban 1a Giam déc chwong trinh chuyén déi s6 voi 10 nam kinh nghiém
SO trién khai. Viét mot bai trinh bay vé vai tro cua chuyén doi so trong

quan ly nha nudc, dai khoang 500 tir, sir dung céac vi du & minh hoa.

Dich thuat  Dich doan nay sang Dich doan van sau sang tiéng Anh hoc thuat, giitr nguyén sdc thai
tiéng Anh nghiém tuc.
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(1) Cach viét Prompt hi¢u qua
Cong thirc Prompt hi¢u qua

Vai tro — Ngit canh — Muc tiéu — Piu Ra

* Vai trd: Ban 13 giam ddc chwong trinh chuyén ddi s tinh Pht Tho v&i 10 ndm kinh nghiém thiét ké, trién
khai cac hé thong tai chinh cong
* Ngir canh: Ban can viét mot dé an Chuyén dbi s6 cho bai toan Quan tri rii ro va Bao mat.
* Muc tidu: Dé an Chuyén ddi s6 can c6 cic Noi dung gdm:
« 1. Phén tich hién trang va Bdi canh;
« 2. Muc tiéu ctia dé 4n;
+ 3.Kiém triic Giai phap cong nghé;

+ Piu ra: P& an dugc viét khong qua 9000 tir, c6 cau tric rd rang. Sir dung vin phong khoa hoc d& hiéu.

Sl il e Cong vin s6 557/BKHCN-CDSQG ngay 31/3/2025 hudng dan
56557 /BKHCN-CDSQG Ha Npi, ngay 3/ thang0hdm 2025 a a & . s A . . n . a
Viv g din mt sb gy the chung a6 véi ol nady 31 i mot s nguyén tac chung d&i vdi cong chirc, vién chirc va

cbng chirc, vién chirc va ngudri lao ddng trong

€0 quan nhi mude six dung edc md hinh .. n N , N , R

ngdn gl in (chatbot AT) phuc vy cang viée nguoi lao dong trong co quan nha nudc st dung cac mé hinh

Kinh giri: n ~ N n

- Cic B§, Co quan ngang bg, Co quan thuge Chinh phu; ngon ngu Idn (ChatbOt AI) ph ucvd COng viec.

- UBND cic tinh, thanh phé tryc thude Trung wong.

Cin cir Nghj dinh s6 55/2025/ND-CP ngdy 02/03/2025 cia Chinh phit quy

dinh ehire néing, nhiém vy, quyén han vi co cfu t6 ehire cia B Khoa hge va Cong
nghe;

Thye hién chitc nling quin 1§ i niée v hogt dng nghién ol kboa hos,
phit trién cong nghé v déi méi sing tao, dip img yéu cdu thye tién trong img
dyng cong nghé Tri tué nhén tao trong céc co quan nha nudc,

Bé Khoa hoc va Céng nghé huémg din mét sb nguyén tic chung dbi véi BOKHOAHOCVACONG NGHE
cong chire, vién chirc va ngudi lao dong trong co quan nha nude sir dung cic mé ~ < £y
hinh ngn ngit 1én (chatbot AI) phuc vy cing viée (Phién bin 1.0). Nguyén Tac Su Dung Chatbot Al
B8 Khoa hoc va Cong nghé dé nghi céc Quy Co quan tham khdo Tai ligu Trong Cd Quan Nha Nudc
huémg dan, trién khai phit hop véi yéu cdu thye tién trong viée sir dung chatbot
Al phyc vy cong viéc. Huéing din chudn hod hanh vistfdyng cic mé hinh ngdn ngén (LLM) phuc vy cang visc hiéu qua va an toan.
Trong qué trinh thye hign néu c6 khé khin, virdng méc, dé nghj Quy Co'
quan lién h¢ véi Cuc Chuyén ddi sb qudc gia, B Khoa hoc va Cong nghé dé duge W QuybtGonSST/BKHCN-COSQG 8 Banhdnh3V032025  © Phdnb
hd trg.
Trén trong./.
N:: nlrf:: KT. BQ TRUONG
= Nhur trén; 'ON
- B truimg (46 blc): THU TRUONG
- Thit trudmg Pham Diic Long:
- Liw: VT, CPSQG.

PLam Dirc Long
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Demo Cach st dung Al dé doc tai liéu

* NotebookLM

* Gemini v&i Email / Tai liéu / Bang tinh ...

(1) Vi du minh hoa

Vé hinh thay béi xem voi:

- Cha thé: Mot thwe thé Al khdng 16 hinh con voi, 1am tir
anh sang va cac dwong mach neural

- B6i canh: Nhirng ngudi thudc nhiéu nganh nghé (bac sf,
k¥ sw, luat sw, néng dan, gido vién, nha khoa hoc) bit mét,
mbi ngwdi cham vao mot phan khac nhau cuda “con voi Al”
- B6 cuc: Con voi Al & trung tdm, nhirng nhan véat ding
vong tron xung quanh; phia trén dau ho xuét hién cac biéu
twong thé& hién cach ho “twéng twong Al”

- Phong cach: Tranh sé concept art, hwéng siéu thuc
(surreal), mau sac &n twong

- Chi tiét: Anh sang xanh diu, hiéu rng di liéu, texture
hologram, b cuc giau biéu twong

- Cam xuc: Suy tw, triét Iy, goi mé
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Mau prompt ho tro soan van ban

4 Prompt:

* Ban la chuyén vién hanh chinh van phong. Hay giup t6i soan mét cong van moi tham dy hdi nghi

tdng két ndm 2025 danh cho cac don vi cAp sé. Dinh dang: V&n ban hanh chinh theo mau chuén

cta Nha nuwoc.

(2 Két qua:

+ ChatGPT sé tao mét céng van co di qudc hiéu, tieu d&, kinh giri, ndi dung, thai gian, dia diém,

nguoi ky,...

Mau prompt phan tich va ra quyét dinh

4 Prompt:

+ Toi la can bd quan ly cAp phong. Hay gilp t6i phan tich wu — nhwoc diém cla viéc ap dung phdn mém quan ly

van ban dién t& trong co quan hanh chinh cap huyén. Két qua dang bang so sanh.

Nhugc diém | Thach thic

[ Két qué: Phan tich uu — nhudc diém cla viéc ap dung phan mém quan Iy vin ban dién tir
trong ¢d quan hanh chinh cap huyén

+ ChatGPT sé& xuét bang nhu: "™ e
Hiéu qua xr Iy céng viéc Giam thdi gian ludn chuyén van ban

gilfa cic phong ban; xUf Iy nhanh hon
50 vdi gidy t8 truyén théng

Tra cfu va luu trir Tim kiém van ban nhanh theo s6,

ngay, ndi dung, ngudi xir Iy

Giam chi phi Giam chi phi gidy, muc in, chuyén
phit, luu kho hé s¢

Minh bach va gidm sat D& theo d&i tién dé xif Iy, x4c dinh

trach nhiém c& nhan/phong ban

Chi dao diéu hanh Lanh dao c6 thé phé duyat, giao vide

Hif va rAn nhat finh hinh then thii nian

Néu quy trinh dién tlr thiét ké chura hop Iy
©6 thé phat sinh thao tac rugm ra

Phu thudc vao chat Iudng nhap liéu va

chudn hda hé sa

Chi phi ddu t ban dau cho phan mém,
may chu, chir ky 56

€6 thé tao tam Iy “bi gidm sét” déi véi

mét s6 can bd

Phu thudc vao internet va thiét bi
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Mau prompt ho trg to chirc dao tao

[Z Prompt:

«+ Taila chuyén vién cao c&p véi 10 nam kinh nghiém v& chuyén dbi s6. Téi dang xay dwng ndi dung budi tap huén cho can bd xa

vé chuyén ddi sb. Hay dé& xuét cho téi khung chwong trinh trong 3 gi®r, gdm: ndi dung, thoi lwgng, phwong phap, va vi du minh

hoa thuc té & Viét Nam. Trinh bay dwéi dang bang.

2 Két qua:

Dé xuét khung chudng trinh tap huén 3 gig

+ ChatGPT sé tao bang chi tiet nhw sau: Chi dé: Chuyén dbi s6 cho cén b cap xa
sTT Ni dung
1 Khai mac va dinh hudng
2 Téng quan vé chuyén d6i s6 trong

cd quan nha nudc

3 Vai trd i cdn b x trong chuyén
abisé

4 K niing 6 c6 bin cdn €8

5 Sirdyng phén mém quén 1y vin

b i didas hink

Thai ugng

10 phit

25 phit

20 phit

30 phut

25 phat

Phuong phap trién khai

Gidi thigu, trao déi ngén
v hoc vién

Thuyét trinh két hap hoi
dip

Thao udn tinh hudng
thyc 16

Demo tryc tiép + thic
hanh nhanh

Minh hoa quy trinh thue

@

Vi du minh hoa thye té tai Vist Nam

Néu mye tiéu xdy dyng chinh quyén s, x3 sé theo
Chung trinh Chuyén déi s6 quéc gia i B8 Théng tin va
Truyén théng

Vi dy vé UBND Thanh phé Ha Ni trién khai dich vy cng
tre tuyén, ho sd dién b, ky s6

Can b§ ' phap xi I hi tich dién tr, can b dia chinh cip

nhét dif lidu dat dai; c4n b mat cita s 1 hé sa online

i dyng: - email céing vy - luu tr cleud - hop trye tuyén -

tra ClU VAN bian - bio mat mt kndu

Quy trinh tiép nhdn > chuyén xif 1§ - k§ 56 Iy trir vin

hin il 43¢ tebn b thAnn dides hinh i finhhn

MAu Prompt ho tro viét bdo cdo / thuyét

trinh

4 Prompt:

+ Ban Ia Trwdng phong Céng nghé. Ban hay viét bao cdo téng két tinh hinh (ng dung cong nghé théng tin trong
co quan nam 2025. Bao cao ngan gon dwéi 2000 tir, cé so liéu gia dinh va kién nghi cu thé.

4 Két qua:

+ ChatGPT sé& tao mét bao cdo tdng két
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Mot s& mau prompt tham khao

Tinh huéng

Prompt goi y

Viét béo cdo

"Hay viét bao cdo tdng két chuong trinh tap huén vé an toan thong tin cho can bd cép x4, dai 1.000 tir, c6

cAu trdc mé bai, ndi dung va két luan."

Tao slide

"Tao slide PowerPoint (20 trang) cho chuyén dé 'ng dung Al trong cai cach hanh chinh', cé hinh anh minh hoa va vi

du thyc tién Viét Nam."

T6ém tit chinh sach

"Tém tét Nghj dinh s6 59/2022/ND-CP thanh 5 gach d4u dong dé hiéu dé phd bién cho can bo xa."

Soan bai gidng

"T6i cAn mot bai giang 60 phut vé chuyén ddi s cap co s&. Hay gilp téi soan ndi dung, vi du, cau héi thao

luan va tai liéu phat tay."

Tao biéu mau

"Tao biéu mAu khao sat mirc d hai Iong clia ngwdi dan vé dich vu cong tre tuyén, 10 cau héi, dinh dang

Google Form."

Luu y khi dung Al

Nén Tranh
Pua vai tro, bdi canh cu thé Céu hoi qua chung chung
Ra lai néi dung trude khi sir dung Sao chép nguyén vin ma khong kiém tra
Yéu céu tao tai lidu theo dinh dang Chi yéu cau "giup toi voi"
Kiém chirng thong tin phap 1y — chinh sach Dung ChatGPT nhu ngudn chinh thirc
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PROMPT HANDBOOK

Bdo cdo thing kit cd 56 lidu thye
Thay vi bio cdo chung chung
Catin

Tém tht bién ban hop thanh to-do list
S0 mBi cude hop, knang mit viéc
Cabir

So sdnh 2 Iya chon dé quyét dinh
Mua sdm, chinh sdch, nhan se.

Ning cao

Lap k8 hoach tai chinh ¢a nhan
™

Tiét kigm, chi tidy, myc th

Cabin

Gidl thich vin dé phitc 1ap cho ngubl thin
Y 1€, phap I, 13l chinh, cBng nghé
cabin

Phan bign & cai thign bal vigt cia ban
Bai ludn, dé an, bdo cdo ngh

Ning cao

Sogn kich b thuyét trinh ngdn (5-10 phity
1l nghi, 560 <40, pich ¥ (UGN

Cabin

Déng val chuyén gia phan bién
Kim tra  tubing truide khi cam kit
Powar User

Tom tét vin ban phap lugt cho fanh dao
Ra guyéit dinh nhanh, khing dec toan vin

Cavin

Soan email 1 chéi khéo
GEY méi quan 1 18t ki phai nl knang
cabin

Phin tich rii ro du dn / ké hoach
True khi trink linh d30 hode trién khai

Ning ca0

Sean CV |ty gidi thidu cho vi tri ey thé

Xin vide, thiing tén, chuydin nganh

Cd bin

Hoe mdt kj niing méi trong thai glan nadn
L§ trinh 80720 cho nguidi bin

Ning €80

Viét bai mang xa hdi thu hit
Faceboak, Zalo, che cd quan hodc ca nhin
Cdbin

Nhiéu vong I3p cai thign
Khi k1 e Al cha dat yéu clu

Power

Tao template i si¥ dung che céng viéc lp lai
Chuén héa quy trinh, tiét kim thai gian
Power User

https://juhuvn-prompt-handbook.netlify.app/

An toan thong tin va

iéu cd nhan trong chuyén
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NOi dung

e Cap nhat tinh hinh an toan thoéng tin trong va ngoai nudc

e Co ban vé ATTT cho ngudi dung

* Nang cao nhan thivc ATTT cho ngw¢i dung \
¢ An toan khi s&r dung méy tinh ca nhan
¢ An toan khi s&r dung cac thiét bj di déng
e An toan khi str dung mang khéng day
3 ¢ An toan khi s&t dung thu dién t& Email
¢ An toan khi sir dung mang x3 héi
e An toan khi duyét web va thyc hién céc giao dich tryc tuyén
* Phong tranh cac tan cdng kiéu lra ddo (Social Engineering)/

Tinh hinh an toan thdong tin hién nay

» Con nguwoi ngay cang phu thuéc vao céng nghé thong tin:

« Khéng chi 14 Internet v&i ha tAng riéng clia no, cac ha tang quan trong

khac dwa vao Internet trong hoat ddng hang ngay.
« S phu thudc va phu thudc Ian nhau ngay cang tang.
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Tinh hinh an toan thong tin hién nay

 Tan cdng mang ngay cang tinh vi va cé chd dich
+ Viét Nam ghi nhan khoang 552.000 cudc tAn céng mang trong nam 2025,
trong dé hon 52% co’ quan va doanh nghiép bi thiét hai do tan cong
mang.
* D{¥ liéu trd thanh muc tiéu s6 1 cta tdi pham mang
* Riéng quy 111/2025 tai Viét Nam ghi nhan: hon 6,5 triéu tai khoan ca nhan bi
danh cap, khoang 502 triéu ban ghi di liéu bij ro ri, gan 4.000 tén mién gia
mao (phishing).
» Ransomware tiép tuc bung phat manh
+ Tai Viét Nam, thiét hai do ransomware trong ntra dau nam 2025 woc tinh
vurot 10 triéu USD, v&i hon 3 terabyte dir liéu bi ma héa. Trén thé gidi, sb
nhom ransomware hoat dong da tang Ién hon 120 nhém trong nam 2025.

Tinh hinh an toan thdong tin hién nay

« Con ngw®i van la mat xich yéu nhat: Mac du dau tw
cho an toan théng tin ngay cang ting, phan 16n sy cb
van bat ngudn ti:

« click vao email gia mao,
« 16 mat khau,
« tai file doc hai,

« sl dung Al va cloud khong an toan.

Chiéc ngua gb thanh Troy
Nghién ctu gan day cho thay phan Ién ngwdi dung van khod  (Hy Lap ¢ dai - Thé ky 12
TCN)

phan biét email Itra ddo do Al tao ra véi email that.
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Tinh hinh an toan thdong tin hién nay

« Email, web va mang xa héi van la kénh tan céng phé bién nhat:
Email phishing tiép tuc la phwong thirc phat tan ma doc hiéu qua
nhat. Cac bao cdo ndm 2025 cho thay:

+ email van 14 nguén phat tan phan I&n ma doc,

* cac cudc tan cong ngay cang st dung Al dé tao ndi dung Itra dao tinh vi hon,

« tan cong qua dién thoai, mang xa héi va tin nh&n dang gia tdng nhanh chéng.

Tinh hinh an toan thong tin hién nay

« Al vira la cong cu hé tro vira l1a nguy co méi: Tin tic da bat dau
st dung Al dé:
+ tao email gia mao tw nhién hon,
* sinh ma doc nhanh hon,

+ tw ddong do quét 16 hdng,

tao deepfake dé Ira dao.
DPodng thoi, viéc can bo va nhan vién st dung Al khoéng kiém soat ciing lam

tang nguy co ro ri di¥ liéu ndi bo.
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Tinh hinh an toan thong tin hién nay

« Xu hwéng méi: giam sé lwong nhwng tang mirc do thiét hai: S6
lwong cudc tAn cong co thé gidm nhe nhd dau tw bao mat, nhung
murc d6 thiét hai ngay cang Ién do tin tic chuyén sang:

+ tAn coéng c6 cha dich,
« danh cap dir liéu lau dai,
» tAn coéng chudi cung trng,

* gian diép mang.

Co ban vé ATTT cho ngudi dung
* M6 hinh CIA: 3 thudc tinh quan trong cta bao mat théng tin

Integrity thong tin, hé théng thang tin hosic mét
e g tv ph#n clia hé théng khang duoc thay d8i
T|Nh toén ven t hoic huy hoai theo céch trdi phép

pS

Information

thong tin khéng duoc tiét : . :
16 cho nguwi dung, cho cac Securlt\/ )
tién trinh, hosc cho cac > i , | thong tin sin sang dé truy
thiét bj néu khéng dugc Bao mat ‘ ¢p va sir dung theo yéu ciu
| Phép ) N ; \
_ thon g tin
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Co ban vé ATTT cho ngudi dung

* M6t s6 khai niém
* An toan thdng tin cé nghia la phai té chirc viéc x{ ly, ghi nhé va trao déi thong tin
dédm bdo tinh bi mat, todn ven va khé dung & mure dé déy du
* An toan thdng tin 13 sy bao vé thdng tin va cac hé thdng théng tin trdnh bj truy nhdp,
st dung, tiét 16, gidn doan, sira d6i hodic phd hoai trdi phép
* Dam bdo an toan thdng tin hién nay dang |a van dé quan tdm hang d4au cta x3 hoi, ¢6
anh hudng rat nhiéu dén hau hét cac nganh khoa hoc tu nhién, ky thuat, khoa hoc xa

héi va kinh té. Bdc biét trong ky nguyén céng nghiép 4.0.

Mot sé thuat ngir thwong gap

Cac loai ma doc:

» Malware / malicious code / Malicious software: (ma doc)
la mo6t chucyng trinh dwgrc chén bi mat vao hé thong v&i muc dich lam
anh hwéng dén tinh bi mat, tiqh toan ven va/hoac tinh kha dung cta di
liéu, clia rng dung hodc hé diéu hanh clia nan nhan.

* Virus )
la mét chuong trinh may tinh ¢6 kha néng tw nhan ban, nhiém trai phép
vao cac may, thiét bi.

* MacroVirus
la mét loai ma doc str dung kha nang lap trinh macro ctia (rng dung
dung vai tai liéu dé thwc hién hoac phat tan.

* Rootkit . . . )
la mét bd cac cong cu dang phan mém, cé quyén truy cgp gép qué’n tri
dwoc cai dat vao cac hé thér]g thong tin va gu’o’c thiét ke dé che dau sw
hién dién ctia nd, duy tri quyén truy cap va an cac hoat dong ma cac
cbng cu do thwe hién.
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Mot sé thuat ngir thwong gap

Cac loai ma doc:

Ransomware

la mé! loai mé doc thyre hién trai phép cac tac vu t‘rén may nan nhan va
yéu cau tra tién chudc de I‘<h6i phuc lai nhw ban dau. Chu yéu hién nay
la ma hoa dir liéu va doi tien chudc.

Spywargz ]

phan mém dwoc cai bi m,é\t hoac lén IQt vao hé thong thong tin ma nguoi
dung hodc chu clia hé thong khéng biét

Trojan horse

la mét chucyng trinh may tinh c6 vé nhw hiru qung, nhwng co6 chirc nang
d@c‘hai an giau bén trong dé tranh cac co ché bao mat, khai thac cac
quyén hop phap ma né co ti tinh nang cong khai.

Worm ) .

mét chwong trinh may tinh tw sao chép, s&r dung co ché mang dé ty lan
truyén.

101

Mot sé thuat ngir thwong gap

Cyber attack

nd lwc dé co quyén truy cép trai phép vao cac dich vu, tai nguyén hodc
thong tin ctia hé thdng may tinh hodc nd lwc d& xam pham tinh toan ven
cta hé théng

Phishing

mot dang k¥ thuat xa hoi trén mang dé danh Itra ca nhan cung cap
thong tin nhay cam

APT — Advanced Persistent Threat

kiéu tan cong s dung nhiéu kiéu tan céng qua mang, trwc tiép hodc cac
hinh thire Ilra ddo dé xam nhap muc tiéu ma khong phat hién dwoc, tdn
tai trong thoi gian dai dé trém thong tin.

102
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Mot sé thuat ngir thwong gap

+ Bot/Zombie o
la mét loai ma déc lén cai hoac bi mat cai vao may tinh két noi voi
Internet dé thuc hién céc Iénh dudi sw diéu khién va kiém soét tir xa cta
nguoi viet bot

* Botnet (mang bot)
tap hgp cac may tinh bi cai ma déc bot va kiem soat qua mang.

+ Cyberbullies (bat nat mang) ,
la cac ké dung cong nghé mai nhw thw dién ti, tin nhan tie thoi, cac
trang web, anh ky thuat so, ... dé thwc hién viéc quay roi, bat nat nguwoi
khac trén méi trwong mang

» Data breach / data leakage (trich dir liéu trai phép) )
di chuyén trai phép hoac tiét 16 thpng tin nhay cam cho déi twong bén
ngoai khéng duwgc phép xem / biét thong tin.

103

Mot sé thuat ngir thwong gap

» Denial of Service - DoS (tir chdi dich vu)
moét kieu tan cong ngan st dung hop phap cac tai nguyén va dich vu
theo dang khéng dap wng duwoc.

. QDoS (Distribyted Denial of Sewicg:) ] ]
té‘n cong tr chdi dich vu st dung nhiéu hé thdng dé thwce hién tan cong
dong thoi.

- Digital signature (ch@ ky s6) ,
la gia tri dwoec tinh twr tién ;rinh ma hoa str dung khoa riéng dwgc néi vao
d@ liéu, dwoc xem la ky so vao di¥ liéu.

* Electronic signature (chir ky djén ter)
bat ky dang dién tr nao dwoc gan véi tai liéu dién t& nhw la chir ky.

* loT (Internet of Things), Devices )
cac thiét bj c6 san cac két ndi véi Internet dung dé diéu khién, giam sat,
cap nhat théng tin qua mang Internet.

104
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Mot sé thuat ngir thwong gap

. Keylogger . )
phan mém hoac phan crng theo ddi bi mat cac phim bam t ban phim
dé giam sat hanh déng nguwoi dung.

*+ Spam ] ]
viéc Iqm dung céac hé thong tin nhan / thw dién tir dé gc’yi hang loat cac
tin nhan /thw dién t&r ma ngwdi nhan khong mong muén.

* Threat (ngqy co/de doa) ]
mot tinh hudng hoac s kién chi bao kha nang diém yéu cé thé bi khai
thac 1am anh hwéng dén hoat déng cla té chirc, clia ca nhan, cla xa
hoi.

* Vulnerability (diém yéu / 16 hong) ,
mot diém yéu chung hodc cu thé lam cho té chirc hodc cac hé théng
théng tin cé thé bj khai thac gay ra cac nguy co / nguy hiém.

105

Cdc nguy co mat an toan thong tin

Cac ki€u tan cdng phd bién vao ngudi dung:

Dung ma déc: virus, rootkit, botnet, phdn mém chéng virus gid mao, Spyware, ransomware

Thu dién t: phishing, spam, thu gid mao

Giao dich tryc tuyén

Dung ky thuat xa héi, wifi cong cong, ...

DAn du truy cap cac trang web / duong dan khéng an toan

Gan m3 doc (thuwdng la trojan) vao cac phan mém hodc ing dung dé ngudi dung tai vé va cai dat

Xam nhap may tinh, dién thoai chua cap nhat cac ban va 16i hodc bao vé khong dd

Muc dich: trém théng tin cd nhén, tdn céng vao doanh nghiép.

53



24/09/2026

Tai sao can dam bao ATTT cho doanh nghiép

va ca nhan?

* Xu hudng toan cau: BYOD — Bring Your Own Device (Dung thiét bj cla riéng ban)
va BYON - Bring Your Own Network (Dung mang cua riéng ban).

* Xdm nhap — do thdm mang tir cac td chirc, cdc chinh phu; tan cdng mang vao cac

td chirc, doanh nghiép va ca nhan
* Phuong thirc tdn cong: s dung mang internet va cac két néi mang

* Muc tiéu tan cong:
- Di¥ liéu

- Bi mat kinh doanh ctia doanh nghiép

107

Nang cao nhan thirc ATTT cho nguoi dung

An toan khi s&r dung may tinh ca nhén
An toan khi s&r dung thiét bj di dong
An toan khi dung mang khéng day

An toan khi s&r dung thu dién ti

An toan khi s&r dung mang x3a hoi

o Uk wnN e

An toan khi duyét web va giao dich tryc tuyén
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1. An toan khi st dung may tinh ca nhan

? ALY )Y (I 4 ? n n ’ ? ALY
* Ban quyén va l¢i ich cia phan mém cé ban quyén
* 2 loai ban quyén phan mém: ban quyén thwong mai va ban quyén nguén mé
* Loiich s dung phan mém cé ban quyén:
Khong bi cai cdm cac chwong trinh ddc hai => an toan hon
C6 sy hd tro chinh thirc cia nha cung cap: tai liéu, ho trg phat sinh
Puoc gidi thiéu/nang cap/str dung cac tinh ndng méi (mot s6)
Puoc cap nhat cac thong tin va cac ban va cho 16i khdng 6n dinh hodc 16i bdo mat méi phat hién

ApwWwNE

» D& han ché vi pham ban quyén va dam bao an toan:
1. Khéng tai, cai d&t cdc phan mém, &ng dung khéng thuc su can thiét
. Chi tai phan mém tir trang web chinh thirc clia nha cung cap
. St dung tinh nang trial (th&r nghiém) cla nha cung cap dé thir nghiém va xem nhu ciu thyce su
. Khéng str dung cac phan mém bé khéa
. Khéng tai va thi hanh cac trinh tao khéa ban quyén (key generator)

v b W N

1. An toan khi s dung may tinh ca nhan

« Nhi*ng diéu can lam khi r&i khéi chd lam viéc
+ khéa man hinh va khi mé lai phai dung méat khau
+ laptop can phai c6 day khoéa vao ban hodc cat vao ti
« Trwde khi két ndi modt may tinh méi vao Internet
+ Chi két ndi vao cac mang an toan
+ CAu hinh va bat firewall (twdng Itva ciia hé diéu hanh)
+ Cai dat phdn mém chdng virus, chéng ma ddc va cap nhat di liéu méi
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1. An toan khi st* dung may tinh ca nhan

* An toan may tinh:

Cap nhat cac phién ban mai nhét - &t ché do tw ddng cap nhat
Bao vé cac thong tin ca nhan: khéng cho mwon may, khdng cung cap théng tin qua
trang web, email, tin nhan, ...
Bao vé mat khau: tao mat khau manh va gitr chiing an toan
+ Do dai téi thidu 10 ky tw gdm ky tw, sd, ky tw dac biét, chir hoa
+ Khoéng dung tén, tir, ngay thang c6 nghia
+ Khong dung chung mat khdu cho nhiéu tai khoan
. Kr]éng chia §é mat kr]éu qua dién thoai, email, tin nhan
» Neéu phai viéet mat khau dé ghi nhé, phai khoa riéng chung
Thiét 1ap xac thwe 2 thanh phan cho céc tai khoan
G& bd cac phan mém khéng can thiét: cang it phan mém cang it nguy co
Chi cung cép théng tin ca nhan qua cac trang web c¢é ma hoa
Sao lwu cac tap tin

1. An toan khi s dung may tinh ca nhan

D3am bao an toan khi sir dung may tinh ca nhan noi céng cong:

Chi két néi vao cadc mang an toan (https)

CAau hinh va bat firewall (twdng Ira cha hé diéu hanh)

Cai dat phan mém chdng virus, chéng ma ddc va cdp nhat dit liéu mdi

Khéng r&i khéi may va néu tam thoi khdng st dung, chuyén sang ché dé khda
man hinh

Han ché str dung cac théng tin riéng tw hodc théng tin cla doanh nghiép noi cong
cong

Khong luru tai khodn & mat khau nhirng Ian truy cap
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1. An toan khi st dung may tinh ca nhan

Sao lwu va phuc hoi dit liéu:
* S&r dung Backup (sao lvu) va Recovery (khoi phuc) ciia Windows 10
* St dung Backup and Restore clia cac ban Windows trudc

* Nén cd 1 6 dia di ddng dé sao lwu céc tip tin quan trong: phong nglra
sy ¢ dia cirng, may tinh hodc bi m3 hoa

* S&r dung Google Drive, OneDrive, ...
* St dung cac cdng cu tich hgp san trén cac 6 dia di dong

* St dung cdng cu mién phi dé sao lwu di lidu:
https://allwaysync.com/

2. An toan khi s&r dung cac thiét bj di dong

* Cac nguy co khi st dung cac thiét bj di déng
* Ddm bao an toan khi st dung céc thiét bj di ddng

* Xt ly dién thoai khéng con st dung
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2. An toan khi st&r dung cdac thiét bj di dong

Cac nguy co khi str dung céc thiét bi di ddng

* RO ri di¥ liéu Phan mém mién phi thuong chén quang céo ...

* Wi-Fi khdng an toan wifi cdng céng tiém an nhiéu rdi ro.

* Gid mao mang hacker cé thé tao cdc mang "Free Airport Wifi"

* Tan cOng Phishing email hién thi trén dién thoai thwong téi gian

* Phan mém gian diép (spyware) "ban than/déng nghiép/... cai dat lén"
* Mat m3 yéu hodc dung khdng dung cach

* Xtr ly phién khong dung cach

2. An toan khi st&r dung cdac thiét bj di dong

Pam bao an toan khi str dung cac thiét bj di dong:

* Gilr dién thoai trong tdm tay, khi khéng can dung nén dé trong tui
* Thiét 1ap mat khau st dung

* Gilt cho cac ng dung trong dién thoai luén cap nhat méi

* Cai dat irng dung chéng virus va phat hién spyware

* Can trong khi dung cac Wi-Fi cong cong:
* DPam bao mang la hgp phap
+ Khong thuc hién cac hoat dong mua sam, thanh toan, ...
* Chi str dung cac trang web https khi phai mua sam truc tuyén hodc thanh toan ngan hang. Nén dung két ndi
3G/4G cla riéng ca nhan

* Sao lwu dit liéu vao may tinh
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2. An toan khi s&r dung cac thiét bj di dong

Dam bao an toan khi sir dung céc thiét bj di dong:

» Khdng bam vao cac lién két trong email hodc tin nhan

* Chi tai cdc irng dung / phan mém tir nha cung cdp chinh thirc: Apple App Store,
Google Play Store

* Xem xét cdc thiét 1ap két n6i nhu bluetooth va khoa khi khong dung

* Khi mua sam truc tuyén, can than véi cac dé nghi “qud t6t” hodc cac duwong link
kém theo, han ché tra |&i cdc email clia ngwdi ban (dé tranh bi spam hodc

phishing)

2. An toan khi st&r dung cdac thiét bj di dong

X ly dién thoai khéng con sir dung
1. Dung Factory reset hodc Hard reset (tra lai thiét 1ap cia nha san xuét)
2. G& bd SIM, thé nh¢

3. Sau khi reset, hay kiém tra xem cé con Danh ba, nhat ky cudc goi, tin nhan, hinh
anh ca nhan, lich st tim kiém, ....
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2. An toan khi st&r dung cdac thiét bj di dong

* Han ché st dung cac 6 dia di dong USB
* USB drive 1a ngudn lay nhiém I&n nhat virus/ransomeware, ..
 N&u bat budc phai dung thi can phai quét vi rat
« Tat tinh nang auto-run khi cam USB

« (chay gpedit.msc, chon Computer Configuration > Administrative Templates > Windows Components > Autoplay
Policies > Turn off Autoplay = Enableb trén All drives)

3. An toan khi s dung mang khong day (Wifi)

Cac rui ro khi sir dung mang khéng day:

1. Man-in-the-Middle — tdn c6ng trung gian
Tin tdc chdn cac gdéi dit liéu gitra 2 nan nhan va truyén qua chung.

Man-in-the-middle attack

- Original connection
< P

( ( )> Less
Signal Strength
New connection

Man-in-the middle, Phisher, i . =
O annonymous proxy enuine << )) Wi-Fi Node

v computerhope. com Access Point

)
2. Cac mang Wi-Fi gid mao )) &

Gié cac n;lan%[piénﬂphl', mang

khong mat khau dé nguwoi dung WiEiNod

truy cap Attackers Rogue/Dummy i-Fi Node
N Node Access Point
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3. An toan khi s&r dung mang khéng day (Wifi)

L&i khuyén khi sir dung mang khong day:

Mang WiFi cong cdng cé sir dung ma hoa WPA2 la an toan hon, tranh xa cac mang khéng ma hoa
(khéng yéu cau password dang nhap)

Han ché cung cAp thong tin ca nhan, k& ca cac trang web c6 méa hoa https

Hay thoat két néi khi khong diing, khong dat ché do Iwu va tw dong két nbi

Khéng dung chung mat khdu cho cac cac trang web

Lwu y cac canh bao trén trinh duyét cho ngw®i dung nhu trang web gian 1an hodac ma déc

Mét sb (rng dung di ddng hodc phan mém khéng ma hoa dir liéu truyén nhan = khong st dung (rng
dung khi dung WiFi céng cdng. Khi can thiét, dung két néi di¥ liéu 3G/4G cla dién thoai ca nhan

St dung VPN d& ma hoa cac thong tin géi nhan, k& ca tir cac tng dung

T&t ché d6 chia sé trong Control Panel hodc chon ché& dd “Public”

4. An toan khi st dung email

Phong tranh phishing:

* Thu gia Itra dao (Phishing scam) 13 cac thong diép nham Iira nguoi

nhan cung cap théng tin nhay cdm, thwdng gia mao tir ngdn hang

hodc nha cung cap, yéu cau nhap lai mat khau, xac minh thong tin, ....
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Yéu céu xéc thfc: Vui 1ong x4¢ nhan ti khodn cia ban

© Dich vu khdch hang <bounces+4o...

To: O cuongnguyen@ibt.acvn

IEH VU BAO MAT

Xac nhan tai khoan BIDV clia ban

Nhip vda nit bén dudi ad jung dich vy ngdn

Kinh giii Quy khach hiing,
Ngn hang TMCP Dau 14 v Pht tridn Vigt Nam (BIDV) d3 ndng cép
i théng bao mét theo tiéu chudn Smart OTP va tuin thi Nghj dinh
35/2026/ND-CP vé bio vié dif lifu ca nhin v an toan giao dich tryc
tuyén.

1 théng phat hiéin hoat dBng ding nhip bit thuling 1 thiét bi la. D&
dim b an todn cho tai khoan cia Quy khich, vul lng xic nhin quyéin
truy c3p ngay dé trénh t3i khodn bi tam khéa tam this

XAC THY'C TAI KHOAN NGAY

Husng abn xée thie:
Nndp vho nit Xéc thye thi khodn ngay & trén
Bing nhdp bling thng tin 14 khodn BIDV cla ban
Nhdp mb OTP duic il qua SMS halc Ung dyng Smart OTP

Hoan 1t xéc thye o6 bho vé il khodn

Két n8i an toin: Giso dich dugc mA héa thea chufn TLS 1.3, Théng tin tai
khodn cia Quj khich dugc baa mit tuydt d6i

Trén trong cém dn Quy kivich @ tin tding vi déng hanh cing BIDV,

Phong An ninh & Bio mét Théng tin BIDV

0

THONG BAO KHAN CAP - CAN HANH BONG NGAY o &

o © Admin-ibt.ac.vn <aivanova@mail.kiap.ru>

To: O cuongnguyen@ibt.acyn

ibt.ac.vn

Bit ddu tir hdm nay, 5/26/2026 4:38.25 a.m., trang diing nhdp Zimbea Web Client 58 dugre cip nhit nhu mt phin cia
qui rinh ning cp hg théng biko mdt v emal quan trong

4 tranh b{ vt higu héa ngay 1p ke v ngin noira mt quyn truy cép vio ti khodn amai cia ban, ban phdi xéc minh
Vi kich hoat thi knodn cia minh cang s cang 16t

NHAP VAO DAY BE DANG NHAP VA KICH HOAT
Wil Kndng hodn bt xic minh ity cd thé dBin G vib Lam nglmg hodc dinh chi vinh vién dich vu email ca ban

Citm om ban 88 nhanh chang pidl quydt vén b ndy v 88 lya chon Zimbra Web Cl

IoLac.vn © 2026 Dich vu th tin - MO! omad a8 duo gir 64n dia ohi sau:: cuon

Zimbra Administration
Security Services Team

Focused  Other M
Apple on Friday, December 14, 2018 ] (FWD).
Saturday, December 15, 2018 |

Re; [ New-Receipt Purchase ] Thanks for your orders [ Your invoice from

m

[ T

KeyBank Relationship Rewards 2/15/2018 4:30 AM

Nhan, your November statement is Sat 12/15

5,717 points are wating - redeem th Tot s Recent-Purchase-Mai-Phone XS Sicone Case -
9 (PRODUCTIREDHOS3.p3f

Recent:Purchase-Mail (Phone X..
Apple 2703k8
Re; [ New-Receipt Purchase ] Thanks st 12/15

Thursday, December 13, 2018

KeyBank Dear Customer
‘This is your final chance at $5,000! Thu 12/13
There's still time to use an efigible K

[ ¢

Your Apple ID, has just been used to purchase iPhone XS Silicone Case -

(PRODUCTIRED Bucks $39.00 on a computer or a device that not

I el previously been used to make purchases.

KeyBank You may also be receiving this email if you have reset your password

Enjoy faster online checkouts. Wed 1212 since your last purchase.

For faster online checkouts, register

If you did not make this purchase, or believe someone may have

Thursday, December 6, 2018 accessed your account, please find the attached file.
KeyBank Sincerely,
Get twice as many chances at $5,0C 12/6/2013

Use an eligible KeyBank Mastercard ARPIESUERa

4. An toan khi s dung email

GUri va nhan thw dién tlr Email an toan:
+ D&t mat khdu manh, thay ddi thworng xuyén va lwu gitk an toan, khéng chia sé cho nguoi

khac

* Khdong mé cac tap tin dinh kém hoac céc lién két trong mail tir nhirng ngwdi khéng quen

» Khi dung webmail, dang thoat (log out) khi st dung xong

+ Khong tra | thw rac, can than khi dat ché do tw dong tra Ioi

+ Khoéng chia sé théng tin ca nhan qua email

+ Cén than v&i cac email gid mao ngan hang hodc mang xa hoi yéu cau thay dbi théng tin

+ Nén c6 nhiéu email cho cac muc dich khac nhau: céng viéc, mua hang/giao dich tryc

tuyén, lwot web, ..
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4. An toan khi s dung email

P6i phé véi thu dién tlir Email gid mao, phishing:

+ Dirng tin vao tén nguoi gdi dwoc hién thi

+ Chi xem ch(+ dlrng badm — di chuét trén dwérng link d& xem dia chi thuc
+ Kiém tra 16i chinh ta, cach st dung ngén ngi

+ Xem I&i chao co dung tén cta ban khéng?

+ Cén than véi nhirtng email yéu cau thuc hién khan cap

+ Xem ch¥ ky bén dwdi

+ Dirng bam vao tap tin dinh kém

+ Dirng tin vao tiéu dé (header)

+ Birng tin vao nhirng ndi dung ban da xem

» D& kiém tra email header, chép header vao cac trang nhu
http://mxtoolbox.com/EmailHeaders.aspx hodc https://www.whatismyip.com/email-header-analyzer/

5. An toan khi s&r dung mang xa hoi

Cac rui ro khi str dung mang xa hoi:

* Mang x3 hdi la mang két néi, khuyén khich moi ngudi cung cap nhiéu théng tin va
k&t néi v&i nhau. Lei ich két néi — thdng tin ciia mang x3a hdi la rat I&n.

* M6t s6 nguy co, rui ro trén mang xa hoi:
+ Ai cling cé thé tham gia va tao tai khoadn trén cac mang xa hoi
+ Khéng biét dang giao tiép vdi ngudi dung that / gid mao
+ Thong tin trén mang do ngudi dung ty dua 1én, khéng qua kiém chirng
+ Cac ké tan cong mang dé dang khai thac thong tin va cé thé tan cdng dong thoi
nhiéu nan nhan
+ Thong tin cd nhan va cac quan hé ca nhan ¢ thé bj phd bién, khai thac khéng
kiém sodt dugc, cd thdng tin dung va thong tin khéng dung
+ Cac phat biéu cd nhan cé thé khdng phu hop véi cdng déng
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5. An toan khi s&r dung mang xa hoi

Dién hinh: Khai thac di* liéu nguwdi dung trén Facebook

* Congty Cambridge Analytica dd mua dit liéu tir Aleksandr Kogan, giang vién Dai
hoc Cambridge

« Kogan thu thap théng tin dwa trén ng dung thisisyourdigitallife. 'ng dung
nay doi héi nguwdi dung dang nhép tai khoan Facebook cling nhw yéu cau
quyeén truy cap ho so, vi tri ctia ho;

- D@ liéu nay d3 tirng dwoc mot cong ty thir ba str dung dé tao ndi dung
quang céo Gng hd Donald Trump trong cudc bau ctr Téng théng My ndm
2016

* Sau khi sy viéc dugc cdng bd, gia c6 phiéu Facebook cling lao d6c 7% trong phién
giao dich ngay 19/3/2018, khién Zuckerberg mat 5 ty USD.

5. An toan khi s&r dung mang xa hoi

Han ché ri ro va an toan hon khi str dung mang x3 héi:
* Khéng nén cung cap théng tin chi tiét vé cd nhan, gia dinh

* Gidi han luvgng thdong tin ma ban dang, han ché cac thong tin nhu dia chi, dudng di, lich
trinh, ... Khong cap nhat hoat dong hang gio, hang phut len mang

* Lwu y rang Internet 1a ngudn thong tin cong cong, khi d3 gdi thi khdng thé rut lai

. Cé’r) than va&i ngudi la, lién lac vai nhitng ngudi trong danh ba, khéng két ban vai ngudi
khoéng quen biét

* Ludn dat cu héi va hoai nghi vai moi théng tin, khdng tra |&i cdc cdu hdi thdm do
* Xem xét va kiém tra cac thiét |ap riéng tw cla cé nhan

* Canh gidc vdi cac rng dung clia cac bén tha ba

* S dung mat khdu manh va thuwdng xuyén thay d6i mat khau

* Cap nhat cic phdn mém, trinh duyét web, trinh chéng virus mdi nhat.
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5. An toan khi st dung mang xa hoi

Han ché rui ro va an toan hon khi st dung mang x3a hoi:

* Xac minh lai néu nhan duoc tap tin tir ban bé trén MXH gdi, phong tranh ma doc

va cac chuong trinh déc hai

 Khéng nén hodc can trong khi bAm vao céc dudng link lién két trong cac bai viét
trén MXH

* Can nhd s6 dién thoai, email ddng ky MXH dé khéi phuc lai tai khoan, mat khau
khi can

* Can nhac truwdc khi ddng hinh anh.

6. An toan duyét web & giao djch truc tuyén

Cac nguy co' mat ATTT khi truy cdp web va thuc hién cac giao dich truc
tuyén:

Kha nang truy cap vao céc trang web cé y do xau: danh cdp thong tin, phan tan ma doc /
m3 doc ma héa téng tién hodc cac trang web gid mao 13 rat cao.

* Cdac nguy co khi truy cap web:
+ May khong cai dat cac cong cu bao vé
+ Hé diéu hanh va cdc &ng dung khéng dugc cap nhat

* 3 cach ph6 bién ma céc ké tan cdng cé thé lgi dung:
+ Tao trang web va email Iira d3o cho céc clra hang gia mao, cac té chirc tir thién —
guyén gop sau thién tai, ...
+ Khai thac cac giao dich khdng an toan, vi du khong ma hod dé chan Iay thong tin
+ Nham dén cac diém y&u/Io héng trén may tinh cha ca nhan, cac hé théng cta doanh
nghiép dé khai thac thong tin, co s& dit liéu, ...
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6. An toan duyét web & giao dich truc tuyén

Céc nguy co mat ATTT khi truy cap web va thuc hién cac giao dich
trwe tuyén:

* Cac nguy co doc hai truc tuyén:
+ Trang web doc hai
+ Co cac kich ban (script) doc hai
+ C6 cac script dé tai cac chuwong trinh déc hai, va thi hanh dé trom dit liéu tir cac
giao dich ngan hang truc tuyén va cac tai khoan mang xa héi, hoac théng tin dang
nhap
+ Tai cac trojan vé may
+ Bj khai thac cac 16 héng ma cac phan mém bao vé khéng phat hién dugc
+ C4c phan mém quang cdo: thudng di kém véi phan mém mién phi hodc phan
mém chia sé (shareware).

6. An toan duyét web & giao dich truc tuyén

Thiét 13p ché d6 an toan trén trinh duyét web Chrome:

* Google Chrome: thiét |ap trong Advanced Settings
+ Cho phép bao vé phishing va ma doc (phishing and malware
protection): trong phan Privacy
+ Tat tim ki€ém tirc thoi (instant search) dé tranh gd&i nhirng gi ban gb
duwoc chuyén dén cho Google
+ Khéng déng bé (sync) dé tranh ddng bd tai khodn email véi Chrome,
ngan cac thdng tin cd nhan nhw mat khau, dir liéu tu dién, cdc tham
khao ... duoc lru trén cdc mdy ch cia Google. Néu can thyc hién
déng bd, can chon “Encrypted all synced data” va tao mét khda cho
viéc ma hoa.
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6. An toan duyét web & giao dich truc tuyén

Thiét 13p ché dd an toan trén trinh duyét web Chrome:

* Google Chrome: thiét Iap trong Advanced Settings
;Thlet l4p cdu hinh cdc ndi dung: chon “content settings” trong “Privacy” va thuc
ién:
- Cookies: chon “Keep local data only until | quit my browser” va “Block third-
garty cookies and site data” dé dam bao cookie s& bj x6a khi thoat Chrome va céc
én quang cdo khong thé theo ddi ban bang cach dliing cac cookie clia cac bén
thir ba
- JavaScript: chon “Do not allow any site to run JavaScrig t”
- Pop-ups: chon “Do not allow any site to show pop-ups”
- Location: chon ‘Do not allow any site to track my physical location”
+ Thiét 1ap cdu hinh mat khau va céc khudn dang: tat ty dong dién (autoflgy va tat
“Offer to save passwords | enter on the web” tron phan “Passwords and forms”
Viéc nay giup ngan Chrome Iwu théng tin dang nhap, mat khau va céc thong tin
nhay cam khdc.

6. An toan duyét web & giao dich truc tuyén

Nhan biét trang web an toan:

* Ludn kiém tra URL can than dé khong bi chuyén hudéng hodc truy cap
vao cdc trang gia mao, nhat |13 cac lién két trong email hodc khi bam
vao céc lién két trong cac quang cdo. Day |a cach phat hién moét trang
gid hay con goi la phishing website, gid mao gan gidng cac trang web
noi tiéng dé thu thap thdng tin dang nhap cda ban.

Nhiéu tredng hop gid mao cé thé biét dwoc ngay nhu trong vi du &
trang sau nhung nhiéu truong hgp khé nhan biét néu ké gia mao
dang ky tén mién gan giong, vi du www.face-book.com

< C &8 & wwwiacebook.com
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6. An toan duyét web & giao dich truc tuyén

# Fake Facebook Login page ' PayPal
Facebook helps you connect and share with Sign Up
the people in your life. 1ts free and always will b Connection:
Dffernent URL 2
¥ [
Forgity e ackdiess or pesswo
[ = signUp

Trang web gid mao c6 chirng chi

6. An toan duyét web & giao djch truc tuyén

Nhirng diéu can nhé khi duyét web va giao dich truwc tuyén:

1. Ludn st dung phan mém diét virus c6 kha ndng phat hién phishing, spyware dé danh
cap théng tin nhay cam cda ban

2. Tranh dung cdc mang Wi-Fi cong cong

Néu phai dung Wi-Fi cdng cdng, hay thiét 1ap mot kénh VPN riéng gitta may tinh va
Internet dé ngan hacker trom théng tin

Dam bdo rang may tinh hodc dién thoai d3 duoc cap nhat mdi nhat cho hé diéu hanh
Thay d6i mat khau thudng xuyén va ddm bao dung méat khau manh
Dang ky va st dung dich vu théng béo giao dich cla tai khoan trén dién thoai

w

Tranh dang nhap tai khodn ngan hang truc tuyén qua email
Khéng dung mady tinh céng cdng dé dang nhap ngan hang truc tuyén.

© N0k
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6. An toan duyét web & giao dich truc tuyén

B& sung an toan cho thanh todan truc tuyén:

1. Kiém tra ki ngudi ban la ai, ghi lai thong tin nhu dia chi thuc té, s6 dién thoai, dia chi
email, nguoi lién lac

2. Kié’r;; It(a xem trang web cé hop phap khéng: kiém tra tén mién, kiém tra 6 khéa mau
xanh la

C | & Secure | https;//bidvsmartbanking.vn

Apps English Security Him ba ling Music FPT Program G

BIDV SmartBanking ©)

Ung dyng ngan hang théng min

1

r—
‘ | Login / OTP " ‘ Web \,_' Application
v s 2 P i C
3. Néu sl dung USB Token dé el |

thanh toan: gitt gin tranh bi mat, /@ |
khong 16 ma, dam bao an toan ore sldate

trudc khi nhap ma &
‘\/ OTP Transfer G"’?:'f‘"’

6. An toan duyét web & giao dich truc tuyén

Khai niém co’ ban vé Social Engineering:

* Trong Igié’qjcé'n cong social engineering (ky thuat xa hoi), ké té;n cong dung cac ky
nang xa héi twang tac véi doi twong dé co hodc xam nhap théng tin vé to chirc
hoac cac hé thong may tinh cua to chirc.

* Ké tan cong thuong khiém ton, cé vé déng kinh, tu x,u'nilé mot nhan vién mdi,
nguai sira chita hoac nha nghién ciru, c6 thé cung cap thong tin dé xac thue.,
Bang cach dat cac cau hoi, nguoi do coé thé thu thé(f du cac thong tin can thiét dé
xam nhap mang cla t6 chirc. Néu thu thap khong dd thong tin tir 1 ngudn, ho cé
thé lién hé vai mot nguon khdac trong to chirc va cung cap théng tin tw ngudn dau
tién dé tang sy tin nhiém.

* Phishing la mét dang cua Social engineering, s dung email hodc cac trang web
do6c hai dé 1ay thong tin ca nhan qua viéc dong gia la to chirc dang tin cay.

* Cac tan cong lra ddo phishing cling thudng gia dang cac t6 chire tir thién, dua
vao cdac sy kién trong nam nhu thién tai, bau c, ngay e, ...
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6. An toan duyét web & giao dich truc tuyén

Nhirng hinh thirc tan cdng Social Engineering phd bién:

5 loai t4n cong phé bién nhat:

1. Ltra ddo — Phishing tao cdm giac so hai, khan cap dé Iva
2. MOéi — Baiting Pwa ra loi ich, gidi thwéng, qua dé Iva

3. Vat bdi thuwong - Quid Pro Quo dé nghi trao ddi co loii
4

. Dai 16t ngudi khac — Pretexting Gia danh céng an, sép, nguoi
than, ban bé ...

5. Cong — PiggyBacking Di nh& thé thang may, van phong, ....

Nang cao nhan thic ATTT cho nguo61 dung

An toan khi s&t dung may tinh ca nhan
An toan khi s&r dung thiét bj di dong
An toan khi dung mang khéng day

An toan khi s&r dung thu dién tu

An toan khi s&r dung mang xa hoi

o Uk wnN e

An toan khi duyét web va giao dich tryc tuyén
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Xin cam on!
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