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RO ¢ Ludt An toan théng tin mang sé 86/2015/0QH13;
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Crincan | x Gancle Nghj dinh s6 01/2022/ND-CP duwge sira doi, b6 sung boi Nghi dink

PCT 1T LAQuanp U3/PUZSYND-CP cua Chinh phu quy dinh chirc nang, nhiém vu, quyén han va

PCTV.T.PhUNG piy ey té chike ctia B Quéc phong;
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PCT N.M.Hing an cjr Nghi dinh 56 09/2014/ND-CP cua Chinh phu quy dinh chire nang,
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CVPHVThc | X (dn cft Nghi dinh s6 22/2026/ND-CP cua Chinh phu quy dinh chi tiét mot
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so-didu—~vér|bién phap dé t6 chike, heéng dan thi hanh Lugt Tiéu chuan va quy

PCVP T.V.Thién"

PCVP N.T.HUng¥¢ iuﬁﬂ k? Thudat,;

PCVP P.A.Tuan » 2 . . : , .
PCVP P.H.Hoang Theodle nghi cua Truong ban Ban Co yéu Chinh phu,

EC\I\/K/;Q gg”g Bé tryong Bo Qudc phong ban hanh Thong tu ban hanh, sia doi Quy chudn
pNe Ky gmatqioc gia va Danh muc tiéu chuan ky thuat mat ma dp dung bat buée
P.NN&MT  titong [inh Ywe mdt md dan sue.
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PTH Pidw 1. Ban hanh kém theo Thong tu nay gom:

E' \g&CT }-OQuy chuén k¥ thuat quoc gia vé ma hoa dir liéu sir dung trong linh vie

Ban Tcop___ngan pang|(QCVN 4:2026/BQP) kem theo Thong tu nay thay thé Quy chuin

P. HC-QT v thyat quoc gia vé ma hoa dir lidu sir dung trong linh vuc ngan hang (QCVN

TTPVHCCTP [
e e B P} ban hanh kem theo Thong tu s0 161/2016/TT-BQP ngay 21 thang

Cong TToTTP 10 nam 20J16 cua B truong Bo Qudc phong;

2. Danh muc tiéu chuan k¥ thuat mat ma ap dung bit budc cho mé-dun an
toan phan cimg trong hoat dong d inh danh va xac thuc dién tr tai Phy luc ban
hanh kém theo Thﬂng tu nay thay thé Danh muc tiéu chuan ky thuat mat ma ap
dung bit budc cho mé-dun an toan phén cing trong hoat dong dinh danh va xac
thuc dign tr tai Phy luc ban hanh kém theo Thong tu s6 87/2024/TT-BQP ngay
26 thang 10 nam 2024 cua Bo truong Bo Quoée phong;

Piéu 2. Stra doi kém theo Thong tur nay gdm:

1. Sira déi, bd sung mét s6 ndi dung ctia Quy chuan ky thudt quoc gia vé
dic tinh k¥ thudt mat ma su dung trong cac san pham mat ma dan sy thugc
nhom san phdm bao mat dir lidu luu giir ban hanh kém theo Thong tu 50
96/2023/TT-BQP ngay 29 thang 11 ndm 2023 cua B¢ truong Bo Québc phong
(Stra doi 1:2026 QCVN 15:2023/BQP kém theo Thong tu nay);
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2. Stra ddi, bd sung mét s6 ndi dung cua Quy chuén k¥ thuat quoc gia ve
dac tinh ky thudt mdt méa su dung trong cac san pham mat ma dan sy thudc
nhém san pham bao mat ludng IP sir dung cong nghé IPsec va TLS ban hanh
kém theo Thong tu so 23/2022/TT-BQP ngay 04 thing 4 nam 2022 cua B
truong Bé Quoc phong (Sta doi 1:2026 QCVN 12:2022/BQP kem theo
Théng tu nay).

Piéu 3. Hiéu lwe thi hanh

. Thong tu nay c6 hiéu luc thi hanh ké tir ngay 06 thang 3 nam 2026.

2. Quy chuan ky thuét qudc gia vé ma héa dir liéu sir dung trong linh vire
ngan hang (QCVN 4:2016/BQP) ban hanh kém theo Thong tu SO
161/2016/TT-BQP ngay 21 thang 10 ndm 2016 cua Bg truong B Qudc phong
va Danh myc tiéu chuén k¥ thuat mat ma ap dung bét bude cho mé-dun an toan
phin cing trong hoat dong dinh danh va xdc thyc dién tir ban hanh kém theo

Théng tu so6 87/2024/TT-BQP ngay 26 thang 10 nam 2024 cua B truong Bo
Qudc phong hét hiéu luc ké tir ngay Théng tu nay cd higu luc.

Piéu 4. To chire thue hién _—
1. Truéng ban Ban Co yéu Chinh phi ¢6 trach nhiém theo ddi, huéng dan, f,L:
kiém tra, don doc viéc thuc hién Thong tu nay. 7 <4
-2 Tha trudng cac co quan, don vi, ca nhan co lién quan chiu trach nhi¢m i{{;:
thi hanh Thong tu nay./.Jg NG <
Noi nhin: kK T. BO TRUUNG e

- Cac bg, co quan ngang bg, co quan thuge Chinh phu;
- UBND cic tinh, thanh phé tric thude Trung wong;

- Ple Bd trudmg (dé bdo cdo);

- Ban Co yéu Chinh phu;

- Céic Cue: Phap ché/BQP; Co yéu/BTTM,

Tiéu chudn - Po ludmg - Chit lugng/BTTM;

- Luu: VT, NCTH. LTr60.

Pai twéng Nguyén Tan Cwong
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Lo néi diu

QCVN 4:2026/BQP do Ban Co yéu Chinh phu bién soan, Ban Co yéu Chinh ph trinh duyét, B§
Khoa hoc va Céng nghé thim dinh, B§ truéng B Quéc phong ban hanh theo kém Théng tu
s6 07/2026/TT-BQP ngay 20 thang 01 nim 2026.

QCVN 4:2026/BQP thay thé QCVN 4:2016/BQP Quy chudn k¥ thuit quoc gia md hoa dir liu sir
dung trong linh virc ngdn hang ban hanh kém theo Thong tu s6 161/2016/TT-BQP ngay 21/10/2016
ciia Bo trudng Bo Quoc phong ban hinh Quy chudn k¥ thuit quic gia vé mit ma din sy sir dung
trong linh virc ngén hang,
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QUY CHUAN KY THUAT QUOC GIA VE MA HOA DU LIEU SU DUNG
TRONG LINH VU'C NGAN HANG

National technical regulation on data encryption used in banking

1 QUY PINH CHUNG

1.1 Pham vi diéu chinh

Quy chuin ky thuit qudc gia ndy quy dinh mirc gii han céc dic tinh k¥ thuit mit ma cua
cic thudt toan ma hoéa dir liéu ding trong cac san phfirn, dich vu mit ma dan sy sir dung trong linh
vire ngan hing.

1.2 Pbi twgng dp dung

Quy chuan ndy ap dung d6i vai cic td chire kinh doanh, sir dung san pham, dich vu mit ma

dan syr trong linh vye ngén hiang.

1.3 Tai li¢u vi¢n din

Céc tai liu vién din sau 1a cin thiét cho viée ap dung quy chuin nay. Truong hop cdc tai liéu
vién dan dugc sira doi, bo sung hodic thay thé thi ap dung phién ban mdi nhét.

TCVN 14263:2024 “Céng nghé thong tin - Kv thudt an toan - Thudt toan ma khéi MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Céong nghé thong tin - Cac ky thuat an toan -
Thudt toan mat mé - Phan 3: Ma khoi”,

TCVN 12213:2018 (ISO/IEC 10116:2017) “Cong nghé thong tin - Cac ky thuat an toan -
Ché dé hoat dgng cua ma khoi n-bit .

[RFC 7801]): “GOST R 34.12-20135: Block Cipher "Kuznyechik™, Internet Engineering Task
Force (IETF), March 2016.

1.4 Giai thich tir ngir

Trong quy chuin nay, cic tir ngir dudi diy duge hiéu nhur sau:

1.4.1. Thong tin khong thujc pham vi bi mit nha nwéc

La thong tin khdong thudc ndi dung tin “tuyét mat”, “t6i mat” va “mat” duge quy dinh tai
Ludt Bao v¢ bi mat nha nuwde ngay 15 thang 11 nam 2018.

1.4.2. Mét mi

La nhiing quy tic, quy wée riéng ding dé thay dbi hinh thirc biéu hi¢n théng tin nhim bio

dam bi mdt, xac thyc, toan ven cta ndi dung thong tin,
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1.4.3. Miit ma dén sy

La k¥ thudt mat mi va san phAm mat md duge sir dung dé bao mét hofic xéc thyc doi voi

théng tin khong thude pham vi bi mét nha nudc.
1.4.4. Sin phim mit mi dén sw

L céc tai lidu, trang thiét bi k¥ thudt va nghiép vy mét ma dé bio vé thong tin khong thude

pham vi bi mit nha nudc.
1.4.5. Ky thuit mit mi
La phuong phap, phuong tién co (mg dung mat ma dé bao vé thong tin.
1.4.6. Ma héa
La qué trinh diing k¥ thudt mdt ma dé thay déi hinh thirc biéu hién thong tin,
1.4.7. Gidi ma
La phép bién dbi nguge clia qua trinh ma hoa twong tmg.
1.4.8. Mi khoi

Hé mit dbi ximg véi tinh chét 1a thuat toan ma hoa thao tic trén mét khdi cia ban rd, nghia

I trén mot xiu bit c6 do dai xédc dinh, két qua cho ra mt khoi ctia ban ma.
1.4.9. Ma dong

Hé mit déi x(mg véi tinh chét 1a thuat toan ma hoa bao gém t6 hop mot diy cac ky tu cia
ban rd véi day cac ky tu cia khoa dong, méi lan mét ky tw, sir dung mdt him kha nghich.

1.4.10. Khoa
La ddy ky tw diéu khién hoat dong cua bién ddi mat ma.
1.4.11. Khéa dong

La diy cac k¥ tw gia ngdu nhién bi mat, dugce sir dung bdi cic thudt todn ma hoa va giai ma

cua mi dong.
1.4.12. Mét ma doi ximg

L& mét ma trong d6 khoa duge sit dung cho céc phép ma hoa, giai ma la tring nhau hodc dé

dang tinh todn duge khéa ma hoéa khi biét khoa giai mi va ngwoc lai.

1.5 Chir viét tit

Chir viét tit Tén tiéng Anh Tén tiéng Viét
AES Advanced Encryption Standard Tiéu chudn mi hoa tién tién
CBC Cipher Block Chaining Mode Ché 46 méc xich khdi ma
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CCM Counter with Cipher Block Chaining  Ché d9 bd dém véi xdc thye thong béo

Message Authentication Code
CFB Cipher Feedback Mode
CTR Counter Mode
FIPS Federal Information Processing
Standards

FIPS PUB Federal Information Processing

Standards Publication

kiéu CBC

Ché d phan hdi ban ma

Ché d¢ bd dém

Tiéu chudn xir 1y théng tin lién bang
(Hoa Ky)

Cbng bd tiéu chudn xir 1 thong tin lién
bang (Hoa Ky)

GCM Galois/Counter Mode Ché d6 bo dém Galois

GOST Gosudarstvennyy Standart Tiéu chuén quc gia Lién bang Nga

KW Key Wrap Boc khoa

KWP Key Wrap with Padding Boc khoa vai dém dir licu

MGM Multilinear Galois Mode Ché dd Galois da tuyén tinh

MKV M khéi Viét Nam

NIST National Institute of Standards and  Vién Tiéu chudn va Ky thuit quoc gia

Technology (Hoa Ky)

OFB Output Feedback Mode Ché do phan héi dau ra

QCVN Quy chuin qubc gia Viét Nam

RFC Request for Comments Dic ta k¥ thuit do t6 chire TETF (Internet
Engineering Task Force) cong bo

SP Special Publication An phim dic biét (Vién Tiéu chudn va
K thuit qubc gia Hoa K¥)

TCVN Tiéu chuén quéc gia

XTS XEX-based tweaked-codebook mode  Ché d¢ ma khéi XTS

with ciphertext stealing

2 QUY PINH KY THUAT

Cac san phim mdt mi dan sy sir dung trong linh vire ngén hang tudn tha cac quy dinh vé

thudit todn ma hoa doéi Xirng sau:



2.1 Quy djnh vé thuit toin mit ma

Sir dung thudt toan trong danh sich sau:
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Bing 1 - Danh muc thuit toin mi héa ddi xirng dwgee phép sir dung

STT Thuit todin Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
[GOST R 34.12-2015]
3 Kuznyechik
[RFC 7801]

2.2 Quy dinh vé dic tinh k¥ thudit va thi gian sir dung

Viée sir dung thudt toan ma hoa dbi xtmg phai tuan thu cac quy dinh sau:

Bing 2 — Quy dinh vé dic tinh ki thuit va thoi gian 4p dung dbi véi thuit todn ma hoa

ddi ximg
Kich thudc khéa 3 Sur dung
STT | Thuit todn Cic ché dj cho phép sir dung .
theo bit dén nim
128 2028
XTS, CTR, CCM, GCM, KW, KWP
| MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 2028
XTS, CTR, CCM, GCM, KW, KWP
2 AES 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
XTS, CTR, MGM 2030
3 | Kuznyechik 256 ;
CBC (chi dé giai ma) 2028
CHU THICH:
DG véi thudt todn MKV, d dai tham sd, céc chu trinh tao khoa, b tham s6 cu thé trong quy chuin nay
dp dyung theo TCVN 14263:2024.
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Péi vai thuit toan AES, dd dai tham sb, cu tric thudt toan va cic chu trinh tao khéa trong quy chuin ndy
4p dung theo TCVN 11367-3:2016.

P&i véi thuiit toan Kuznyechik, dd dii tham sd, cic chu trinh tao khoa, bj tham s cu thé trong quy chuiin
ndy dp dung theo GOST R 34.12-2015 (RFC 7801).

Cic ché 46 hoat dong ciia mi khoi trong quy chuéin nay dp dung theo TCVN 12213:2018, SP 800-38C,
SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.

2.3 Quy dinh vé an toan trong sir dung

— Trong boc khoa bing thuit toan ma hoa déi ximg phai sir dung mét trong cic ché d¢ sau:
KW, KWP, CCM, GCM.

— Cac khoa mét ma chi duge sir dung cho mdt muc dich, khong duge phép sir dung chung
khoa dé md hoa khoa va ma hoa dir liu.

— Péi vi ché 4§ CBC, chi duge phép sir dung dé giai ma dir ligu cii, khong ding dé ma hoa

dir liéu méi.

3 QUY PINH VE QUAN LY
3.1 Céc mirc gidi han cua dic tinh k¥ thudt mét ma quy dinh tai quy chuén nay la céc chi tiéu

an toan phuc vy quan ly theo quy dinh vé quan 1y chat lugng san pham, dich vy mit mé dén sy,

3.2 Cong bd hgp quy, chimg nhin hop quy, kiém tra chét lugng san phim theo Théng tu so
28/2012/TT-BKHCN ngay 12/12/2012 ciia B khoa hoc va Cong nghé quy dinh vé cong bé hop
chudn, cong bd hop quy va phuong thire danh gia sy phii hgp va Théng tr s6 02/2017/TT-BKHCN
ngay 31/3/2017 cia B§ khoa hoc va Cong nghé sira d6i, b6 sung mot so diéu ctia Thong tu s
28/2012/TT-BKHCN ngay 12/12/2012 véi tiéu chuin, quy chuin k¥ thudt, trong quy chudn nay
duoe thye hién theo phuong thire 1; Quan 1y cong bd hop quy dya trén két qua chimg nhén cua t6
chire chimg nhan dugc chi dinh theo quy dinh cta phap ludt.

3.3 Diu hop quy duge sir dung true tiép trén san phim hodc trén bao goi hodc trén nhan gin

trén san phim hoiic trong chimg chi chét lugng, tai ligu ky thuat cia san pham.

3.4 Ban Co yéu Chinh phil xem xét thira nhiin két qua danh gia sy phi hop do t6 chire danh
gi sy phit hop nude ngoai thye hién d6i véi cic san phim mét ma dén sy thude trdch nhiém quan
1% theo quy dinh.

4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cyc Quan |y mét ma din sw va Kiém dinh san phim mit mé - Ban Co yéu Chinh phi la

co quan tiép nhin cdng bd hop quy, kiém tra nha nude vé chat lugng san pham mét ma dén sw.

7
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4.2 Céc t6 chirc sir dung san phﬁm, dich vy mat mi dén sy ¢é trich nhiém dam bao tuin thu
quy chuin nay va chju sy kiém tra cia co quan quan 1y nha nude theo céc quy dinh ciia phap ludt
hién hanh.

4.3 Cac to chire co hoat dong san xudt, kinh doanh sin pham, dich vu mat ma dén sir thude pham
vi diéu chinh ciia quy chuin nay ¢6 trich nhiém thye hién cac quy dinh vé chimg nhén, cong bd hop
quy v chju sy kiém tra clia co quan quan 1y nha nuée theo cdc quy dinh cua phép ludt hién hanh.

5 TO CHU'C THU'C HIEN

5.1 Ban Co yéu Chinh phu gitp B§ truémg B Qudc phong ra soat, stra d6i, bd sung hoiic
ban hanh thay thé quy chuin nay dé dam bao phu hop véi thure tién va dap tmg yéu ciu quan ly.

5.2 Cuc Quan Iy mat ma din sy va Kiém dinh san phim mét ma - Ban Co yéu Chinh phii ¢6
trach nhiém huéng dan, td chirc trién khai quan Iy k¥ thudt mat ma theo quy chuén nay.

5.3 Thanh tra, ki¢m tra san pham, dich vy méat ma dén sw duoc co quan quan 1§ nha nuée c6

thim quyén tién hanh dinh k¥ hang nim hodc dt xuit.

5.4 Trong truong hop cdc vin ban quy pham phap luét quy dinh tai quy chuin kv thuat nay
¢6 sy thay doi, bd sung hodic duge thay thé thi thyc hi¢n theo cic vin ban méi. Trong truong hop
ciic tiéu chudn duge vién din trong quy chudin nay cé su thay ddi, b6 sung, thay thé thi thuc hién
theo hudng din cia Bé Quéc phong./.
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PHU LUC

DANH MUC TIEU CHUAN KY THUAT MAT MA AP DUNG BAT BUQC CHO MO-DUN AN TOAN
PHAN ﬁ.c.zﬂ TRONG HOAT PONG DPINH DANH VA XAC THU'C PIEN 1—,C.
(Kém theo Thong tu s6 07/2026/TT-BQP ngay 20 thang 01 nam 2026 cua Bo truong B Quéc phong)

I. Quy dinh Danh muc tiéu chuan ky thuit mit ma dp dung bit budc cho mé-dun an toan phiin cirng trong hoat
dong dinh danh va xaic thye dién twr

STT

Loai

tiéu chuin

Quy dinh dp dung

Tiéu chuin vé dic tinh

Mat ma doi

hoat dong

ximg va ché do

Ky hiéu .
e Tén ddy dii ciia tiéu chudn
tiéu chuin
kv thuit mat ma
Cong ngh¢ thong tin - Ky thudt
.H.Mwmﬂ%mam 4 an toan - Thuat toan ma khoi
' MKV.
Tt 307 | Cong nghé thong tin - Cic ky
:‘mO NEC thudt an toan - Thudt toan mét
18033-3:2010) ma - Phan 3: Ma khdi.
TCVN : i do
12213:2018 Cong ngh¢ thong tin — Cac ky
(ISO/EC thudt an toan — Che d¢ hoat dong
1a ma khoi n-bit t CNTT.
10116:2017). ctia ma khoi n-bit trong
GOST R 34.12-2015: Block
e Cipher "Kuznyechik"
Multilinear Galois Mode
RFC 9058 (MGM)

- Ap dung it nhat mot trong hai tiéu chuin
TCVN 14263:2024, TCVN 11367-3:2016
(ISO/IEC 18033-3:2010) va it nhit mot trong
ba tiéu chudn vé ché d6 hoat dong ctia ma khdi.
- St dung mqt trong cac thuat toan MKV,
AES, Kuznyechik.

- Péi v6i thudt toan MKV:

+ Sir dung khoa c¢6 kich thude 1a 128 bit, 192
bit hoac 256 bit; ‘

+ Sir dung mot trong cac ché do: CFB, OFB,
GCM, CCM, CTR, XTS.

- D6i v6i thuit toan AES:

+ Str dung khoa cdé kich thudce la 128 bit, 192
bit hodc 256 bit; )

+ Sir dung m¢t trong cac ché do: CFB, OFB,

GCM, CCM, CTR, XTS.




Loai Ky¥ hiéu o L T
STT . i ) i Tén diy di cia tiéu chuin Quy dinh ap dung
tiéu chuan tiéu chuan
An toan thong tin - Ma héa co sir | - Doi véi thudt toan Kuznyechik:
ISO/IEC dung xac thuc (Information |+ Sir dung khoa co kich thudc la 256 bit;
19772:2020 security - Authenticated | + Sir dung m{t trong cac ché do: CFB, OFB,
encryption) MGM, CTR.
Recommendation for Block
NIST Special | Cipher Modes of Operation: The
Publication XTS-AES Mode for
800-38E Confidentiality on  Storage
Devices
Cong nghé thong tin — Cac k¥ | Ap dung mdt trong cac thut toan mat ma sau:
TCVN 11367- | thuft an toan — Thuét todn mat | _p&: st ihuat todn RSA:
2:2016 H.Nmnm Phin 2: Mat ma phi doi 42048 < nlen < 3072
+ Ap dung lugc do RSAES-OAEP dé ma hoa
PKCS #1 RSA C it [ EBARSARIS S,
s YpicErRphy e Péi véi thuit toin ECDSA, ECDH va
?‘_-wn ma _um.: doi ECIES:
2 |mog chir ky +250 < nlen < 384
. + }ﬁ dung ECDH dé phan phdi khoa, ECDSA
ANSI  X9.62- | Public Key Cryptography for | 43 ky va ECIES dé ma hoa dir liéu.
2005 the Financial Services Industry:

The Elliptic Curve Digital
Signature Algorithm (ECDSA)

- Ddi vai thuit toan FFDH:

+2048 <L <3072,

+256 <N <384,

+ Ap dung FFDH dé phin phéi khoa.




Loai Ky hiéu r ;
STT . 5 . 5 Tén day du cua tiéu chuan Quy dinh ap dung
tiéu chuan tiéu chuan
TCYN 11816- Cong =m.?w, thong tin - Céac ky | Sir dung mot trong cac thudt toan sau:
32017 thut an toan - Ham bam - Phin | SHA-256, SHA-384, SHA-512-256, SHA-512,
. 3: Haim bam chuyén dung SHA3-256, SHA3-384, SHA3-512, GOST R
3 | Thust to4n bim SHA-3 Standard: Permutation - | 34.11-2012.
: FIPS PUB 202 | Based Hash and Extendable -
Output Functions
RFC 6986 QOmH R 34.11-2012: Hash
Function
Coéng nghé thong tin - Cac ky | St dung mdt trong cac thuat toan sau:
TCVN  11495- thuat an toan - Ma xac thuc HMAC-SHA-256-128, HMAC-SHA-256,
12016 thong di¢p (MAC) - Phin 2: Co | HMAC-SHA-384-192, HMAC-SHA-384,
4 Thuat toan xac| ché st dung ham bam chuyén | HMAC-SHA-512-256, = HMAC-SHA-512,
thuc thong diép dung. HMAC-SHA3-256, HMAC-SHA3-384,
SHA-3 Standard: Permutation - | HMAC-SHA3-512.
FIPS PUB 202 | Based Hash and Extendable-
Output Functions
\ Recommendation for Password | Ap dung PBKDF2, phién ban 2.0 tré 1én (néu
s | Ham dan xuét | NIST SP 800- | -Based Key c0).
khoa 132 Derivation Part 1: Storage
Applications
TCVN Cac ky thuat an toan - B9 tao bit | Ap dung mot trong bon tiéu chuén va sir dung
12853:2020 ngau nhién mdt trong cac bd tao bit ngiu nhién sau:
6 Bo tao bit ngau Recommendation for Random | Hash DRBG, HMAC_DRBG,
nhién NIST SP 800- | Number Generation Using | CTR_DRBG (AES), MS_DRBG,
90A Deterministic Random Bit | MQ DRBG, XOR-NRBG, Oversampling-

Generators

NRBG.




Loai KY hi¢u R L 5 )
STT N " A ; Tén day du ciia tiéu chuin Quy dinh ap dung
tiéu chuin tiéu chuan
Recommendation for Random
NILT. S8 800~ gy Generator (RBG)
90C $ :
Constructions
A proposal for:
AlS-31 Functionality classes for random
number generators
Tis  BE che Recommendation for Block | Cac tham s an toan phai 4p dung AES che do
T thiass 65 i todn SP800-38F Cipher Modes of Operation: | KW hodc KWP dé mé héa khi lwu giir trén
Methods for Key Wrapping thiét bi.
Giao dién lap Cryptographic Token Interface | Phién ban 2.2 tr¢ lén
8 Nk 2 PKCS#11 : :
trinh g dung Base Specification

I1. Quy dinh vé ma HS ciia mé-dun an toan phin cimg

Tén san phim,
STT | hang héa theo quy | Mé ta diic tinh ky thudt mat ma | Ma HS Mo ta san _u__m:_ hang hoa

dinh cua Thong tw
Sin phim mat |- Céc san phim trong hé thong PKI 8471.30.90 May xur [y dir liéu E dong va cac khoi chire
dbn gt thingo b sir dung mat ma bao gom: o ning cua chung; dau doc tir tinh hoac dau

| |'san phim sinh khoa |~ Module bio mat SBAR Gt 8471.41.90 | dgc quang hoc, may truyén dif li¢u lén cac
mat ma, quan 1§ hodic | HSM (Hardware Sccurity | 8471.49.90 ﬁ_ﬁqnm tién :._G.mn dir :M: dudi m_mnmr:._m
hru trx khéa mit ma, | Module): co chiie nang sinh khda | 8471.80.90 | 102 VA méy xir 1y nhiing dft [t ngy. chura

: mét ma, hru trit va quén 1y khéa dugce chi tiet hoac ghi ¢ noi khac gom:




Tén sin pham,
hang héa theo quy
dinh ctiia Thong tu

STT

Mo ta dic tinh ky thuat mat ma

M ti sin pham hang héa

mat ma, ching thu 50, ky va kiém
tra chir ky s6.

PKI Token (PKI USBToken,
PKI Smartcard, SimPKI): co chirc
nang sinh khéa mat ma, luu trit va
EE: Iy khéa mat ma, chirng thu sd,
ky va kiém tra chir ky so.

- Céc san phiam c6 chirc ning sinh
khoa mat ma, quan ly hodc luu trir
khoa mat ma khong thue hé thong
PKIL

- Loai khac ctia hang hoéa la may xir ly dir
ligu ty dong loai xdch tay, ¢ trong __._..S._m
khong qua 10 kg, gdm it nhat mét don vi xir
1y dir liéu trung tam, mot ban phim va mot
man hinh;

- Loai khac cta hang hoéa chira trong cung
mdt vo ¢d it nhit mot don vi xir ly trung
tim, mot don vi nhap va mot don vi xuit,
két hop hodc khong két hop véi nhau;

- Loai khéc, & dang hé théng;

- Loai khac cua hang hoéa la cic by may
khac cua may xir Iy dir liéu tu dong.

Gidi thich chir viét tit va ky hiéu:

Chir viét tit Tén tiéng Anh Tén tiéng Viét
AES Advanced Encryption Standard Tiéu chudn ma hoa tién tién
CCM Counter with Cipher Block Chaining Message Ché d6 bd dém véi xde thuc thong bao kiéu CBC
Authentication Code
CFB Cipher Feedback Mode Ché d9 phan hoi ban ma
CTR Counter Mode Ché dd bo dém




Chir viét tit Tén tiéng Anh Tén tiéng Viét
CTR_DRBG | Counter - Deterministic Random Bit Generator B4 tao bit ngau nhién tat dinh dya trén bo dém
DRBG Deterministic Random Bit Generator B9 tao bit ngau nhién tat dinh
ECDSA Elliptic Curve Digital Signature Algorithm Thuit toan chir ky s6 dua trén dudng cong Elliptic
ECIES Elliptic Curve Integrated Encryption Scheme Lugc dd ma héa tich hgp dudng cong Elliptic
GCM Galois/Counter Mode Ché do bo dém Galois
GOST Gosudarstvenny Standart Tiéu chuin quéc gia Lién bang Nga
Hash DRBG | Hash Deterministic Random Bit Generator B tao bit ngau nhién tat dinh dya trén him bam
HMAC Hashed Message Authentication Code Ma xac thuc thong bao dua trén ham bam
HMAC_DRBG | HMAC - Deterministic Random Bit Generator Bé tao bit ngiu nhién tat dinh dya trén HMAC
HS Harmonized Commodity Description and Coding Hé thong hai hoa mé ta va ma hoa hang hoa

System

KW Key Wrap Boc khoa
KWP Key Wrap with Padding Boc khoa vai dém dir liéu
MGM Multilinear Galois Mode Ché d6 Galois da tuyén tinh

MKV

M3 khoi Viét Nam




Chir viét tiit Tén tiéng Anh Tén tiéng Viét
MQ DRBG Multivariate Quadratic Deterministic Random Bit Bo tao bit ngau nhién tat dinh da bién bac hai
Generator
MS_DRBG Micali-Schnorr Deterministic Random Bit Generator | Bg tao bit ngau nhién tat dinh Micali-Schnorr
NIST National Institute of Standards and Technology Vién Tiéu chuan va Ky thuat n_:_wn gia (Hoa Ky)
NRBG Non-deterministic Random Bit Generator B4 tao bit ngau nhién bat dinh
OFB Output Feedback Mode Ché do phan hoi dau ra

Oversampling-

NRBG

Bo tao bit ngiu nhién bat dinh theo cau tric
Oversampling. Pugc trinh bay trong tai liéu SP
800-90C cua NIST.

PBKDF2 Password-Based Key Derivation Function 2 Ham dan xuat khoa dua trén mat khau 2

PKCS Public Key Cryptography Standards Céc tiéu chuin mat ma khoa cong khai

QCVN Quy chuin k¥ thudt quic gia

RSA Rivest - Shamir - Adleman Tén cua hé ma do ba nha toan hoc Rivest, Shamir
va Adleman phat minh

SHA Secure Hash Algorithm Thudt toédn bim an todn

SP Special Publication An phim dic biét (Vién Tiéu chuan va Ky thuat
quoc gia Hoa Ky)

TCVN Tiéu chuin quoc gia




Chir viét tat Tén tiéng Anh Tén tieng Viét
B tao bit ngiu nhién bit dinh theo cau tric XOR.
XOR-NRBG Puoc trinh by trong tai lidu SP 800-90C ctia NIST.
XTS XEX-based tweaked-codebook mode with ciphertext | Ché do ma khbi XTS
stealing
Ky hi¢u MG ti
nlen Pdi véi thuit toan RSA: nlen la d§ dai modulo theo bit;
Déi voi thuat todn ECDSA: nlen 1a 49 dai theo bit cuia cap cia phin tir sinh
L Péi véi thuat toan FFDH: L 13 6 dai ciia tham sb mién p theo bit
N

Péi véi thuit toan FFDH: N 1a d§ dai ctia tham s6 mién g theo bit




CONG HOA XA HOI CHU NGHIA VIET NAM

SUA POI 1:2026 QCVN 12:2022/3QP

QUY CHUAN KY THUAT QUOC GIA
VE PAC TINH KY THUAT MAT MA SU DUNG TRONG CAC SAN PHAM
MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT LUONG IP
SU DUNG CONG NGHE IPSEC VA TLS

Amendment 1:2026 QCVN 12:2022/BQP
National technical regulation on cryptographic technical specification used in civil

cryptography products under IP security products group with IPsec and TLS

HA NOI - 2026



SUA POI 1:2026 QCVN 12:2022/BQP

L noi diu
SUA POI 1:2026 QCVN 12:2022/BQP do Ban Co yéu Chinh pht bién soan, Ban Co yéu Chinh phu

trinh duyét, B Khoa hoc va Cong nghé thim dinh, Bd truéng Bé Qudc phong ban hanh theo kém
Théng tu s6 07/2026/TT-BQP ngay 20 thang 01 nam 2026.

Sira ddi 1:2026 QCVN 12:2022/BQP chi bao gbm néi dung sira dbi, bd sung mét sé quy dinh cia
QCVN 12:2022/BQP. Céc ndi dung khéng duge néu tai Sira dbi 1:2026 nay thi tiép tuc 4p dung
QCVN 12:2022/BQP ban hanh kém theo Thong tu s& 23/2022/TT-BQP ngay 04/4/2022 cia Bj
truémg Bo Quéce phong.



SUA POI 1:2026 QCVN 12:2022/BQP

SUA POI 1:2026 QCVN 12:2022/BQP
QUY CHUAN KY THUAT QUOC GIA VE PAC TINH KY THUAT MAT MA SU DUNG
TRONG CAC SAN PHAM MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT
LUONG IP SU DUNG CONG NGHE IPSEC VA TLS

Amendment 1:2026 QCVN 12:2022/BOP
National technical regulation on cryptographic technical specification used in civil cryptography

products under IP security products group with IPsec and TLS

1 QUY DINH CHUNG

Thay thé muc 1.3 Tai ligu vién dan nhw sau:

“1,3 Tai ligu vién din

Cic tai liéu vién din sau 1 cin thiét cho viéc ap dyng quy chudn ndy. Trudng hep céc tai ligu
vién dan dugc sira d6i, bo sung hodc thay thé thi ap dung phién ban mai nhit,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) "Céng nghé thong tin - Cac ky thugt an toan -
Thuat toan mdt md - Phan 3: Ma khoi".

TCVN 12213:2018 (ISO/IEC 10116:2017) “Cang nghé théng tin - Cac ky thuat an toan - Ché
do hoat digng cua ma khoi n-bit".

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) “Céng nghé thong tin -
Cdc kv thudt an toan - Bg tao bit ngdu nhién".

TCVN 11816 (ISO/IEC 10118) “Cdng nghé thong tin - Cac ky thuat an todan - Ham bam -
Phan 3: Ham bam chuyén dung".

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) "Céng nghé thong tin - Cac ky thudt an toan -
Ma xac nhan thong diep "

QCVN 12:2022/BQP “Quy chuéan kv thudt quoc gia vé dac tinh kv thudt mdt ma sic dung
trong cdc san pham mdt ma dan sw thugc nhom san phdam bao mat Iuéng IP ste dung cong nghé IPSec
va TLS."

TCVN 14263:2024 “Céng nghé thong tin - Ky thuat an todan - Thudt toan ma khoi MKV,

National Institute of Standards and Technology, FIPS 186-5 “Digital Signature standard
(DSS) ", February 2023.

National Institute of Standards and Technology, FIPS 186-4 “Digital Signature Standard
(DSS) ", July 2013.



SUA BOI 1:2026 QCVN 12:2022/BQP
National Institute of Standards and Technology, FIPS 180-4 “Secure Hash Standard (SHS) ",
August 2015.

National Institute of Standards and Technology, FIPS 198-1 “The Keyed-Hash Message
Authentication Code (HMAC) ", July 2008.

National Institute of Standards and Technology, FIPS 202 “SHA-3 Standard: Permutation-
Based Hash and Extendable-Output Functions", National Institute of Standards and Technology,
August 2015.

[RFC 4309): “Using Advanced Encryption Standard (AES) CCM Mode with IPsec
Encapsulating Security Payload (ESP) ", Internet Engineering Task Force (IETF), December 2005.

[RFC 7091): "GOST R 34.10-2012: Digital Signature Algorithm", Internet Engineering Task
Force (IETF), December 2013.

[RFC 6986]: "GOST R 34.11-2012: Hash Function", Internet Engineering Task Force (IETF),
December 2013.

[RFC 7801]: “"GOST R 34.12-2015: Block Cipher “Kuznyechik", Internet Engineering Task
Force (IETF), March 2016.

[RFC 9058]: “Multilinear Galois Mode (MGM)", Internet Engineering Task Force (IETF),
June 2021.

[RFC 3566]: “The AES-XCBC-MAC-96 Algorithm and Jis Use With IPsec”, Internet
Engineering Task Force (IETF), September 2003.

[RFC 4494]: "The AES-CMAC-96 Algorithm and lts use with IPsec"”, Internet Engineering
Task Force (IETF), June 2006.

[RFC 4868]: “Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with [Psec”,
Internet Engineering Task Force (IETF), May 2007.”

Thay thé muc 1.5 Chi viét tit nhu sau:

"1.5 Chir viét tit
Chir viét tit Tén tiéng Anh Tén tiéng Vigt
AES Advanced Encryption Standard Tiéu chuidn ma héa tién tién
AH Authentication Header Xic thye header
CCM Counter with Cipher Block Chaining Ché d6 bd dém vdi xac thye thong bao
Message Authentication Code kiéu CBC

3



CTR

CTR_DRBG

DRBG
EC
ECDH

ECDSA

ESP

FFDH

FIPS

GCM
GOST

Hash_DRBG

HMAC

HMAC_DRBG

IKE

IP

IPsec
MGM
MKV

MQ _DRBG

Counter Mode

Counter - Deterministic Random Bit

Generator
Deterministic Random Bit Generator
Elliptic Curve

Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature
Algorithm

Encapsulating Security Payload

Finite-Field Diffie-Hellman

Federal Information Processing

Standards
Galois/Counter Mode
Gosudarstvenny Standart

Hash Deterministic Random Bit

Generator

Hashed Message Authentication
Code

HMAC - Deterministic Random Bit

Generator

Internet Key Exchange
Internet Protocol

Internet Protocol Security

Multilinear Galois Mode

Multivariate Quadratic Deterministic

Random Bit Generator

SUA DPOI 1:2026 QCVN 12:2022/BQP

Ché d6 bd dém

B tao bit ngdu nhién tat dinh dua trén
bo dém

B0 tao bit ngdu nhién tit dinh

BPrurdmg cong Elliptic

Trao d6i khéa Diffie-Hellman dia trén
duong cong Elliptic

Thuat toan chir ky O dua trén dudng
cong Elliptic

BPong goi an toan dir liéu
Trao d6i khoa Diffie-Hellman da trén
trudmg hiru han

Tiéu chuan xir 1y thong tin lién bang
(Hoa K¥)

Ché d§ bo dém Galois
Tiéu chuin quéc gia Lién bang Nga

Bo tao bit ngdu nhién tit dinh dya trén

ham bam

Ma xac thuc thong bdo dya trén ham
bam

B tao bit ngﬁu nhién tit dinh dua trén
HMAC

Giao thire trao ddi khoa trén Internet
Giao thirc Internet

Giao thirc bao mat mang IP

Ché 46 Galois da tuyén tinh

Ma khéi Viét Nam

B¢ tao bit ngdu nhién tit dinh da bién
bic hai



Mo ta

SUA POI 1:2026 QCVN 12:2022/BQP

Bo tao bit ngiu nhién tit dinh Micali-

Schnorr

Vién Tiéu chuin va Cong nghé quéc

gia (Hoa Ky)

B6 tao bit ngdu nhién bit dinh

Pic ta ky thuit do td chirc IETF cong b

Tén ciia hé¢ mi do ba nha toan hoc

Rivest, Shamir va Adleman phat minh
Thuit toan bim an toan

An phﬁm dic bigt (Vién Tiéu chudn va
Ky thuit quéc gia Hoa K¥)

Béio mit tang giao vin

Tiéu chuin quéc gia

Mang riéng ao

P dai modulo theo bit hodc d dai theo bit ciia cip cia phin tir sinh

MS DRBG Micali-Schnorr Deterministic
Random Bit Generator
NIST National Institute of Standards and
Technology
NRBG Non-deterministic Random Bit
Generator
RFC Request for Comments
RSA Rivest — Shamir — Adleman
SHA Secure Hash Algorithm
SP Special Publication
TLS Transport Layer Security
TCVN
VPN Virtual Private Network
Thay thé muc 1.6 Ky hi¢u nhur sau:
"1.6 Ky hi¢u
Ky hi¢u
nien
L D6i véi thudt todn FFDH: L 14 do dai ctia tham sé mién p theo bit
N

Db véi thudt toan FFDH: N la dd dai ciia tham sé mién q theo bit

2 QUY DINH KY THUAT
Thay thé muc 2.1 nhwr sau:

"2.1 Quy dinh chung

- Doi véi cc san pham mat md dén sy sir dung cong nghé IPsec VPN chi duge phép sir dung

giao thirc trao d6i khoa IKE phién ban 2 (IKEv2) tré lén, giao thirc dong goi ESP.



SUA POI 1:2026 QCVN 12:2022/BQP
- Dbi véi cdc san phim mat ma dan sy sir dung cong nghé TLS VPN chi duge phép sir dung
giao thirc phién ban TLS 1.2 tré 1én."
Thay thé muc 2.2.1.1 nhr sau:
"2.2.1.1 Thuit todn mit mi dbi ximg

- Sir dung thudt toan trong danh sach sau:

STT Thuit toan Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
s [GOST R 34.12-2015],
3 Kuznyechik
[RFC 7801]
Thay thé muc 2.2.1.2 nhir sau:
"2.2.1.2 Thuit toin méit mi phi déi ximg
- Str dung thudt todn trong danh sach sau:
STT Thuit todn Tham chiéu
[FIPS 186-5].
| RSA
[SP 800-56B Rev. 2]
[SP 800-56A Rev. 3],
[RFC 2631],
2 FFDH
[RFC 3526,
[RFC 7919]

[FIPS 186-5],

3 ECDSA [RFC 6090],
[SP 800-186]

[FIPS 186-5],
4 ECDH [SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]

5 GOST R34.10-2012 [RFC 7091]




Thay thé muc 2.2.1.3 nhw sau:

"2.2.1.3 Thuit toin bam

- Str dung thudt todn trong danh séch sau:

SUA POI 1:2026 QCVN 12:2022/BQP

STT

Thuidt toan

Tham chiéu

SHA-256, SHA-384, SHA-512/256, SHA-512

[FIPS 180-4],

[TCVN 11816-3]

2 | SHA3-256, SHA3-384, SHA3-512 [FIPS 202]
3 | GOSTR 34.11-2012 [RFC 6986]
Thay thé myc 2.2.2.1 nhu sau:
"2.2.2.1 Thuit toin mit mi d6i ximg
Kich thwac Cic ché d§ cho phé Sir dung
STT Thuit todn P
khéa theo bit sir dung dén nim
128 2028
' MKV GCM, CCM, CTR
192, 256 2030
128 2028
R AES GCM, CCM, CTR
192, 256 2030
3 Kuznyechik 256 MGM, CTR 2030
CHU THICH:

Di voi thuit toan MKV, dd dai tham sd, céc chu trinh tao khoa, b tham sb cu thé trong quy chuin niy ap
dung theo TCVN 14263:2024.

Pi véi thudit todn AES, do dai tham sb, ciu triic thuit todn va céc chu trinh tao khoa trong quy chuin nay
ap dung theo TCVN 11367-3:2016.

Déi voi thuit todn Kuznyechik, d§ dai tham sb, céc chu trinh tao khéa, b tham sb cy thé trong quy chudn
nay dp dyng theo GOST R 34.12-2015 (RFC 7801).

Cic ché d9 hoat djng cia ma khdi trong quy chudn nay dp dung theo TCVN 12213:2018, SP 800-38C,
SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.
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Thay thé muc 2.2.2.2 nhur sau:
"2.2.2.2 Thuit toin mit mi phi ddi ximg

< Sir dung
STT Thuit todn Kich thwdéce tham so theo bit
dén nim
2048 < nlen < 3072 2028
| RSA
nlen = 3072 2030
2048 <L <3072,
2 FFDH 2030
256<N<384
ECDH,
3 250 < nlen < 384 2030
ECDSA
4 GOST R 34.10-2012 nlen = 256 2030
CHU THICH:

Péi véi RSA vi ECDSA, cic tiéu chudn cho tham s6 an todn, cic thudt todn sinh khoa va cic b tham s

cu thé trong quy chuin ap dyng theo FIPS 186-5.

Déi véi FFDH, cac tidu chuin cho tham sé an toan, céc thujt toén sinh khoa vé cic b tham s cu thé trong
quy chuén ép dung theo NIST SP 800-56A Rev.3.

Péi véi ECDH, cic tiéu chuin cho tham sé an toan, cac thuat todn sinh khoa va cac bd tham sé ey thé trong
quy chuin ap dung theo NIST SP 800-56A Rev.3 va NIST 5P 800-56C Rev. 2.

Béi véi GOST R 34.10-2012, cic tiéu chuiin cho tham sé an toan, cic thudt todn sinh khoa va cac bd tham
) cuy thé trong quy chuin nay ap dung theo GOST R 34.10-2012 (RFC 7091).

Ll

Thay thé myc 2.2.2.3 nhwr sau:

"2.2.2.3 Thuit toin bim

STT Thuiit todn Sir dung dén nim
| SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 | SHA3-256, SHA3-384, SHA3-512 2030
3 | GOSTR34.11-2012 2030
CHU THICH:

Déi véi GOST R 34.11-2012, cdc tiéu chudn cho tham sb an todn va cic bd tham sé cy thé ap dung theo
GOST R 34.11-2012 (RFC 6986).
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Sira dbi muc 2.2.2.4 nhwr sau:

Diéu chinh thi han sir dung tir ndm *2027" thanh nam “2030.

Thay thé muc 2.3.1 nhwr sau:

"2.3.1 Quy dinh vé an toan sir dung trong giao thirc IPSec

- Khong duge phép sir dung giao thire AH.

- Khéng duge phép sir dung giao thirc ESP chi ¢6 co ché xéc thyc dir ligu.

- Sir dung giai phap bio vé khoa duge lwu trir dang tép trén thiét bi (néu c6).”
Thay thé muc 2.3.2 nhir sau:

“. Khong duge phép trao ddi khoa dia trén thudt toan Diffie-Hellman trén truong hiru han
sir dung khoa ¢ dinh (Static Diffie-Hellman).

- Sir dung dinh dang chimng thur s6 X.509 v3 cho TLS (néu co).

- Sir dung gidi phap bao vé khoa duge luu trir dang tép trén thiét bi (néu cd).

- Khéng duge phép sir dung phin mé rong Heartbeat.

- Yéu cdu bo sung d6i véi phién ban TLS 1.3:
+ Khéng duge phép sir dung ché dg MAC-then-Encrypt (Non-AHEAD Ciphers).
+ Khéng dugc phép trao d6i khoa sir dung thudt toan RSA.

+ Khéng dugc phép sir dung luge d6 ky s6/ xéc thue RSASSA-PKCS1-vl_5."

3 QUY DINH VE QUAN LY
Thay thé myc 3 nhw sau:

"3.1 Céc mire gidi han cia dic tinh k¥ thuit mat ma quy dinh tai quy chudn nay 13 céc chi tiéu
an toan phuc vu quan 1y theo quy dinh vé quan 1y chit lugng san pham mat ma dan sy duge quy dinh

cua phap luat.

3.2 Cong bd hop quy, chimg nhin hgp quy, kiém tra chét lugng san phim theo Théng tw sb
28/2012/TT-BKHCN ngay 12/12/2012 ciia B§ khoa hge va Céng nghé quy dinh vé céng bd hgp chudn,
cong bé hgp quy vi phuong thirc ddnh gia sy phi hgp va Théng tr s6 02/2017/TT-BKHCN ngay
31/3/2017 ciia B khoa hoe va Cong nghé stra dbi, bd sung mét s6 diéu ciia Théng tu sb 28/2012/TT-
BKHCN ngay 12/12/2012 véi tiéu chuin, quy chuén k¥ thuat, trong quy chuin nay duge thuc hién
theo phuong thite 1; Quan Iy cong bd hgp quy dya trén két qua chimg nhén ctia to chire chimg nhén

dugc chi dinh theo quy dinh cua phap luit.
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3.3 Diu hgp quy duge sit dung tryc tiép trén san phim hodc trén bao géi hodc trén nhin gin

trén san phim hodc trong chitng chi chat lugng, tai liéu ky thudt ctia san pham.

3.4 Ban Co yéu Chinh phi xem xét thira nhin két qua danh gia sw phi hop do t6 chire dénh
gia sy phit hgp nude ngodi thye hién déi véi cac san pham mét ma dan su thude tréch nhiém quan 1y

theo quy dinh.”
4 TRACH NHIEM CUA TO CHUC, CA NHAN
Thay thé Pitu 4 nhwr sau:

“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cuc Quan Iy mit ma dan sy va Kiém dinh san phim mat mi - Ban Co yéu Chinh phu la

co quan tiép nhin cong bd hop quy, kiém tra nha nude vé chit lugng san pham mat ma din sy,

4.2 Cic t6 chirc, ca nhin c6 hoat djng sian xuit, kinh doanh san phdm mat ma din sy thude
pham vi diéu chinh cia quy chuan nay c6 trach nhiém thyc hién cic quy dinh vé chirng nhén, cong

bo hop quy va chiu sy kiém tra ciia co quan quan 1y nha nude theo céc quy dinh hién hanh.”

5 TO CHUC THU'C HIEN
Thay thé Diéu 5 nhur sau:

"5.1 Ban Co yéu Chinh pha gitip B truong Bé Qudc phong ra sodt, sira déi, bd sung hodc
ban hanh thay thé quy chuén nay dé dam bao phit hgp véi thye tién va dép {mg yéu ciu quan ly.

5.2 Cuc Quan Iy mit ma din sir va Kiém dinh san pham mit mi - Ban Co yéu Chinh phu co trach

nhiém huéng din, 16 chire trién khai quan 1y k¥ thudt raat ma theo quy chuén nay.

5.3 Thanh tra, kiém tra san pham mit mi din sy dugc co quan quan 1y nha nuée ¢6 thim

quyén tién hanh dinh ky hang nim hodc ddt xut.

5.4 Trong trrdng hop cac vin ban quy pham phép ludt quy dinh tai quy chuin k¥ thuét nay co
sur thay doi, bé sung hodc dugce thay thé thi thye hi¢n theo cdc van ban mdi. Trong truéng hep céc
tiéu chudn duge vién din trong quy chudn nay cé su thay doi, bé sung, thay thé thi thuc hién theo

huwémg dan cia Bé Quoc phong./."

PHULUC A
Thay thé Phu luc A nhwr sau:

"PHU LUC

(Quy dinh)
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QUY PINH VE MA HS CUA SAN PHAM BAO MAT LUONG IP SU DUNG CONG NGHE
IPSEC VA TLS

STT

Tén san
phiim, hang
haéa theo
QCVN

M ta diic tinh k¥
thudt mit mi

Mo ti sin phim hang hoa

01

02

03

04

05

06

San phim
bao mit
luéng TP

San phim sir dung
cong ngh¢ VPN co
(IPSec
VPN, TLS VPN) dé
dam bao an toan,

bio mit

bao mat cho dir li¢u
truyén nhin trén
moi (trurdng mang
IP. Trong do, sur
dung cac thudt todn
mi hoa ddi ximg,
thuit todan md hoa
phi dbi ximg, thudt
toan ky 6, ham
bdm mat mi dé bao
mit, xac thyc cac
théng tin truyén
nhin trén  moi

trromg mang IP.

8471.30.90

May xir 1 dir liéu ty ddng v céc khéi
chire niing cua chiing; méy truyén dir
liéu 1én cac phuromg tién truyén din dir

liéu dudi dang hang héa va may xir ly

8471.41.90

nhirng dir li¢u nay, chura duge chi tiét
hay ghi & noi khac gém:

- Loai khac cua hang hoa la may xir ly
dir li¢u tr ddng loai xach tay, co trong

8471.49.90

lrgng khong qua 10 kg, gom it nhat
mot don vi xir 1y dir liéu trung tam,
m{t ban phim va mdt man hinh;

- Loai khac cia hang hoa chia trong
cling mot vo ¢o it nhat mét don vi xir
Iy trung tim, mot don vi nhip va mgt
don vj xudit, két hop hodic khéng két
hgp voi nhau,

- Loai khéc, & dang hé thong.

8517.62.42

Thiét bi dung cho h¢ th{;mg hiru tuyén
song mang hojic hé thong hiru tuyén
k¥ thudt s6 cia hang hoa la may thu,
d6i va truyén hodc tai tao am thanh,

8517.62.43

hinh anh hodc dang dir liéu khac, ké
cd thiét bi chuyén mach va thiét bi
dinh tuyén gﬁm:

8517.62.49

- B tap trung hoiic by don kénh;

- Bo diéu khién va bd thich mg
(adaptor), ké ca cong ndi, ciu noi, bo
dinh tuyén va cic thiét bj twong tw

11
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durge thiét ké dé két nodi vai may xir 1y
dir liéu ty dong thude nhém 84.71;
- Loai khac.

07

08

8517.62.51

Thiét bi truyén din khac két hop véi
thiét bi thu ciia hang hoa may thu, doi

09

8517.62.53

va truyén hodc tai tao dm thanh, hinh
anh hodc dang dir liéu khac, ké ca
thiét bi chuyén mach va thiét bi dinh

10

8517.62.59

tuyén gﬁm:

- Thiét bj mang ndi bd khong day:

- Thiét bi phat khac ding cho dién bio
hodc dién thoai truyén din dudi dang
song vo tuyén;

- Loai khic.

11

8517.62.61

Thiét bi truyén diin khac cia hang hoa
may thu, d6i va truyén hodc tai tao im
thanh, hinh anh hodc dang dir ligu
khic, ké ca thiét bi chuyén mach va

12

8517.62.69

thiét bi dinh tuyén gdm:

- Duing cho dién bao hodc dién thoai

13

8517.62.91

truyén din duéi dang séng vo tuyén;

- Loai khac vai loai ding cho dién bao
hoiic dién thoai truyén din dudi dang

14

8517.62.92

song vo tuyén;
- Loai khc 12 thiét bj thu xach tay dé
goi, bao hi¢u hodic nhn tin va thiét bi

8517.62.99

canh bao biing tin nhin, ké ca may
nhiin tin;

- Loai khic ding cho dién bao hodc
dién thoai truyén din dudi dang song
VO tu:fén:

- Loai khéc véi hang hoa thuge nhom
8517.62.61, 8517.62.69, 8517.62.91,
8517.62.92.

12
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TAI LIEU THAM KHAO

Bb sung tai liéu sau vao mue Tai ligu tham khao:

“[22] National Institute of Standards and Technology, Special Publication 800-56A Revision

3 “"Recommendation for Pair-Wise Key Establishment Using Schemes Using Discrete Logarithm

Cryptography”, April 2018.

[23] National Institute of Standards and Technology, Special Publication 800-56C Revision 2

“Recommendation for Key-Derivation Methods in Key-Establishment Schemes”, August 2020.

[24] National Institute of Standards and Technology, Special Publication 800-186

“Recommendations for Discrete Logarithm-based Cryptography: Elliptic Curve Domain

Parameters”, February 2023.

[25] Federal Office for Information Security, Technical

"Cryptographic Mechanisms: Recommendations and Key Lengths”. 2025.

[26] Federal Office for Information Security, Technical

"Cryptographic Mechanisms: Recommendations and Key Lengths”. 2025,

[27] Federal Office for Information Security, Technical

“Cryptographic Mechanisms: Recommendations and Key Lengths”, 2025.”
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Guideline TR-02102-1

Guideline TR-02102-2

Guideline TR-02102-3
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QUY CHUAN KY THUAT QUOC GIA
VE PAC TINH KY THUAT MAT MA SU DUNG TRONG CAC SAN PHAM
MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT DU LIEU LUU GIU

Amendment 1:2026 QCVN 15:2023/BOP
National technical regulation on security of cryptographic used in civil

cryptography products belong to data storage security product group

HA NOQI - 2026
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L néi dau

SUA POI 1:2026 QCVN 15:2023/BQP do Ban Co yéu Chinh phi bién soan, Ban Co yéu Chinh phu
trinh duyét, B6 Khoa hoc va Cong nghé thim dinh, Bo tnromg Bo Quic phong ban hanh theo kém
Théng tur s6 07/2026/TT-BQP ngay 20 thang 01 nim 2026.

Stra ddi 1:2026 QCVN 15:2023/BQP chi bao gom ndi dung sira d6i, bo sung mat 50 quy dinh cia
QCVN 15:2023/BQP. Céc ndi dung khéng duge néu tai Stra dbi 1:2026 nay thi tiép tuc ap dung QCVN

15:2023/BQP ban hanh kém theo Thong tu s6 96/2023/TT-BQP ngay 29/11/2023 ciia B) truéng Bo
Quéc phong.
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SUA POI 1:2026 QCVN 15:2023/BQP
QUY CHUAN KY THUAT QUOC GIA VE PAC TINH KY THUAT MAT MA
SU DUNG TRONG CAC SAN PHAM MAT MA DAN SU THUQC NHOM
SAN PHAM BAO MAT DU LIEU LUU GIU

Amendment 1:2026 QCVN 15:2023/BQP
National technical regulation on security of crypiographic used in civil cryptography products

belong to data storage security product group

1 QUY PINH CHUNG

Thay thé myc 1.3 Tai ligu vign ddn nhw sau:

“1.3 Tai li¢u vign din

Céc Tai li¢u vién din sau la cin thiét cho viée dp dung Quy chuin nay. Trudng hgp céc Tai
liéu vién din duge stra d6i, b sung hojic thay thé thi 4p dung phién ban méi nhat,

QCVN 12:2022/BQP “Quy chudn ki thudt quoc gia vé dac tinh ki thudt mdt ma sir dung
trong cdc san pham mdt ma dan siw thuge nhom san pham béao mét luong IP st dung céng nghé IPsec
va TLS".

QCVN 15:2023/BQP “Quy chudn ki thudt quoc gia vé ddc tinh ki’ thudt mdt ma si dung trong
cdc san pham médt ma dan sir thuge nhém san phdm bdo mat dir liéu lieu gir’,

TCVN 14263:2024 “Céng nghé théng tin - K7 thudt an toan - Thugt toan ma khoi MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Céng nghé thing tin - Cdc ky thudt an toan -
Thugt todn mdt ma - Phan 3: Ma khoi"

TCVN 12213:2018 (ISO/IEC 10116:2017) “Cédng nghé théng tin - Cdc kv thudt an todn - Ché
d6 hoat dong cria ma khoi n-bit ",

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) “Céng nghé théng tin -
Cac ky thudt an todn - Bg tao bit ngau nhién ",

TCVN 11816-3:2017 (ISO/IEC 10118-3 With Amendment 1:2006) “Céng ngh¢é thong tin -
Cdc ky thugt an toan - Ham béani - Phan 3: Ham bam chuyén dung”.

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) “Cdng ngh¢ théng tin - Cdc kv thudt an todn -
Ma xdc nhdn théng di¢p - Phan 1: Co ché sir dung ma khor.

ISO/IEC 27040:2015 “Information technology - Security techniques - Storage security ",
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National Institute of Standards and Technology, FIPS 186-5 “Digital Signature standard
(DSS) ", February 2023.

National Institute of Standards and Technology, FIPS 180-4 “Secure Hash Standard (SHS) ",
August 2015.

National Institute of Standards and Technology, FIPS 202 “SHA-3 standard: Permutation-
Based Hash and Extendable-Output Functions ", August 2015,

National Institute of Standards and Technology, Special Publication 800-38E

“Recommendation for Block Cipher Modes of Operation: the XTS-AES Mode for Confidentiality on
storage Devices ", January 2010.

Internet Engineering Task Force, “IEEE standard for Cryptographic Protection of Data on
Block-Oriented storage Devices ", October 2018,

[RFC 7801): “"GOST R 34.12-20135: Block Cipher "Kuznyechik™"”, Internet Engineering Task
Force (IETF), March 2016.

[RFC 9058]: “Multilinear Galois Mode (MGM)", Internet Engineering Task Force (IETF),
June 2021.

[RFC 7091]: “GOST R 34.10-2012: Digital Signature Algorithm ", Internet Engineering Task
Force (IETF), December 2013,

[RFC 4868]: “Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with [Psec”,
Internet Engineering Task Force (IETF), May 2007.

[RFC 9106]: “Argon2 Memory-Hard Function for Password Hashing and Proof- of-Work
Applications ", Internet Engineering Task Force (IETF), September 2021.

[RFC 2631]: “Diffie-Hellman Key Agreement Method”, Internet Engineering Task Force
(IETF), June 1999.

[RFC 3526): “More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key
Exchange (IKE)", Internet Engineering Task Force (IETF), May 2003.

[RFC 7919]: “Negotiated Finite Field Diffie-Hellman Ephemeral Parameters for Transport
Layer Security (TLS)", Internet Engineering Task Force (IETF), August 2016.

[RFC 6090]: “Fundamental Elliptic Curve Cryptography Algorithms™, Internet Engineering
Task Force (IETF), February 2011.

[RFC 6986]: “GOST R 34.11-2012: Hash Function”, Internet Engineering Task Force (IETF),
August 2013.”



Thay thé muc 1.5 Chi¥ viét tit nhw sau:

“1.5 Chir viét tit

Chir viét tit Tén tiéng Anh

AES Advanced Encryption Standard

Argon2

CBC Cipher Block Chaining Mode

CCM Counter with Cipher Block Chaining
Message Authentication Code

CTR Counter Mode

CTR_DRBG Counter - Deterministic Random Bit
Generator

DRBG Deterministic Random Bit Generator

EC Elliptic Curve

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature
Algorithm

FFDH Finite-Field Diffie-Hellman

FIPS Federal Information Processing
Standards

FIPS PUB Federal Information Processing
Standards Publication

GCM Galois/Counter Mode

GOST Gosudarstvennyy Standart

Hash DRBG Hash Deterministic Random Bit
Generator

HDD Hard Disk Drive

HMAC Hashed Message Authentication Code

4
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Tén tiéng Viét
Tiéu chudn ma héa tién tién
Tén goi mot ham diin xuét khoa duoc thiét

ké bai Alex Biryukov, Daniel Dinu va
Dmitry Khovratovich

Ché d6 moc xich khéi ma

Ché d5 bd dém véi ma xac thuc thong bao
kiéu CBC

Ché d¢ bd dém

B4 tao bit ngau nhién tat dinh dua trén b
dém

B{ tao bit ngau nhién tat dinh

Puong cong Elliptic

Trao ddi khoa Diffie-Hellman dya trén
dudng cong Elliptic

Thuit toan chir ky s6 dya trén duong cong
Elliptic

Trao d6i khoa Diffie-Hellman dya trén
triromg hira han

Tiéu chudn xir 1Y thong tin lién bang (Hoa
Ky)

Céng bé tiéu chudn xir 1y thong tin lién
bang (Hoa Ky)

Ché d6 bo dém kiéu Galois

Tiéu chuin qudc gia Lién bang Nga

B¢ tao bit ngau nhién tat dinh dya trén
ham biam

O dia cimg

Ma xac thure thong bao dya trén ham bam



HMAC_DRBG

KW

KWP
MGM
MKV

MQ DRBG

MS_DRBG

NIST

NRBG

Oversampling-

NRBG

PBKDF2

QCVN
RFC

RSA

SHA
SP

TCVN
XOR-NRBG

HMAC - Deterministic Random Bit
Generator

Key Wrap
Key Wrap with Padding

Multilinear Galois Mode

Multivariate Quadratic
Deterministic Random Bit Generator

Micali-Schnorr Deterministic
Random Bit Generator

Mational Institute of Standards and
Technology

MNon-deterministic Random Bit
Generator

Password-Based Key Derivation

Function 2

Request for Comments

Rivest — Shamir — Adleman

Secure Hash Algorithm

Special Publication
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Bd tao bit ngdu nhién tit dinh dya trén
HMAC

Boc khoa

Boc khoa vai déem dir liéu

Ché do Galois da tuyén tinh

M khéi Viét Nam

Bo tao bit ngdu nhién tit dinh da bién béc
hai

B& tao bit ngﬁu nhién tit dinh Micali
Schnorr

Vién Tiéu chuin va Ky thuit quic gia
(Hoa Ky)

B0 tao bit ngdu nhién bit dinh

B6 tao bit ngau nhién bit dinh theo céu
truc Oversampling. Bugce trinh bay trong
tai ligu SP 800-90C cua NIST

Ham dan xuat khoa dya trén mét khéu 2

Quy chuan k¥ thut quéc gia

Bic ta k¥ thudt do td chire IETF (Internet
Engineering Task Force) cong bd

Tén cia hé mi do ba nha toan hoc Rivest,
Shamir va Adleman phat minh

Thuit todn biam an todn

An pham dic biét (Vién Tiéu chuan va Ky
thudt quoc gia Hoa Ky)

Tiéu chuén quéc gia

B§ tao bit ngdu nhién bat djnh theo cdu triic

XOR, Puge trinh bay trong tai ligu SP 800-
90C ctia NIST.
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XTS XEX-based tweaked-codebook Ché d6 ma khdi XTS
mode with ciphertext stealing
b2
Thay thé muc 1.6 Ky hi¢u nhw sau:
“1.6 Ky hi¢u
Ky hi¢u Mo ti
nlen P dai modulo theo bit hodc dd dai theo bit cita cép cua phin tir sinh
L D&i véi thudt toan FFDH: L 1a d¢ dai cua tham s mién p theo bit

N Péi v6i thuat toan FFDH: N 12 dd dai ciia tham s mién g theo bit

”

2 QUY PINH KY THUAT
Thay thé Bing 1 myc 2.1.1 biing:

“Bing 1 - Danh myc thudt todn mi héa doi ximg dwge phép sir dung

STT Thuit todn Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]

) [GOST R 34.12-2015],
3 Kuznyechik
I [RFC 7801]

1

Thay thé Bing 2 myc 2.1.2 biing:

“Bing 2 - Danh muc thudt todn mat ma phi déi ximg duge phép sir dung

STT Thuit todn Tham chiéu

[FIPS 186-5],
1 RSA
[SP 800-56B Rev. 2]

[SP 800-56A Rev. 3],

[RFC 2631],
2 FFDH
[RFC 3526],

[RFC 7919]
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[FIPS 186-5),

3 ECDSA [RFC 6090],
[SP 800-186]
[SP 800-56A Rev. 3],
4 ECDH
[SP 800-56C Rev. 2]
5 GOST R 34.10-2012 [REC 7091]

L

Thay thé Bang 3 myc 2.1.3 bing:

“Bang 3 - Danh muyc thudt toan bim dugce phép sir dung

STT Thuiit todn Tham chiéu

[TCVN 11816-3],
I | SHA-256, SHA-384, SHA-512/256, SHA-512
[FIPS 180-4]

r-J

SHA3-256, SHA3-384, SHA3-512 [FIPS 202]

3 GOST R 34.11-2012 [RFC 6986]

(13

Thay thé Bing 7 muc 2.2.1 biing:

“Bang 7 — Quy dinh veé dic tinh kv thuiit va thoi gian dp dung doi véi thuit toan mit ma

ddi ximg
Kich thwéc khoa Sir dung
STT | Thuit todn Cic ché 4§ cho phép sir dung 3
theo bit dén nim
128 2028
XTS, CCM, GCM, KW, KWP
1 MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 2028
XTS, CCM, GCM, KW, KWP
3 AES 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
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XTS, MGM 2030
3 | Kuznyechik 256

CBC (chi dé giai ma) 2028

CHU THICH:

Déi voi thudt toan MKV, do dai tham s6, cic chu trinh tao khoa, bo tham s6 cu thé trong quy chudn nay
dp dung theo TCVN 14263:2024.

Péi vai thuat toan AES, 6 dai tham so, cdu tric thuft todn va cde chu trinh tao khoa trong quy chudn niy
ap dung theo TCVN 11367-3:2016.

P6i voi thuit toan Kuznyechik, dj dai tham sd, cc chu trinh tao khoa, b tham s6 cy thé trong quy chudn
nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Ciac ché d§ hoat dong ciia mi khéi trong quy chudn ndy p dung theo TCVN 12213:2018, SP 800-38C,
SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.

&

Thay thé Bing 8 muyc 2.2.2 bing:

“Biing 8 — Quy dinh vé diic tinh k¥ thuit v thoi gian 4p dung d6i véi thudit toan méit mi

phi ddi ximg

Sir dung dén
STT Thuiit toan Kich thudec tham sé theo bit
nam
2048 < nlen < 3072 2028
| RSA
nfen = 3072 2030
2048 <L <3072,
2 FFDH 2030
256 < N<384
ECDH,
3 250 < nlen < 384 2030
ECDSA
4 GOSTR 34.10-2012 nlen > 256 2030

CHU THICH:

Péi vdi RSA va ECDSA, céc tiéu chuiin cho tham s6 an todn, cic thudt toan sinh khoa va cic b tham sé
cu thé trong quy chuén ép dung theo FIPS 186-5.

Béi véi FFDH, céc tiéu chudn cho tham s6 an toan, cic thudt todn sinh khoa va céc b tham sé cu thé
trong quy chuin ap dung theo NIST 5P 800-56A Rev.3.
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Sir dung dén
STT Thuiit toin Kich thuéde tham sé theo bit i
nam

Péi vii ECDH, cic tiéu chudn cho tham sé an toan, céc thudt toan sinh khoa vé cdc bd tham sb cu thé
trong quy chudn ap dung theo NIST SP 800-56A Rev.3 va NIST SP 800-56C Rev. 2.

Doi véi GOST R 34.10-2012, céc tiéu chudn cho tham s6 an todn, cdc thudt todn sinh khoa va cac b) tham
56 cu thé trong quy chudn ndy dp dung theo GOST R 34.10-2012 (RFC 7091).

]

be

Thay thé Bing 9 muc 2.2.3 bing:

“Bing 9 - Quy dinh vé diic tinh ky thuit va thoi gian ap dung ddi vi thugt todn bam

Sir dung dén
STT Thuit tedn
nam
] SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 SHA3-256, SHA3-384, SHA3-512 2030
3 FDST R 34.11-2012 2030
CHU THICH:

Péi véi GOST R 34.11-2012, cac tiéu chudin cho tham sb an toan va cac bd tham sb cu thé ip dung theo
trong quy chuan nay ap dung theo GOST R 34.11-2012 (RFC 6986).

Thay thé thi gian duge phép sir dung tai cjt “Sir dung dén nim” trong cic bang 10 muc
2.2.4, bang 11 myc 2.2.5 vi bang 12 myc 2.2.6 nhu sau:

Stra ndm “2027" thanh ndm *2030".

Thay thé ciic quy dinh tai muc 2.3 Quy dinh vé an toan trong sir dyng nhw sau:

“- Trong ma hoa/giai ma di li¢u bang thuit toin mi hoa doi xing phai sir dyng mdt trong cic
ché d¢ sau: XTS, CCM, GCM, MGM.

- Trong boc khoa bing thuat toin mi hoa ddi ximg phai sir dung mjt trong céc ché d§ sau:
KW, KWP, CCM, GCM.

- Dbi véi ché do CBC, chi dugc phép sit dung dé giai ma dir ligu cti, khong ding dé ma hoa
di lidu mai.

- Céc khoa mét mi chi duge sir dung cho mot muc dich, khong duge phép sir dung chung khéa

dé mi hoa khoa va ma hoa dir liéu
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- Pbi vdi thuét toan RSA, chi duge phép sir dung luge d6 KTS-OAEP va KTS-KEM-KWS
cho vén chuyén khoa.

- Trong ma hoa dir ligu duge truyen tai, 4p dung hai giao thirc IPSec va TLS (phién ban TLS
1.2 v TLS 1.3) dé cung céip kha ning bio vé bé sung (néu co).”

3 QUY PINH VE QUAN LY
Thay thé Piéu 3 nhwr sau:
“3 QUY PINH VE QUAN LY

3.1 Cac mirc gidi han cua déc tinh ky thudt mat ma quy dinh tai quy chuén nay 1a céc chi tiéu
an toan phuc vy quan ly theo quy dinh v¢ quén 1y chat lugng san phim mat ma dén sy dugc quy dinh

ctia phap ludt.

3.2 Cong b hop quy, chimg nhin hgp quy, kiém tra chét lrgng san phim theo Théng tu s6
28/2012/TT-BKHCN ngay 12/12/2012 ciia B§ khoa hoc va Cong nghé quy dinh vé cdng bé hgp chun,
cong bo hop quy va phuong thirc ddnh gia sy phi hop va Théng tir s6 02/2017/TT-BKHCN ngay
31/3/2017 cua Bo khoa hoc va Cong nghé sira doi, bé sung mdt s6 diéu ciia Thong tu sé 28/2012/TT-
BKHCN ngay 12/12/2012 véi tiéu chudn, quy chuin k¥ thudt, trong quy chuin nay duge thye hién
theo phuong thirc 13 Quan 1y cdng bo hop quy dua trén két qua chimg nhiin cia td chire chimg nhan
dwgc chi dinh theo quy dinh caa phap luit.

3.3 DAu hgp quy duoc sir dung tryc tiép trén san phim hodc trén bao g6i hodc trén nhin gin

trén san phiam hodc trong chimg chi chét lwong, tai liéu ky thudt cia san pham.

3.4 Ban Co yéu Chinh phii xem xét thira nhan két qua danh gia sy phii hop do té chirc dénh
gid sy phi hgp nuée ngodi thye hién déi véi cc san phim mét ma dan sy thude trich nhi¢m quan ly
theo quy dinh.”

4 TRACH NHIEM CUA TO CHUC, CA NHAN

Thay thé Diéu 4 nhir sau:

“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cuc Quan 1y mit m dan sy va Kiém dinh sin pham mdt ma - Ban Co yéu Chinh phi 1a
o quan tiép nhin cong b hop quy, kiém tra nha nude vé chét lugng sin phim mit ma dén sy.

4.2 Céc t6 chirc, cd nhin c6 hoat dong san xudt, kinh doanh san phim mat ma dan syr thude
pham vi diéu chinh ciia quy chuan nay ¢6 trédch nhi¢m thyc hién céc quy dinh vé chirng nhan, cong

b hop quy va chiu sir kiém tra ciia co quan quan |y nha nuéc theo cdc quy dinh hién hanh.”

10
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5 TO CHUC THU'C HIEN

B sung muc 5.4 vao Diéu 5 nhwr sau:

“5.4 Trong trudng hop cdc vin ban quy pham phap ludt quy dinh tai quy chuén ky thuit nay
c6 s thay ddi, bd sung hodic duge thay thé thi thuce hién theo cic van ban méi. Trong trudmg hop céc
tiéu chudn duge vién din trong quy chuin nay c6 sy thay d6i, bd sung, thay thé thi thuc hién theo
huéng dan cia B Qubc phong.”

PHU LUC

Thay thé bing Phu luc Quy dinh vé ma HS ciia san phim bdo mdt die ligu leu giiv biing:
“PHU LUC
(Quy dinh)

Quy dinh vé ma HS caa sin phim bio mit dir li¢u luu giir

Tén M td dic tinh ky i
STT i Ma HS Mo ta hang hoa
san pham thuit mit ma

Céc thiét bj luu trit bén viing, thé rin
cta hang hoa 1a dia, bang, cac thiét bi
luru trir bén vimg, thé rin, “thé thong
01 8523.51.11 _
minh™ vi cac phuong tién hru trir
théng tin khéc dé ghi 4m thanh hodc

cac ndi dung, hinh thirc thé hién khac,

da hodc chua ghi, ké ca ban khuén
San phim sir dung miu vé ban gdc dé san xudt ghi bing
San  pham | cic thudt toan mit dia, nhung khong bao gom cdc sdn
02 | bio mat dir | ma,ky thuatmatma | 83233121 | sham cia vt lidu anh hodic dién anh
liéu luu giir | dé bao vé dir ligu gbm:

hipu g1t trén thict by - Loai ding cho may vi tinh cua loai

chura ghi;

- Loai ding cho mdy vi tinh cta loai
dé tai tao cac hién tugng trir dm thanh

03 8523.51.99 Hio%c i il

- Loai khac véi hiang héa thuge nhoém
8523.51.11, 8523.51.21.

11
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05

8523.52.00

- *“The théng minh".

06

8525.81.10

Thiét bi phat ding cho phat thanh
song v6 tuyén hodc truyén hinh, co

hoiic khéng gin vdi thiét bj thu hodc

07

8525.81.20

ghi hodc tdi tao dm thanh; camera
truyén hinh, camera ky thuét sd va

camera ghi hinh anh gém:

8525.81.90

- Camera ghi hinh anh;
- Camera truyén hinh:

- Loai khac,

08

8542.32.00

B nhd cia mach dign tir tich hop.

09

8471.30.90

May xir Iy dit lidu tw ddng va cic khéi
chirc ning cua ching; ddu doc tir tinh
hodc diu doc quang hoc, may truyén
dir li¢u 1én cic phwong tién truyen dir

ligu durdi dang ma hoa va may xir 1y

11

8471.41.90

nhimg dir liéu ndy, chwa dugc chi tiét
hodc ghi & noi khic gom:

- Loai khéc cua hang hoa la may xu ly
dir ligu tyr dong loai xach tay, co trong
lugng khong qua 10 kg, gdm it nhit

mdt don vj xir 1y dir li¢u trung tim,

8471.49.90

mot ban phim va m§t man hinh;

- Loai khac cua hang hoa chira trong
cing mot vo ¢o it nhat mot don vi xir
Iy trung tdm, m§t don vi nhép va mit
don vi xuat, két hop hodc khong két

8471.80.90

hgp vai nhau;

- Loai khac, ¢ dang hé thong;

- Loai khac cia hang hoa 1a cic bd
may khac cia may xu ly dir liéu ty
dong.

e

12
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1 Tén goi va ky hiéu cia QCVN

Tén goi: Quy chuén k¥ thuit qubc gia veé ma hoa dir liéu sir dung trong linh vuc
ngén hang thay the QCVN 4:2016/BQP.

Ky hiéu: QCVN 4:2026/BQP.
2 Pitvan dé

Tinh hinh thwe tién

Quy chuén k¥ thuat quéc gia QCVN 4:2016/BQP ban hanh va cé hiéu lyc tir
ngay 09/12/2016. Tuy nhién trong qua trinh trién khai, Co quan quan Iy chuyén nganh
nhén thay mot s6 han ché nhu sau:

- Ngay 31/12/2024, B truéng Bé Khoa hoe va Cong nghé ban hanh Quyét dinh
s6 3480/QD-BKHCN vé viéc cong bé tiéu chuan quoc gia TCVN 14263:2024 Céng
nghq: théng tin - K¥ thudt an toan - ThU"tt toan ma khéi MKV. Py la thuat tnan ma
khoéi riéng ctia Viét Nam, do Ban Co yéu Chinh phi nghién ctru, xay dung, dé xuit ban
hanh. Thuat to4n nay hién dang dugc cdng dong doanh nghiép quan tam, nghién ciru
va tich hop vao san pham. Tuy nhién trong quy chudn ky thudt quéc gia ban hanh kém
theo Thong tu 161/2016/TT-BQP chua cap nhat yéu cau sur dung voi thuat toan ma
khéi MKV, can thiét phai bo sung dép (g yéu céau thyc tién sir dung cua xa hoi;

- Mot s6 ndi dung k¥ thudt (ché do sir dung, thoi han sie dung kich thude khoi)
trong quy chuan hién hanh da khong con dap Umg dugce cac yéu cau an toan theo khuyen
nghi tir cac t6 chirc quoc té uy tin nhu NIST hay BSI, dac biét lién quan dén ché do sur
dung va thoi han st dung ctia san phidm hodic l‘lf,‘: thong. Cac quy dinh cii c6 thé dan dén
rui ro cao hon trong diéu kién vén hanh thuc té, khong dam bao an toan thong tin.

- Bén canh d6, tai ky hop thir 9 Quéc hoi Khéa XIII thong qua Luat Stra doi, bo
sung mét s didu cuia Luat Tiéu chuén va quy chudn ky thuat, ban hanh ngay 14/6/2025,
c6 hiéu luc tir ngay 01/01/2026, trong do sua ddi khoan 2 Piéu 57 Luat Tiéu chuan va
quy chuén ky thut nim 2006 véi quy dinh vé thoa thuén thira nhén ldn nhau, thira nhan
don phuong két qua danh gié sy phi hop nhu sau:

“2. Thira nhdn don phuong két qua danh gia sw phit hop dwge quy dinh nhie sau:

a) Bo, co quan ngang B4, Bé treong Bé Quéc phong xem xét, quyét dinh viée rhrm
nhdn don phicong két qua danh gia sw phit hop cua t6 chire danh gid sw phit hop quéc é,
t6 chire danh gia s phi: hop mede ngoai dé phuc vu hoat déng quan 1y nha mede;

b) Két qua ddnh gia sy phit hop quy dinh tai diém a khoan nay phai duge thuc
hién bai t6 chire déanh gid su phit hop quoc té, té chirc ddanh gid sw phit hop mede ngodi
diwge mot trong cdc 16 chite céng nhdn la thanh vién ky thoa thudn thira nhdn lan nhau
ctia T6 chire Céng nhan cde phong thir nghiém Qudc té (ILAC), Dién dan Cong nhdn
Quéc té (IAF), Té chite hop tdc Céng nhén khu viee Chdu A Théi Binh Duwong (APAC)

3



danh gia va cong nhan vé nang lue dap itng tiéu chuan quoc te, tiéu chuan quoc gia
twong ung;

Theo yéu cau thuc tién ciia quan ly chuyén nganh, B, co quan ngang B¢, Bo
trwong Bo Quoc phong dwge xem xét, quyét dinh thira nhdn don phuong két qua danh
gid sw phit hop ciia cac t6 chire danh gia sw phtt hop ngodi cac két qua danh gia siw
phit hop quy dinh tai khoan nay.”

Cin cir quy dinh trén, dé phu hop véi yéu ciu thue tién cua quan 1y chét lugng
san pham mét ma dan sy tai Viét Nam, dy thao Thong tu b6 sung quy dinh vé thira
nhin don phuong két qua danh gia sw phi hgp cia td chire thir nghiém nude ngoai doi
véi san pham mét ma dén su.

Do d6, viéc thay thé va ban hanh quy chuan ky thuit qudc gia vé ma hoa dir liéu
str dung trong linh vire ngin hang la can thiét dé khac phuc cac han ché, ning cao chat
lugng san pham MMDS, dam bao an toan va dong bo vai cac vin ban phap ludt lién
quan. Quy chuin sira d6i dap tmg yéu céu thyc tién, phi hop véi tién bd khoa hoc ky
thuat, thuc day hoi nhap qufic té, nang cao ning |I,IC canh tranh cua doanh nghiép Viét
Nam va bao vé lgi ich ngum tiéu dung, gop phén xdy dung hé thong tiéu chuin hoa
bén virng theo Luat Tiéu chuan va Quy chuin k¥ thuét.

Tinh hinh tiéu chuan hoéa tai Viét Nam
Quy chuin ky thufit qubc gia trong linh vire mat ma dan sy

TT| K hiéu Tén quy chuin Ghi chi
| |QCVN4: Quy chudn k¥ thudt quic gia vé ma hoa dir | Ban hanh kém
2016/BQP liéu sir dung trong linh vire ngan hang theo Thoéng tu
5 QCVNS5: Quy chuén k¥ thuit qudc gia vé chir ky sb sir 161/2016/TT- ‘
2016/BQP dung trong linh vure ngén hang BQP ngay
, | QCVN6: Quy chuén k¥ thuit qudc gia vé quan Iy khoa 2171072016
2016/BQP str dung trong linh vire ngén hang
Quy chudn k¥ thuft qudc gia vé dic tinh k¥ | Ban hanh kém
QCVN 12 : thuit mat ma sir dung trong cac san pham | theo Thong tu
4 2022/B QP‘ mat mad dan sy thudc nhom san pham bao | 23/2022/TT-BQP
mét lung IP sir dung cong nghé IPsec va | ngay 04/4/2022
TLS
Quy chuén ky thuat qudc gia vé dac tinh | Ban hanh kém
: QCVN 15: ky thudt mat ma sir dung trong cidc san |theo Thong tu
2023/BQP phim mét ma dan su thudc nhom san pham | 96/2023/TT-BQP
bao mdt dir li¢u luu gitr ngay 29/11/2023

Tiéu chuin ky thuét quéc gia trong linh virc mit ma dan su
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TT Ky hi¢u Tén tiéu chuin Ghi cha
| TCVN Cong nghé thong tin — Ky thudt mat ma —
7635:2007 Chir ky s6
TCVN Cong nghé thong tin — K¥ thudt mét ma thuat Phlm et 1
2 | 7816:2007 todn ma dit liéu AES it JOVN
: ¥ 11367-3:2016
TCVN7817- | Cong nght théng tin — K thudt mt ma quan | - P.on ban moi
3 112007 I khoa — Phin 1: Khung téng quat nhat ISO/IEC
: Y R XHERRE T 11770-3:2021
TCVN 7817 Cong nghé thong tin — K¥ thudt mit ma quan 1y | Phién ban mai
4 | 59057 khéa — Phan 2: Co ché st dung k¥ thudt ddi | nhat  ISO/EC
' ximg 11770-2:2018
TCVN 7817 Cong nghé thong tin — Ky thudt mdt ma quan | Phién ban mdi
5 | om0 ly khoa — Phan 3: Céc co ché sir dung k¥ thudt [ nhdt  ISO/IEC
' khong doi xtmg 11770-3:2021
: sk e . w . . |Phién ban moi
TCVN 7817- Cong nghé thong tin — Ky thudt mat ma quan i
% | 42007 I K — Phi 4 Coich tia et bigmay v | 224t ISO/THC
' Y - ' Y 11770-4:2017
2 Z . » g mEn Phién ban m
TCVN 7818- | Cong nghé thong tin — Ky thuat mat ma dich :
71 122007 suctersthn pans Phan = Khisg g auts | as  DUABL
’ ' & - RUNg Long quat 1 2414.1:2008
TCVN 7818- Cong nghf_:. tthg tin = Ky thudt n;u_zt ma dgfh Pl’:llEl'l ban mai
8 22007 vu tem thoi gian — Phan 2: Co ché token doc | nhat  ISO/TEC
’ lap 18014-2:2021
Cong nghé thong tin — K¥ thuat mét ma dich | Phién ban mai
9 gg;g iBls vu tem thoi gian — Phén 3: Co ché tao thé lién | nhit ISO/IEC
' két 18014-3:2009
10 TCVN Cong nghée thong tin — Cac k¥ thuat an toan —
11295:2016 Yéu cau an toan cho mé-dun méit ma
. e e . Phién ban mdi
1 TCVN 11367- | Cong nghé¢ thong tin — Céac k¥ thuat an toan — nhit  ISO/EC
1:2016 Thuét toan mat ma — Phén 1: Téng quan |

18033-1:2021




Cong nghé¢ théng tin — Cac k¥ thudt an toan —

12 ggm LBt Thuat toan mét ma — Phan 2: Mat ma phi doi
) ximg

13 TCVN 11367- | Cong nghé thong tin — Cac k¥ thudt an toan —
3:2016 Thudt todn mat ma — Phan 3: Ma khéi

14 TCVN 11367- | Cong nghé thong tin — Cac k¥ thuit an toan —
4:2016 Thuit toan mdt ma — Phan 4: Ma dong

15 TCVN 11816- | Cong nghé thong tin — Cac ky thuat an toan —
1:2017 Ham bam — Phan 1: Téng quan

Cong nghé théng tin — Cac ky thudt an toan —
TCVN 11816- ) ' :

16 | .. K18 Ham bam — Phan 2: Ham bam sir dung ma khoi
2:2017 :

n-bit.

17 TCVN 11816- | Coéng nghé théng tin — Cac k¥ thut an toan —
3:2017 Ham bam — Phin 3: Ham bam chuyén dung
TCVN 11816- C-::ng nﬁghg: thnilg tin —‘Cac'ky tl‘luat an tlfan -

18 Ham bam — Phan 4: Ham bam sir dung s6 hoc
4:2017 1

dong du

19 TCVN 11817- | Cong ngh¢ thong tin — Céc k¥ thudt an toan —
1:2017 Xac thye thye thé — Phin 1: Téng quan
TCVN 11817- C{Emg nghé lhnngittn - (ia-: ky thuatian‘toan -

20 Xac thye thue thé — Phan 2: Co che sir dung
2:2017 e B T

thudt toan ma hoa doi xung
Cong nghé thong tin — Cac k¥ thudt an toan —
gy [ SCYNIT | g thye thyuc thé — Phan 1: Co ché sir dung
3:2017 R
k¥ thudt chir ky so

29 TCVN 12214- | Cong nghé thong tin - Cac ky thudt an toan -

1:2018 Chir ky sé kém phu lyc - Phén 1: Téng quan
_ | Cong nghc: thong tin - Cac ky thudt an toan -
23 Tt s Chir ky s6 kem phu 1uc Phan 2: Cac co ché
2:2018
dya trén phan tich s6 nguyén
Cong nghé thong tin - Cac ky thuat an toan -
24 gg;ﬁ; 12214 | ong ky s6 kém phu luc - Phan 3: Céc co ché

dua trén logarit roi rac




Cong nghé thong tin - Cac ky thudt an toan -

25 TCVHATA00 Thuét todn mat mé - Phan 5: Mét ma duya trén
5:2018 :
dinh danh
2% TCVN Cong nghé thong tin - Cac ky thuat an toan -
“7 | 12211:2018 | Yéu cau kiém thir cho md dun mat ma
Cong ngh¢ thong tin - Cac k¥ thudt an toan -
57 | TCVN Phwong phap kiém thir giam thiéu cac 16p tan
12212:2018 cong khong xam lan chong lai cic md dun
mat ma
)% TCVN Cong nghe thong tin - Cac ky thudt an toan -
12213:2018 Ché d6 hoat ddng cho ma khoi n-bit
TCVN 12852- Cmfg n%h¢ ttmng tmﬁ-— Ky ‘thuat an toar.': ~ Ky
29 thuat mat ma dya trén dudng cong elliptic —
1:2020 A 3
Phan 1: Tong quan
TCVN 12852- Cﬂt}g n%h¢ t]jong tmﬂ— Ky‘thuat an tDal:l ~ Ky
30 52020 thuat mat ma dya trén duong cong elliptic —
' Phan 5: Cac ky thuat tao dudng cong elliptic
31 TCVN Cong nghé thong tin — Ky thudt an toan — Bo
12853:2020 | tao bit ngiu nhién
TCVN 12855- | Cong nghg thong tin — Ky thuat an toan —
35 | 2:2020 Lugc do chir ky s6 ¢6 khoi phuc thong diép -
Phan 2: Cac co ché dua trén phan tich so
nguyén
TCVN 12855- | Cong ngh¢ thong tin — Ky thudt an toan —
33 |3:2020 Lugc do chir ky s6 ¢6 khoi phuc thong digp —
Phan 3: Cac co ché dya trén bai toan Logarit
rol rac
14 TCVN 12854- | Cong nghé thong tin — Ky thudt an toan —
1:2020 Mit ma hang nhe -Phén 1: Tong quan
35 TCVN 12854- | Cong nghé thong tin — Ky thuat an toan — Mat
2:2020 ma hang nhe - Phan 2: Ma khoi
36 TCVN 12854- | Cong nghé thong tin — Ky thuat an toan — Mat
3:2020 ma hang nhe - Phin 3: Ma dong




Cong nghg thong tin — Ky thudt an toan — Mat

37 TLNIN Lo ma hang nhe - Phan 4: Co ché sir dung kv
4:2020 slioan S
thuat phi do1 xung
Cong nghé thong tin — KV thudt an toan — Xac
35| RN LIS1I- thuc thuc thé - Phin 4: Co ché sir dung ham
4:2020 2 N
kiém tra mat ma
Cong nghé thong tin — K¥ thudt an toan — Xac
g [ o LABAT: thye thue thé - Phan 5: Co ché st dung k¥
5:2020 DN~ .
thuat tri thire khong
TCVN 11817- Cong nghé t]:ung im - Ky thu?t fm toan — X?c
40 thue thuce thé - Phian 6: Co ché suir dung truyén
6:2020 e A it
dir liéu thu cong
41 TCVN Cong nghé thong tin — Céc ky thudt an toan —
13175:2020 M3 hoa ky
0 TCVN 12854- | Cong ngh¢ thong tin — Ky thudt an toan — Mat
5:2020 ma hang nhe — Phan 5: Cac ham bam
43 TCVN Cong nghé thong tin — Ky thuat an toan — Bo
13176:2020 tao sO nguyen th
Cong ngh¢ thong tin — Ky thudt an toan — Céc
gg | T thudt todn mdt ma va kiém thir phi hop céc
13177:2020 M I TNV VA SR TN PR 0P
co ché an toan
45 TCVN 7817- | Cong nghé¢ thong tin — Ky thudt an toan —
5:2020 Quan ly khoa - Phan 5: Nhom quan ly khoa
46 TCVN 13178- | Cong nghé¢ thong tin — Ky thudt an toan — Xac
1: 2020 thye thye thé an danh - Phan 1: Tong quan
Cong ngh¢ thong tin—Ky thudt an toan — Xac
47 TCVN 13178- | thuc thue thé an danh - Phan 2: Céc co ché
2:2020 dua trén chir ky stir dung mét nhom khoa cong
khai
Cong ngh¢ thong tin — Ky thudt an toan — Xac
48 Ig"gﬂ” 7S thye thuc thé dn danh - Phin 4: Céc co ché

dura trén bi mét yéu




Cong nghé thong tin — Céc ky thuét an toan —

TCVN 11367- T i dnniagine
49 6:2022 T;huat toan mat ma — Phan 6: Ma héa dong
cau
50 TCVN 13460- | Cong nghé thong tin — Cac k¥ thudt an toan —
1:2022 Chir ky s6 mi — Phan 1: Téng quan
TCYN 13460- C‘mﬂtg r'lgllg th‘nn g tn: —Cac 'ky thuatgan tuanﬂ—
51 Chir ky s6 mu — Phan 2: Cac co ché dya trén
2:2022 . s
logarit roi rac
5) TCVN 13461~ | Cong nghé thong tin — Cac k¥ thudt an toan —
1: 2022 Chir ky s6 4n danh — Phan 1: Tong quan
Cong ngh¢ thong tin — Cac ky thudt an toan —
53 | VN 13961 | ohi kg 54 din danh — Phin 2: Céc co ché si
2:2022 s e N
dung m¢t khoa cong khai nhom
54 TCVN 13462- | Cong nghé thong tin — Céc k¥ thudt an toan —
1:2022 Chia sé bi mat — Phan 1: Téng quan
55 TCVN 13462- | Cong nghé thong tin — Cac ky thudt an toan —
2:2022 Chia sé bi mt — Phan 2: Cic co ché co ban
Cong nghé thong tin — Céc k¥ thudt an todn —
56 | TN Kiém thir cic mo-dun mat mi trong moi
13720:2023 § ¢ mat ma trong m
truomg hoat dong,
Cong ngh¢ thong tin — Cac k¥ thudt an toan —
= Phwong phép kiém thir va phén tich cho cac
57 1 137212023 | PO tao bit ngau nhién trong TCVN 11295
) (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
Cong nghe¢ thong tin — Céc k¥ thudt an toan —
TCVN , X B 5
58 Khung xdc thuc vién sinh trac st dung mo-
13722:2023 . P e P
dun an toan phan cing sinh trac hoc
Ky thudt an toan cong nghé théng tin — Yéu
59 | TCVN 13723- | cau vé ning lyc dbi voi kiém thi vién va danh
1:2023 gid vién bao mit thong tin — Phin 1: Gidi
thigu, khai niém va yéu cau chung
60 TCVN13723- | K thuat an toan cong nghé¢ théng tin — Yéu
2:2023

A b A AR T = s . x 1
cdu vé nang lyc doi véi kiém thir vién va danh
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gid vién bao mat thong tin — Phan 2: Yéu cau
vé kién thirc, k¥ ndng va tinh hidu qua dbi véi
kiém thir vién theo TCVN 11295 (ISO/IEC
19790)

Ky thuit an toan cong nghé thong tin — Yeéu
cau vé nang luc doi voi kiém thir vién va danh

61 TCVN 13723- | gia vién bao mét thong tin — Phin 3: Yéu cau
3:2023 vé kién thirc, k¥ ning va tinh hidu qua doi véi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hoa co xac thyc
12197:2024 (ISO/IEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
63 | 1:2024 luéin danh gid an toan hé théng sinh tric hoc
— Phén 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
64 | 2:2024 danh gid an toan hé théng sinh tric hoc —
Phan 2: Hiéu suit nhin dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
o5 | 3:2024 danh gia an toan hé thdng sinh tric hoc —
Phan 3: Phat hién tan céng trinh dién
(ISO/IEC 19989-3:2020)
TCVN 14191- | An toan théng tin — Bién tap lai dir li¢u xac
66 | 1:2024 thuc — Phin 1: Yéu céu chung (ISO/IEC
23263-1:2021)
TCVN 14192- | K¥ thudt an toan cong nghé thong tin — Yéu
1:2024 cdu vé cong cu kiém thir va phuong phép hidu
chuén cong cu kiém thir dé sir dung trong
67 kiém thir cac ky thuit giam thiéu tin cong
khong xam lan trong mo-dun mat ma — Phan
2: Phuong phéap va phuong tign hi¢u chuan
kiém thir (ISO/IEC 20085-1:2019)
63 TCVN 14192- | Ky thudt an toan cong nghé thong tin — Yéu
2:2024 cdu vé cong cu kiém thir va phuong phép higu
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chuén cong cy kiém thur dé sir dung trong
kiém thir cac ky thudt giam thiéu tin cong
khong xam lan trong mé-dun mat ma — Phén
2: Phwong phap va phuong tién hiéu chuén
kiém thur (ISO/IEC 20085-2:2020)

TCVN Codng nghé thong tin — Ky thuat an toan —

o8 14263:2024 Thuét toan ma khdi MKV,

Sw céin thiét xdy dung thay thé Quy chuin
a) Vé cin cir

- Luat An toan thong tin mang nam 2015, tai khoan 7 Piéu 38 giao “Ban Co yeu
Chinh phu ¢6 trach nhi¢m giup B truong Bo Qudc phong xiy dung du thao tiéu chudn
quoc gia d6i véi san pham dich vu mét ma dan sy trinh co quan nha nude c6 thim
quyén cong bo va hudng dan thye hign; xay dyng, trinh Bo truong Bo Quéc phong ban
hanh quy chuan ky thuit quc-c gia d6i voi san pham, dich vu mit ma dan sir, ¢hi dinh
va quan 1y hoat dong cua to chirc chimg nhén su phu hop dbi vai SBI‘I pham, dich vu
mat md dan sy; quan ly chét luong san pham dich vu mat ma déan su™; khoan 4 Diéu
52 quy dinh vé€ trach nhi¢m cua Ban Co yéu Chinh phu giup B truong Bo Quoc phong

“xdy dung, trinh cip c6 thim quyen ban hanh van ban quy pham phap luit vé quan Iy
mat ma dan su™, “quan ly chét lugng san pham dich vu mat ma dan sy, quan ly cnng

tac danh gid, cong bd hop chuén, hop quy doi voi san pham, dich vu mat ma dén sy”,

- Luat Stra doi, bd sung mdt so didu cua Ludt Tiéu chuén va quy chudn ky thuat,
ban hanh ngay 14/6/2025, c6 hi¢u lyc tir ngay 01/01/2026, trﬂng d6 mét s6 quy dinh
vé thoa thudn thira nhan 1an nhau, thira nhan don phuong két qua danh gia sy phu hop
tai khoan 2 E}leu 57 Luat Tiéu chudn va quy chuén ky thudt ndm 2006 dugc sira doi,
b sung, tao diéu kién cho viéc thuc hién céc quy dinh vé danh gia su phu hgp trong
linh virc mat ma dan sy. Theo do, Bo, co quan ngang B¢, B truong B Qunc phong
xem Xeét, quyet dinh vigc thira nhéin don phuong két qua danh gia su phu hop cua 6
chirc danh gia sy pht hop quoc té, to chirc danh gia sy phu hgp nudc ngoai dé phuc vu
hoat dong quan 1y nha nude va “theo yéu cau thye tién ciia quan [y chuyén nganh, B,
co quan ngang Bo, Bo trucmg B Quoc phong dugc xem xét, quyét dinh thira nhan don
phmmg ket qua danh gia su phu hop cua cic to chire danh gia su phu hgp ngoai cac
két qua danh gia su phu hop...

- Nghi dinh s6 21 1/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh vé hoat
dong mat ma dan sy va sira d6i, bd sung mot sd didu cuia Nghi dinh sé 15/2020/ND-
CP ngay 03!’02;’202[] cua Chinh phu quy dinh xtr phat vi pham hanh chinh trong linh
vuc buu chinh, vién thong, tan s0 vO tuyén dién, cung nghé thong tin va giao dich dién
tir duge sira d6i, bd sung mot s6 diéu tai Nghi dinh s6 14/2022/ND-CP ngay 27/01/2022
ctia Chinh phu, tai Diéu 10 quy dinh vé thira nhén két qua danh gia sy phu hop san
phdm mat ma dan su “Ban Co yéu Chinh phu gitip B truong Bo Qudc phong xem xét,
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quyét dinh thira nhan don phuong két qua dénh gia sur phit hop san phim mat ma dén
sy cua to chire danh gia sy phu hop quoc. té, t6 chirc danh gla su phtt hgp nudce ngoai
dé phuc vu hoat dgng quan 1y nha nude vé mat ma dan su”.

b) Vé muc dich

Viéc xdy dung, thay thé “Quy chuﬁn ky thudt quéc gia vé ma hoa dit lidu str dung
trong linh vire ngdn hang” la rat can thiét nham:

- Pam bao chét lugng cho cic san phim mit ma dan su str dung trong linh virc
ngan hang.

- Théng nhét vé dic tinh k¥ thudt mat ma sir dung sir dung trong linh vire ngén hang.

- La co so ky thuat dé cac co quan quan 1y tham chiéu, phuc vu cong tac quan 1y
nha nudce vé chit lugn g san phim mdt ma sir dung trong linh vire ngan hang.

¢) Vé pham vi ap dung

Trén co so phan tich ly do va muc dich xdy dung quy chuan co quan soan thao
quy chuin nhin thiy viée xay dyng bg chi tiéu ky thugt quoc gia veé ma hoa dit ligu st
dung trong linh vyc ngin hang la rat cin thiét va phu hop trong diéu kién hién nay.

Quy chuin ky thuit qudc gia nay thay thé QCVN 4:2016/BQP quy dinh mirc
gioi han cac dac tinh ky thudt mat ma cua cac thudt toan mé hoa dir li¢u dung trong céac
san pham, dich vu mat ma dan sy sir dung trong linh virc ngan hang.

3 Co so xiy dung cic yéu ciu ky thuit
Co s van ban ky thuét trong nwéc

Khi xdy dung du thao quy chuin, co quan soan thao di tham khao céc tai liéu sau:

- Quyét dinh s6 3480/Qb-BKHCN ngay 31/12/2024 cua Bo truong Bo Khoa
hoc va Cong nghé cong bd tiéu chudn quuc gia TCVN 14263:2024 Cong nghé thong
tin - Ky thuat an toan - Thuat toan ma khoi MKV,

- Théng tu s6 161/2016/TT-BQP ngay 21/10/2016 ciia B) truong By Quéc
phong ban hanh Quy chuan k¥ thudt quoc gia vé mat ma dan sy sir dung trong linh vue
ngin hang.

Trén co so cac tai li¢u ky thuat tham khao, co quan soan thao da bo sung, sua
dm Quy chuén dép g yéu céu sur dung thudt toan MKV, dap tng diéu kién thuc té

doi véi cac san pham dang dugc luu thong, s dung tai Viét Nam va céc sian pham
thuong mai phd bién ctia quéc té.

Co s¢ kinh nghiém quéc té
3.2.1. Co'sé cho viée quy dinh ngudng k¥ thuit an toan doi véi san phim mit
ma din su.

Thye tién qudc té cho thiy mic d§ an toan clia cdc thudt todn mit ma va cic
tham so k¥ thuat lién quan co xu hudng thay doi theo thai gian, phy thude vao su phat
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trién cuia khoa hoc cong ngh¢ va néng lyc tinh toan. Cac thuat toan va dg dai khoa hi¢n
dang dugc sir dung c6 thé khong con dap trng yéu ciu bao dam an toan thong tin trong
trung va dai han, déc biét ddi voi cac thong tin c6 yéu cau bao mét cao hoic thai gian
bao vé kéo dai.

Trong bdi canh d6, nhiéu qudc gia va td chic tiéu chudn héa da ban hanh cic
quy dinh va khuyén nghi nham quan Iy viéc lua chon, sir dung va thay thé cac thuat
todn mdt md, trén co s¢ danh gia dinh ky mirc d¢ an toan va phu hgp cua cac giai phap
ky thudt. Viéc quy dinh ngu.'cmg ky thuat an toan ddi véi san pham mat ma dan sy dugc
xem la mdt bién phap can thlet nhdm han ché rui ro phat sinh tir vige tiép tuc sir dung
cac thudt toén hodc tham sb k¥ thuit khong con dap tmg yéu cau bao mit.

Céac bién phap quan 1y dugc 4p dung phd bién trong thuc tién quéc té bao gdm:

— Quy dinh thoi han sir dung hodc chu ky ra soat di voi thudt toan va d¢ dai
khoa, 1am co s& dé céc td chirc, ca nhan chi dong cip nhat, ning cip hoic thay thé cac
giai phap mat ma phu hgp vl mire do nhay cam cua thong tin dugc bao vé;

— Tham chiéu va 4p dung cic tiéu chuan, khuyén nghj mit ma do céc t5 chirc
tiéu chuﬁp héa uy tin ban hanh (nhu NIST, BSI), nham bao dam sy phu hop vai thong
I€ quoc té va han ché nguy co trién khai cac thudt toan hodc tham so6 k¥ thuat da dugc
danh gia la khong con an toan;

— D6 voi dir liéu c6 mirc d6 nhay cam cao hodc co yéu ciu bao vé trong thai
gian dai, dinh hudng s dung cac thudt toan va do dai khéa ¢6 mirc an toan cao hon,
dap g yéu ciu bao mét trong dai han va ¢ kha ning thich img v&i su phét trién cia
cong nghé;

— Xay dung 10 trinh chuyén doi phu ho‘p tir cac thudt toan mét ma khoa cong
khai truyén thng sang cac thuat toan madi ¢6 mirc dd an toan cao hon, bao gbm céc
thuit toan c6 kha ning chdng chiu trudc céc tién bo ve nang lyc tinh toan, trén co s¢
danh gia rii ro, mirc d6 nhay cam cua dir liéu va yéu ciu quan Iy nha nudc trong tirng
giai doan.

322, ;%ﬁ sodt, cip nhét thuit todn mit ma theo cac tiéu chuin qudc té méi
nhat

Bang tong hgp dudi day mot vai thudt toan mat ma dbi xtng va cic tan cong da
biét ddi vai tirng thuat toan do.
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Thuat
toan

Kich thwdce
khoa theo
bit

Kich
thuwdc
khoi theo
bit

Cic tin cong da biét

Mo ta

AES

128, 192, 256

128

Chua co cétc_tén cong
tham ma da biét

Pugce mo ta trong FIPS
197. Py la thudt toan
mi khéi cong bd nam
1998 duge chinh phu
M7 lam chuén ma hoa,
sau d6 duge NIST chap
thuan lam tiéu chuan va
duge sir dung rong rii
dén nay.

DES

56

64

Kich thuée khoi va khoa
nho, dé bi tan cong boi
cac phuong phap vét can,
ngay sinh, vi sai, tuyén
tinh, khoa yéu.

Puge mo ta trong FIPS
46-3. Day la thudt toan
mi khéi dugc IBM phat
trién, cong bd nim
1975, va duge chuan
hoa nam 1976.

TDEA

128, 192

64

Vao nim 2016 mot 16
héng 1én di duge phat
hién di véi thuat toan
nay sur dung trong giao
thue TLS, IPsec, SSH,
duge cong bo tai CVE-
2016-2183. Cudc tin
cong thuc thi voi thudt
todn nay la tin cong ngay
sinh (Birthday attack).

Pugc md ta trong SP
800-67. Pay la thuat
toan ma khoi, TDEA
(con biét dén voi tén
goi Triple-DES) dwgc
cong bd lan dau nam
1981. Do 156 hong lén
duge phat hién nén
NIST han ché va tién
téi loai bo trong cac
irng dung moi.

IDEA

128

64

Han ché cia ma phap nay
la kich thuéc khdi nho,
luge db khoa don gidn va
chira cac 1op khoa yéu.
Khéng c¢6 cic tin cong
thue té, tuy nhién cé cic
tin cong lén s6 vong nho
va khoa yéu. Tin cong tdt
nhat lén IDEA la tan
cong Bicliques.

Thuit toan ma khdi
duge duge thiét ké boi
James Massey cua ETH
Zurich va Xuejia Lai va
duge mé ta lan diu tién
vao nam 1991. Thuat
todn nay ra doi nhim
thay cho thudt toan
DES.
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« Khovratovich,

Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-

Bicligues: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012.
Lecture Notes in
Computer Science. 7237.

pp. 392-410
« Daemen, Joan;
Govaerts, Rene;

Vandewalle, Joos (1993),
“Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

RC2

40

64

Kich thuoc khoa qua nho,
kich thude khéi nho. DE
ton thuong trude cic
dang tan cong khac nhau.

Thuit toan ma khéi
dugc thiét ké nam 1987
béi Ron Rivest cua
hing bao mat RSA
Data Security. RC2 con
duge biét dén véi tén
goi ARC2.

RC5

0-2040

32, 64,
128

Ton tai mot s6 tan cong
lén phién ban rat gon 12-
vong vai Phién ban kich
thude khoi 64-bit (tham
ma vi sai) voi do phirc tap
2% ban ro chon loc.

Thuit todn ma khoi
duge  thiét ké boi
Ronald Rivest vao nim
1994,

RC6

128, 192, 256

128

Chua c6 tan cong anh
hudng tai phién ban day
du

Thuit toan ma khoi co
nguon goc tir RC5 va
dugc thiét ké bai Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap (mg
cic yéu cau cia cudc
thi Tiéu chudn md hoa
nang cao (AES).
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ARIA

128, 192, 256

128

o Wenling Wu; Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis of ARIA
and Camellia” .

Retrieved January
19, 2007.

o Xuehai Tang; Bing
Sun; Ruilin Li: Chao Li
(March 30, 2010). “4
Meet-in-the-Middle

Attack on  ARIA".
Retrieved April 24, 2010.

Thuit toan ma khoi
duge thiét ké vao nam
2003 bdi mét nhom 1om
cac nha nghién ciru cla
Han Quéc. Nam 2004
thuat toan nay dugc
chudn héa va sir dung
tai Han Qudc.

Blowfish

32-448

64

Tan cong ngay sinh
(vi kich thude khoi nho).

Tén tai cac khoa yéu.

Thuit toan ma khéi do
Bruce Schneier thiét ké
nam 1993 nhu mét giai
phép thay thé mién phi,
nhanh chong cho cac
thudt toan ma hoa hién
¢6 tai thai diém do.

Camellia

128, 192, 256

128

Bugce danh gia c6 mirc do
an toan tuwong duong
trong cac tiéu chuan quoc
te.

Thuat toan mé khoi
duge phat trién boi
Mitsubishi Electric va
NTT cua Nhat Ban.
Pugc cong nhdn trong
chuén ISO/IEC. Thujt
todn ¢ mire dd bao mat
va kha nang xu ly
twong dwong voi thudt
toan AES.

SEED

128

128

Chua co6 cac tan cong da
biét voi phién ban day du.

Thuit toan ma khdi
dugc phat trién bai
KISA (Han Qudc) va
dwoc cong bd trong
chudn ISO/IEC 18033-
3:2010 va nhieu RFC
khac (nhu RFC 4010,
RFC 4162, RFC4196).

CAST

64

64

Kich thuéc khoéa/khdi
qua nho bj tan cong ngay
sinh, cdc tan cbng khac
nhur vi sai tuyén tinh.

Thut toan ma khoi.
Khéng c6 ban quyén,
dugc moé ta trong
RFC 2144.
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CAST-
128 (con
goi la
CASTS)

40-128

64

Kich thudc khéi qua nho
bi tan cong ngay sinh, cic
tin cong khac nhu vi sai
tuyén tinh.

Thuét todn duge cong bo
vio nam 1996 bai
Carlisle Adams va
Stafford Tavares. Thuat
toan nay cting did dugc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phi Canada sir
dung.

CAST-
256

(con goi
la
CAST6)

128, 192, 256

128

Tan cong tot nhat 1a tan
cong tuong quan khdng
(zero-correlation) vai do
phirc tap thoi gian la
2269 v dir ligu la 288,
Tan cong nay khéng anh
hudng tol dd an toan cua
thuat toan.

Bogdanov, Andrey;
Leander, Gregor;
Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes  in  Computer
Science. T658. pp. 244-
261.

Thudt toan ma khéi, co
ngudn géc tir CAST-
128. CAST-256 dugc
xuat ban vao 6/1998.
Puge thiét ké theo thiét
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gop vao
thiét ké. CAST-256
duge moé ta trong RFC
2612.

SM4

128

128

Chura ¢6 tén cong da biét
nao dugce cong bo.

Thuét toan ma khoi, no
dugce nhiéu co quan dau
nganh tai Trung Quéc
phat trién nhung chu
yéu duge phat trién boi
Lii Shuwang. Théng
8/2016 duge chuan hoa
tai Trung Qudc.

Dura vao bang trén, c6 thé []1'&}" hau hét cac thudt toan c6 kich thude khéi 128 bit
gitip han ché cac rui ro lién quan dén tan cong ngay sinh, phu hgp voi khuyen nghi cua
cac to chire quéc te trong do AES Ia thudt toan dugc nhic dén nhiéu nhat trong cac tai
liéu cua to chirc qu(}c té uy tin (NIST, BSI, ANSI), dugc coi la chuin mic dinh dé danh
gla d6 an toan cua cac thudt todan khac. Hau hét cac tai liéu ky thuat {Whit-::paper] va
cau hinh mac dinh déu chi liét ké AES (Advanced Encryption Standard) voi cac do dai
khoa 128-bit hoac 256-bit la lya chon duy nhét cho ma hoa dbi xing.

Qua ra soat danh muc san pham_ mat ma déan sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhan thay da so san pham dugc khao sat ¢o tich hop thudt toan
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mi hoa AES, hiém thay san pham tich hop tiy chon céc thuat toan qudc té hodc noi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién md ngudn mé mac dinh su
dung thuat toan AES hodc khong co céc tiy chon thudt toan khac, néu co nhu cau sir
dung, phai tiy bién, tich hop vao ma nguon.

Vé mit hd trg phén cimg, hiu hét cac CPU hién dai (Intel, AMD, ARM) déu c6
tap Iénh hé trg AES-NI, gip viéc méd hoa/giai ma bang AES c6 toc d6 cuc nhanh ma
khong ton nhiéu tai nguyén. Do vay, vige stir dung AES la dam bao tinh twong thich cao,
tiét kiém chi phi khi san pham can giao tiép, pho bién rdng rii véi hé thdng quoc té.

DPé dam bao tinh an toan va hoi nhdp clng thé gi01, cac san pham, dich vu mat
ma dan sy dugc kinh doanh, sir dung tai thi truong Viét Nam can c6 tinh an toan, 6n
dinh, twong thich cao, dﬂng thoi dinh hudng phat trién mat ma Viét Nam dam bao tir
chii bén virng. Do do, can xdy dyng quy dinh chét ché cho viéc sur dung cac thuat toan
mat ma pho bién va thudt toan mat ma cua Viét Nam. Co quan soan thao da tham khao
cac khuyén nghi qudc té v& an toan mat ma dé dua ra cac sira dbi, bd sung phu hgrp val
diéu kién sir dung san pham mdt ma dén sy tai Viet Nam, dam bao can bﬁng gitra bao
mat, hiéu suat, va kha nang trién khai thye té.

Cac giai phap nay dam bao rang mat ma dan sy dap (mg dugc yéu ciu bao mat
ngan han, déng thoi phit hgp vai 19 trinh cdp nhat cong nghé dé bao vé dir liéu trong
dai han, nhu da dé ‘cap trong cac quy dinh cua Viét Nam (QCVN 4:2016/BQP) va
khuyén nghi quéc té.

a) Doi voi thuit toin TDEA

Tai ligu NIST SP 800-131A Rev 2 "Transitions: Recommendation for T!*ansitiﬂning
the Use of Cryptographic Algorithms and Key Lengths", ciia Vign Tiéu chuén va Cong
nghé Quoc gia Hoa I(y (NIST) cung cip cac quy dinh vé khuyén nghi sir dung va 10
trinh chuyén ddi d6i voi cac thudt toan mét ma va do dai khoa nhu sau:

Thuit toan Khuyén nghi sir dung

3TDEA cho Mi hoa Khéng duge chap nhan dén nam 2023
Khong duge phép sau nam 2023

3TDEA cho Giai ma Str dung ké thira
AES-128 cho Ma hoa va Giai ma Pugc chip nhan
AES-192 cho Mi hoa va Giai ma Pugc l:h':ip nhéan
AES-256 cho Mi hoa va Giai ma Pugc chip nhin

Tai day NIST dat ra gidi han va 10 trinh sir dung thudt toan TDEA:

- Viéc str dung dbi v0i cac bién phap bao v¢ mit ma méi (nhu mé hoa, dong goi
khoa, tao MAC) dugc khuyén nghi chuyén doi trudc ngay 31 thang 12 nam 2023 va s¢
b1 ngtrng phé duyét tir ngay 1 thang 1 nam 2024.
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- Tuy nhién, TDEA van dugc phép dung cho chirc nang giai ma, mo goi khoa va
xac minh MAC déi vai dir ligu da duge bao vé trude do, nham ho tro cac hé thong ké
thira trong qua trinh chuyén doi.

_ Thye hién theo 1§ trinh nay, NIST dé céng b6 thong bao ngay 29 thang 6 nim 2023
vé viéc rut lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data Encryption
Algorithm (TDEA) Block Cipher, co hi¢u lyc tir ngay 01 thang 01 nam 2024.

b) Déi véi ché dp XTS

Chc do XTS (XEX-based Tweaked CodeBook mode with ciphertext stealmg]
duoc thiét ké chuyen biét cho ma hoa dir liéu luu giir theo khéi, dic biét la ma hoa 6
dia va vung luu gitr dung lugng lon.

XTS cho phf:p ma hoa doc lap n.mg don vi dir liéu (sector hodc block), ho tro
hi¢u qua truy cdp ngau nhién ma khong cén duy tri trang thai gitra cac khoi. Vige su
dung tham sb tweak dwgc din xudt tir chi s6 vi tri lvu giir gitp ngén chin cdc tan -::ﬂng
hodn d6i khoi va sao chép dir ligu gitra cac vi tri khac nhau trong khong gian huu gitr.
Ngoai ra, XTS khong lam thay déi kich thuge dir ligu va khong phét sinh dit ligu phu
cho muc dich xac thyc, phu hgp vai cac hg thong luru gitr hi¢u nang cao.

Vi cac dac tinh trén, XTS hién la ché dd duge khuyen nghi rong rai cho ma hoa
dir liéu lru gitr va da duge trién khai trong nhiéu hé thong thyc té.

¢) Doi véi ché dp KW, KWP

Trong céc hé théng bao mét dir liéu hru gilr, khéa mad héa dir ligu khong dugc
lru gitr ¢ dang rd rang ma phal duge bao vé bang cac co ché boc khoa chuyén dung.
Céc ché do KW (Key Wrap) va KWP (Key Wrap with Padding) dugc lya chon nhim
bao dam an toan cho qua trinh luu giit va van chuyén khoa ma hoa dir liéu.

KW va KWP cung cap co ché bao vé khoa ¢6 kiém soat, cho phép phat hién thay
dbi trai phép va bao dam tinh toan ven cua khoa dugc boc. Vige sur dl,mg cac ché do
nay phit hop véi cac khuyén nghi quéc té vé quan ly khoa va dap tng yéu cau phin
tach myc dich str dung khoa, theo d6 khéa ding dé boc khoa khéng duge sir dung cho
ma hoa dir ligu va nguoc lai.

Do d6, KW va KWP giir vai tro thiét yéu trong kién trac bao mat tong thé cua
cac san pham bao mat dir liéu luu gitr, mic di khéng truc tiép tham gia vao qua trinh
ma hoa dur ligu nguoi dang.

d) Doi véi thuit toan Kuznyechik

D6i voi thuit toan Kuznyechik, ché do XTS duge cho phep sur dung do phu hop
vOi muc tiéu ma hoa dir liéu huu gitr theo khéi, dap tng yéu cau bao méat dir liéu luu
gir va ¢o pham vi ap dung rd rang.

Ngoai ra, ché do MGM la ché d6 ma hoa xac thuc duge quy dinh trong hé tiéu
chuan GOST, dugc thiét ké dong bo voi thuat toan Kuznyechik, cho phép bao dam
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dfjng thoi tinh bj mat va toan ven dir ligu. Vige Iya chon MGM thay cho cac ché do
AEAD khac nham bao dam tinh nhét quan vé hé tiéu chuén va thudn lgi trong trién
khai, danh gia hgp chuan doi voi cac san pham sir dung thudt toan Kuznyechik.

Cac ché do CCM va GCM khéng duge ap dung cho thudt todn Kuznyechik trong
Bang 7 do khong thudc hé ché do duge chuin hoa dong bd véi thudt toan nay. Viéc
khong lya chon CCM va GCM doi vai l(uznyechlk khong lam giam murc d§ an toan
cua quy chuin, déng thi bao dam tinh rd rang, nhit quan va kha thi trong ap dung.

e) Doi véi ché dp CFB, OFB

Cic ché d CFB va OFB bién thuit todn ma hoa khoi thanh dang ma héa dong,
phu thuge vao trang thai trude do. Trong mdi trudng luu gilr, cac ché dd nay khnng hu
trgr tot truy cip ngau nhién theo khi va dé bi anh huéng bai 15i lan truyén hodc céc tin
cong thao tang dir liéu (bit-flipping attack) & murc bit.

Ngoai ra, CFB va OFB khong cung cép co ché xac thye dir ligu va yéu cau quan
Iy chdt ché vector khaoi tao (IV), lam gia tang rui ro trién khai sai trong cac hé th{mg
I gitr dung Iugng lon. Vi cac ly do nay cac che do CFB va OFB khong dap trng dugce
y€u céu an toan trong trién khai d6i voi mot s6 dong san pham mat ma dén su cu thé
(vi du nhu san pham bao mat dir liéu luu giir).

f) Poi véi ché dp CBC

Ché do Cipher Block Chamm}, (CBC) la ché do hoat dong truyén théng cua cac
thudt toan ma hoa khoi d6i ximg nhu AES va Kuznyechik (GOST R 34.12-2015). Tuy
nhién, trong boi canh bao mdt dir liéu luu gitr dai han, ché do CBC khong con dap tng
day du cac yéu cau ve an toan va kha nang trién khai, do d6 khong dugce khuyén nghi
stir dung cho cac hé thong ma hoa dir liéu luu gitt moi.

CBC chi cung cép tinh bi mat ma khong tich hop co ché bao dam toan ven va
xac thye dir ligu. Trong moi trurong luu gitr, diéu nay dan dén nguy co bj thao tang dir
liéu, bao gom thay dm ndi dung hodic hoan d6i céc khéi dit liéu dd ma hoa ma hé thong
khong thé phat hi¢n néu khong trién khai thém cdc co ché bao vé bi.) sung. Viéc két hop
CBC voi cac co ché xéc thyuc bén ngnal lam tang do phure tap trién khai va khong phu
hop véi yéu cau don gian, tin cily cia cac hé théng luu giir dung lugng 16n.

Bén canh d6, CBC khong hd trg hi¢u qua truy Lap ngau nhién theo khdi va khong
co co ché rang budc dir liéu voi vi tri lru giit. Do mdi khoi dit liéu phu thude vao khoi
|1CII truge, viée giai ma hode cdp nhat dir li¢u tai mot vj tri bét ky tré nén kém hiéu qua.
E}nng thoi, ché do nay khong ch{mg dugc cac tin cong sao chép, hoan ddi hodc phyc
hoi dir liéu ban déu, von 1 cic mbi de doa phé bién trong méi trueong luu giir.

Ngoai ra, viéc quan ly vector khai tao (IV) trong CBC gap nhiéu kho khin trong
moi truomg luu giir dir lidu dai han. Yéu cau IV khong 13p lai va dugce quan ly chat che
kho bao dam trong cac hé thong c6 hoat dong ghi dé, sao luu va phuc hoi dir lidu, lam
gia tang nguy co suy giam mure do an toan.

Trén co so cac phan tich néu trén va theo cac khuyén nghi hién hanh, ché do

20



CBC khong dugc lya chon cho ma hoa dir liéu moi. Ché d¢ nay chi dugc ding dé giai
ma dir ligu da dugc ma hoa trudce do trén he théng nhim bao dam kha ning tuong thich
nguoc, khong khu}ren nghi trién khai trong cac hé thong méi.

g) Poi véi thuit toin CAMELLIA

Mic du dugc coi la mot thuat toan ma hoa hi¢n dai va bao mat, thuat toan Camellia
dé bi tén thuong trudc cac tan cong kénh ke (side-channel attacks), chiang han nhu tan
cong cache tlmmg, va céc 15i cu thé trong trién khai (implementation-specific flaws), tan
cong phén tich 16i (fault analysm attack). Nhirng cudc tn cong nay khai thac sy khac
biét vé thoi gian hodc dua 15i vao trong qua trinh ma hoa dé suy luan ra khoa bi mat,
nhung ching khong phai la pha v thiét ké todn hoc co ban ctia thudt toan.

Céc diém yéu theo loai tan cong :
- Tén cong 15i vi sai (Differential Fault Attack):
« K& tan cong co thé dua 16i vao ban mi trong qué trinh ma hoa.

« Bing cach phan tich cac ban ma bj 13i, chiing c6 thé khoi phyuc khoa bi mat, theo
ScienceDirect.com.

https://www.sciencedirect.com/science/article/abs/pii/S016412120900333 1#:~:text=r
ights%20and%20content. Abstract,0f%20software%20(cryptographic%?20algorithms).

- Tan cong Cache Timing:

» Céc nha nghién ctru da chimg minh ring cac trién khai ciia Camellia dé bi tan
cong hen gio by nhé dém.
« Nhimg cudc tan cong nay khai thac thoi gian cin thiét dé hoan thanh cac thao

tac mat ma, thoi gian nay co thé thay doi tity thude vao phan nao ctia by nhd dém
duoc sir dung.

« Su thanh cong cta cude tin cong nay phu thude nhiéu vao viéc trién khai cu thé,
chir khong phai ban than thuat toan, theo Cryptology ePrint Archive.

M. Joye et al. (Eds.): InfoSecHiComNet 2011, LNCS 7011, pp. 144-156, 201 1.
- Phén tich vi sai (Differential Analysis) va b§ phan biét (Distinguishers):

. Phén tich vi sai la mot phuong phap tin cong phd bién doi vai cac thuat todn ma
hoa doi xirng.

« Mic du Camellia dugc thiét kc dé chong lai cac cugc tin cong nay, cac nha
nghién ctru da phat hi¢n ra rang céc trién khai cu thé co thé dé bi ton thuong
trude mot s6 loai phan tich vi sai, chang han nhu nhimg loai khai thac cac dac
tinh cua hop S-box.

- Cac can nhac vé bao mat

. Tiph bao m@t cua Camellia phu thudc vao mot trién khai chinh xac va an toan,
giong nhu bat ky thudt toan mat ma nao khac.

+ Nhirng sai sot ph6 bién nhu xir 1y khéng ding cach Vector khéi tao (IV) trong
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mot s6 ché do hoat dong c6 thé lam tdn hai nghiém trong dén bao mét, ngay ca
vai mot thuat toan manh, theo ghi nhén cua MojoAuth.

https://mojoauth.com/compare-encryption-algorithms/chacha20-256-vs-camellia-
256/

« Mot s6 nha nghién curu da chira rang mot s6 luong vong nhét dinh c6 thé bi 1am
yeu trirge cac cude tin cong cu thé, nhung diéu nay thuong khong 1am ton hai
dén bao mat tong thé.

Mic du thuat toan Camellia s¢ hitu thiét ké mat ma manh m@ va da dugce chimg
minh chﬂng lai cac tan cong vet can va phan tich vi sai, nhung vi¢c danh gia tinh an
toan thuc té ciia nd cin xem xét hai yéu t6 quan trong: tinh dé bi ton thuong trong trién
khai va tinh pho bién trén thi truong.

I. Tinh dé bi ton thuong trong trién khai: Camellia da dugc ching minh 1a dé bi
ton thuong trudc cic tin cong kénh ké (side-channel attacks), dic biét la tan
cong cache timing. Nhiing 16 hong nay khong phai la _lm toan hoc, nhung ching
doi hoi cic bién phip phong vé va trién khai cuc ky can thdn, Viée ndy lam ting
do phirc tap va nguy co 18i trong qué trinh tich hgp vao (g dung.

2. Tinh phé bién thip: So véi céc tiéu chuin da duge chip nhan rong réi va dugc
hé trg manh mé& nhu AES (Advanced Encryption Standard), Camellia c6 miic
do pho bién va sy hd trg cong cu (tooling support) thap hon nhiéu.

Do sur két hop cua rii ro bao mét lién quan dén trién khai (doi hoi k¥ thuat chuyén
sdu dé va lm kénh ké&) va tinh thiéu phd bién (din dén it sy giam sat ctia cong d{mg va
it cong cuy t6i wru), viée uu tién sur dung Camellia so voi cac thuat toan da dugce thiét lap
tdt nhu AES la khong thuce té.

3.3 Co' sé thye tién va ciin cir thu‘a nhéin két qua dinh gii sy phi hop

Cong tac quan 1y chit lugng san phim mat ma dan sy, danh gia ching nhén hop
chudn, hop quy sin phim mat ma dan sy trong nudc gap nhleu kho khin trong C]l.ld
trinh trién khal do thuc trang hién nay ¢ Viét Nam chua co t6 chire thir nghiém dat cic
ching chi vé thir nghiém san phim mat ma dan sy va dugce chi dinh (ISO/IEC 17025).
Cac quy chudn ky thudt trong linh vire méit ma dan su tai Viet Nam duge xdy dung
duge xdy dung trén co s¢ hai hoa vai tiéu chuin quéc té. Cling véi do, da s6 cac san
pham mat ma dan sy hién nay dugc nhép khau tir nwde ngoai va da duge danh gia boi
cac to chirc uy tin, co nﬁng Iue. Vé co ban, dm voi san phim ¢6 chung tiéu chuén k}
thudt, két qua danh gia tir cac tc chire qunc té ¢6 nang luc dugce cong nhidn khong co
sai léch, khéc biét va dam bao ring vigc danh gia tuan thu quy chuin 1a nhéit quéan va
cong bing. Do véy, viéc chap nhén két qua thir nghiém tir t& chire duge chi dinh va to
chirc nude ngoai duge cong nhén theo ISO/IEC 17025 trong Khi diéu kién trong nuoc
chua thyc hi¢n dugc la phu hop dé trién khai cong tac quén Iy nha nude, quan ly chit
lwgng sin pharn mét ma dan su, dong thoi tao thuan lgi cho thuong mai quoc té, tranh
kiém tra chong chéo, giam chi phi cho doanh nehicp ma van dam bao rang cac san
phim, hang hoa trén thi truwong dap (mg day du yéu cau vé an toan, chat lugng va bao
v€ ngudi tieu ding.
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4 Noi dung Quy chuin ky thuit quic gia QCVN 4:2025/BQP

Can cur vao qua trinh ra soat cdc san pham mat ma dan sur sir dung trong linh vuc
ngan hang da dugc Ban Co yéu Chinh phu cap phép; Cén cir vao tinh cap thlet phai cép
nhat yéu cau sir dung véi thuit toan ma khéi MKV Xem xét tir nhing yéu cau, khuyén
nghi dugc néu ra trong cac tai liéu tham khao tir cac té chire NIST, CC, BSI, Co quan
soan thao dé xuat xay dung quy chuan nhu sau:

Nguyén tic xdy dyng nji dung

- Cac tham sb an toan dugc lya chon theo céc khuyén nghj ciia ISO/IEC, NIST,
CC, BSI va cac td chirc qudc té khic dé dam bao an toan va phit hop nhat;

- Phu hop véi diéu kién thuc t& dbi véi cée san phdm mat ma dan su sir dung
trong linh vyre ngén hang dang dugc luu thong, sir dung tai Viét Nam va céc san pham
thuong mai phd bién cua quéc té;

- Bép tmg dugc sy phat trién cia cong nghé trong vong 5 nam toi.
N§i dung Quy chuin k§ thuét

Chuén héa tir ngir, thuat ngir, bd sung céc ndi dung vé thuat toan MKV, lugc bo
cac ndi dung chi tiét cua cac thudt toan tai muc 1 “Quy dinh chung”, cu thé nhu sau:

1 QUY DINH CHUNG

1.1  Pham vi diéu chinh

Quy chuén ky thuat quoc gia nay quy dinh mirc giGi han CEEIC dac tinh k¥ thudt mat ma
cua cac thudt toan ma hoa dir liéu dung trong céc san pham mat ma dan su sir dung
trong linh vyc ngén hang.

1.2 Doi twgng 4p dung

Quy chuan nay ap dung dbi véi cac t6 chirc kinh doanh, sir dung san phim, dich vu
mat ma dan sy trong linh vire ngén hang.

1.3 Taili¢u vi¢n din

Céc Tai liu vién dan sau la can thiét cho viéc ap dung quy chuén nay. Trudng hop cac
tai liéu vién dan dugc sira doi, bd sung hoic thay thé thi 4p dung phién ban méi nhét.

TCVN 14263:2024 “Cong nghé thong tin - Ky thudt an toan - Thudt toan ma khéi
MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Cong nghé thong tin — Cac ky thudt
an toan — Thudt toan méat ma — Phan 3: Ma khoi”.

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé thong tin - Cac ki thudt an
toan - Ché dj hoat dong ciia ma khoi n-bit”.

[RFC7801]: “GOST R 34.12-2015: Block Cipher *Kuznyechik™, Internet
Engineering Task Force (IETF), March 2016.
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1.4  Giai thich tir ngiv
Trong quy chudn nay, cac tir ngir dudi diy dugc hiéu nhu sau:
1.4.1. Thong tin khong thudc pham vi bi mit nha nwéc

La thong tin khong thude ni dung tin “tuyét mat”, “tdi mat” va “mat” dugc quy dinh
tai Luat Bao vé bi mat nha nudc ngay 15 thang 11 nam 2018.

1.4.2. Mt mi

La nhimg quy tic, quy ude riéng dung dé thay déi hinh thirc biéu hién théng tin nham
bao dam bi mat, xac thue, toan ven cua ngt dung thong tin.

1.4.3. Mt ma din sur

La k¥ thuat mat ma va san phim mat ma duge sir dung dé bao mat hodc xac thuc dbi
vo1 thong tin khong thuge pham vi bi mét nha nudc.

1.4.4. Sin phi‘im mit ma dan sy

La cac tai liéu, trang thiét bi ky thudt va nghiép vu mat ma dé bao vé thong tin khong
thudc pham vi bi mat nha nudc.

1.4.5. K¢ thuit mat ma

La phuong phéap, phuong tién co ing dung mat ma dé bao vé thong tin.
1.4.6. Ma hoba

La qua trinh ding k¥ thuit mat ma dé thay d6i hinh thirc biéu hién thong tin.
1.4.7. Gidai ma

La phép bién dbi nguoc ctia qué trinh ma hoa twong ng.

1.4.8. Ma khoi

Hé mat d6i ximg voi tinh chét 1a thudt toan ma hoa thao téc trén mot khéi cuia ban rd,
nghia 14 trén mot xau bit ¢6 d6 dai xac dinh, két qua cho ra mot khéi ciia ban ma.

1.4.9. Ma dong

Hé mat d6i ximg voi tinh chat la thudt todn ma h-:m bao gom t6 hgp mot diy cac ky tu
cua ban rd véi day cac ky ty cua khoa dong, moi lan mot kv tu, str dung mot ham kha

nghich.
1.4.10. Khoa

La day ky tu diéu khién hoat dong ctia bién ddi mat ma.
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1.4.11. Khoa dong

La day cac ky tur gia ngdu nhién bi mat, dugc sir dung boi cdc thudt toan ma hoa va giai

md cua ma dong.

1.4.12. Mt ma doi ximg

La mat ma trong do khoa dugc sir dung cho cac phép ma hoa, giai ma la trung nhau
hodc dé dang tinh toan dugc khoa ma hoa khi biét khoa giai ma va nguoc lai.

1.5 Chir viét tit

Chir viét tit

AES

CBC

CCM

CFB

CTR

FIPS

FIPS PUB

GCM

GOST

KW

Tén tiéng Anh

Tén tiéng Viét

Advanced Encryption Standard Tiéu chuin ma héa tién tién

Cipher Block Chaining Mode

Counter with Cipher Block
Chaining Message

Authentication Code
Cipher Feedback Mode
Counter Mode

Federal Information

Processing Standards

Federal Information
Processing Standards

Publication
Galois/Counter Mode

Gosudarstvennyy Standart

Key Wrap
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Ché dé moc xich khoi ma

Ché d6 b dém véi xac thye thong
bao kiéu CBC

Ché d6 phan hdi ban ma
Ché d6 bd dém

Tiéu chudn xir ly thong tin lién
bang (Hoa Ky)

Cong bo tidu chudn xir 1y thong

tin lién bang (Hoa K¥)

Ché dd bo dém Galois

Tiéu chuan qudc gia Lién

bang Nga

Boc khoa



KWP Key Wrap with Padding

MGM Multilinear Galois Mode

MKV

NIST National Institute of Standards
and Technology

OFB Output Feedback Mode

QCVN

RFC Request for Comments

SP Special Publication

TCVN

XTS XEX-based tweaked-codebook
mode with ciphertext stealing

2 QUY PINH KY THUAT

Boc khoa voi dém dir liéu

Ché d9 Galois da tuyén tinh

Ma khéi Viét Nam

Vién Tiéu chuén va Ky thudt qudc
gia (Hoa Ky)

Ché d6 phan hoi déu ra

Quy chuin quf‘lc gia Viét Nam

Pic ta ky thuat do t6 chirc IETF
(Internet  Engineering  Task

Force) cong bd

An pham dic biét (Vién Tiéu
chuén va Ky thuat quic gia Hoa
Ky)

Tiéu chuin qudc gia Viét Nam

Ché d6 ma khoi XTS

Cac san pham mat ma dén sy st dung trong linh vuc ngén hang tudn thu cac quy

dinh vé thudt toan ma hoa déi xing sau:

2.1 Quy dinh vé thudit todn mit ma

Sur dung thuit toan trong danh sach sau:

Bang 1 - Danh muc thuit toin ma hoa dbi xig dwge phép sir dung



STT Thuét todn Tham chiéu
| MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
+ [GOST R 34.12-2015]
3 Kuznyechik
[RFC 7801]

2.2 Quy dinh vé diic tinh k¥ thudt va thoi gian sir dung

Viée sir dung thuat todn mi hoa ddi xtmg phai tuan thi cic quy dinh sau:

Bing 2 — Quy dinh vé dic tinh k¥ thudt va thoi gian 4p dung ddi v6i thuét todn

- # ﬁ - #
mé hoa doi ximg

Kich thuée Cic ché @9 cho phép Sir dung
STT | Thuat toan i
khoéa theo bit sir dung dén nim
= XTS, CTR, CCM, GCM, KW, | 2028
| MKV 192, 256 KWP 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 XTS, CTR, CCM, GCM, Kw, | 2028
2 AES 192, 256 KWP 2030
128, 192, 256 CBC (chi dé giai ma) 2028
XTS, CTR, MGM 2030
3 | Kuznyechik 256
CBC (chi dé giai ma) 2028
CHU THICH:
D6i véi thuat toan MKV, d dai tham sd, cac chu trinh tao khoa, b tham s6 cu thé trong
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quy chudn nay dp dung theo TCVN 14263:2024,

Ddi voi thudt toan AES, d6 dai tham s, cau triic thudt toan va cac chu trinh tao khéa trong
quy chudn nay ap dung theo FIPS 197 hodc TCVN 11367-3:2016.

D6i voi thuat toan Kuznyechik, 4o dai tham s6, céc chu trinh tao khéa, bd tham sd cu thé
trong quy chun nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché dd hoat dong cua ma khéi trong quy chuén nay ap dung theo TCVN 12213, SP
800-38C, SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.

2.3 Quy dinh vé an toan trong sir dung

- Trong boc khoa bing thudt todn ma hoa ddi xing phai sir dung mét trong cac
ché d¢ sau: KW, KWP, CCM, GCM.

- Cac khoa mat ma chi dugc sir dung cho mét muc dich, khong duge phép sir dung
chung khoa dé mi hoa khoa va ma hoa dir liéu.

-Péi vai ché dd CBC, chi dugce phép sir dung dé giai ma dir liéu cii, khong ding dé
ma hoa dir liéu mon.

3 QUY PINH VE QUAN LY

3.1 Cac mirc gidi han cua dic tinh k¥ thudt mat ma néu tai quy chudn nay la cic
chi tiéu an toan phyc vu quan Iy theo quy dinh vé quan Iy chat lugng san pham, dich

vu mat ma dan sur.

3.2 Cong bd hop quy, chimg nhiin hop quy, kiém tra chit lvgng san pham theo
Théng tu s6 28/2012/TT-BKHCN ngay 12/12/2012 ctia B khoa hoc va Cong nghé quy
dinh vé cong bd hop chuén, cong bd hgp quy va phuong thirc danh gia sy phi hgp voi
tiéu chudn, quy chuan k¥ thuat, trong quy chuan nay dugc thyc hién theo phuong thirc
I; Thong tu s6 02/2017/TT-BKHCN ngay 31/3/2017 ctia Bo khoa hoc va Cong nghé
sira d6i, bo sung mot sb diéu ctia Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012.
Quin 1y cong bd hop quy dya trén két qua chimg nhéan cua t6 chirc chimg nhan dugc
chi dinh theo quy dinh cua phap luat.

3.3 Déiu hop quy duge sir dung truee tiép trén san pham hodc trén bao goi hodc trén
nhin gén trén san phdm hodc trong chimg chi chit lugng, tai liéu k¥ thuat ctia san pham.
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3.4 Ban Co yéu Chinh phi xem xét thira nhan két qua danh gia sy phu hep do t6
chirc danh gia sy phi hgp nude ngoai thuc hién doi voi cac san pham mat ma déan sy

thudc trach nhiém quan ly.

4 TRACH NHIEM CUA TO CHUC, CA NHAN
4.1 Cyc Quan ly mat ma déan sy va Kiém dinh san phim mét ma - Ban Co yéu
Chinh phui la co quan tiép nhan cong bd hop quy, kiém tra nha nude vé chét lugng san

phim mat ma dén sy,

4.2 Cac té chirc sir dung san pham, dich vu mét ma dan su c6 trach nhiém dam
bao tuan thi quy chuin nay va chiu sy kiém tra ctia co quan quan 1y nha nudc theo cic

quy dinh cia phap luat hién hanh.

4.3 Céc 6 chirc c6 hoat dong san xudt, kinh doanh san pham, dich vu mat ma
dan su thuée pham vi diéu chinh cua quy chuin nay c6 trach nhiém thue hién cac quy
dinh vé chimg nhéan, cong bé hop quy va chiu sy kiém tra ciia co quan quan 1y nha

nudce theo cac quy dinh cua phap luat hién hanh.

5 TO CHUC THUC HIEN
5.1 Ban Co yéu Chinh phu gitip Bo truong Bé Qudce phong ra soat, sira doi, bd
sung hoic ban hanh thay thé quy chuan nay dé dam bao phu hop véi thye tién va dap

irng yéu cau quan ly.

5.2 Cyc Quan ly mit ma din sy va Kiém dinh san phim mat ma - Ban Co yéu
Chinh phti ¢6 trach nhiém huéng dan, t6 chirc trién khai quan 1y k¥ thuit mat ma theo
quy chuan nay.

5.3 Thanh tra, kiém tra san phém. dich vu mat ma dan sy dugce co quan quan ly
nhd nuéc c6 thim quyén tién hanh dinh ky hang nam hodc dot xuat.

5.4 Trong trudng hop cic vin ban quy pham phap luit quy dinh tai quy chuén k¥
thuat nay co sy thay ddi, bé sung hodc duge thay thé thi thyc hién theo cdc vin ban
moi. Trong trudng hop céce tiéu chudn dugce vién din trong quy chuin nay c6 sy thay

doi, bo sung, thay thé thi thuc hién theo hudng din cia Bé Quéc phong./.
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6 Bing doi chiéu ndi dung QCVN véi cic tai ligu tham khio

Tén nji dung Tai liéu tham khio Phuong an
xdy dyung
B sung quy TCVN 14263:2024 “Cong nghé théng tin - Ky | Chip nhan
dinh dbi voi thudt an toan - Thuat toan ma khéi MKV todn ven
thudt toan MKV
Dirng de xuat sir | NIST SP 800-131A Rev.2 (2019) Chép nhin
dung thuat toan toan ven
TDEA
B6 sung quy NIST Special Publication 800-38A, Recommendation for | Dya theo
dinh vé an toan | Block Cipher Modes of Operation. khuyén nghi
doivoicacthudt | NigT  Special  Publication  800-38E, £08 to
i mﬁg MASU | Recommendation for Block Cipher Modes of | €€
dung che do Operation: The XTS-AES Mode.
CBC tai bang 2 : .
vi muc 2.3 NIST Special Publication 800-57,
) Recommendation for Key Management.
I[EEE Std 1619, Standard for Cryptographic
Protection of Data on Block-Oriented Storage
Devices.
BSI TR-02102-1, Cryptographic Mechanisms:
Recommendations and Key Lengths.
Common Criteria Portal, Supporting Documents
and Guidance.
Bé sung quy RFC 7801 Duya theo
dinh thudt toan khuyén nghi
Kuznyechik cua cac to
chirc
Bo sung quy dinh | RFC 9058 Chép nhén
vé cheé dg MGM toan ven
Loai bo thuit toan | GOST R 34.10-2012 (RFC 7091) Chép nhan
GOST R 34.10- toan ven
2001
Chép nhin két | Ludt Stra déi, b6 sung mdt so diéu cuia Ludt Duya theo
qua thir nghiém | Tiéu chuan va quy chuan ky thuat (2025) khuyén nghi
cla cac to
chirc

30



7 Dénh gia tic djng dp dung Sira d6i QCVN

Viéc trién khai thay thé Quy chudn ky thudt quoc gia vé ma héa dir liéu sir dung
trong linh viee ngdn hang tai thoi diém nay 14 van dé cap thiét, lién quan truc tiép dén
cong tac bao dam an toan thoéng tin mang, bao vé quyén riéng tu va loi ich cua nguoi
sir dung. Quy chuén nay ap dung dbi véi cac to chire, ca nhan san xuét, kinh doanh va
sir dung san phdm mat ma dan su trong linh vuc ngan hang; cac t chirc tin dung (trir
quy tin dung nhan dan co s& c6 tai san dudi 10 ty dong, to chirc tai chinh vi mé) sur
dung san pham, dich vy mat ma dan su.

Cac dbi twong chiu tac dong khi QCVN dugc ban hanh:

- Doanh nghiép san xudt/kinh doanh/nhap khau: phai dam bao dap img QCVN va
phai chirng nhan, cong bo hop quy khi kinh doanh san pham trong linh vuc ngan hang
tai Viét Nam.

- Ngudi sir dung (co quan, td chire): Mire do anh huéng thap do la dbi tuong thu
hwong cudi cung. Céc yéu td an toan duge dam bao, bao vé loi ich cua ngudi dung
cudi.

7.1. Téc dong dén thi treong sin phadm

* Tac dong tich cuc:

- Nguoi sir dung cudi (doi twgng ap dung): Tang cam giac an tim va tin tuong
khi sir dung cac san phdm mat ma din sy di duge cong bd hop quy. Bio vé quyén riéng
tu va dir liéu ca nhin cuia ho triede cic rii ro mét an toan théng tin. Giam thiéu rui ro
mat dir liéu quan trong va thong tin nhay cam. Tang kha nang dap tmg cac yéu cau vé
bao vé dir liéu va quyén riéng tu tir phia khach hang va co quan quan ly. Ting cam gidc
an toan va hd trg cho viéc xay dung mét méi treong séng va lam viéce an toan hon.

- Nha san xuat: Nang cao uy tin va niém tin ciia khach hang thng qua viéc cung
céip cac san pham dugc ching nhin hop quy. Cac san phidm ndi dia chat lugng cao co
co hdi tiép can thi trudmg nude ngodi ¢d yéu ciu cao.

- Nha phén phbi va ban 1é: Cé thé sir dung chimg nhén hop quy ciia san pham
lam lgi the ban hang dé thu hit khach hang va ting doanh s6 ban hang.

- T6 chirc dénh gi sy phi hop va cap chitng nhan: thuan loi trong vigc trién khai
cong tac danh gia chét lugng san pham mat ma dan s, glam thoi gian kiém dinh, danh

gi4, tranh kiém tra chong chéo ma van dam bao rang céc san pham, hang hoa trén thi
truong dap (ng da}f du yéu cdu vé an toan, chit lrgng va bao vé nguoi tiéu dung.

* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh c:fip chirng nhan hop quy va cong bd hop quy co thé
doi hoi dau tu 16n vao viée nang cdp va thay doi cong nghé, lam ting chi phi san xuat
va phén phoi cac san pham mat ma dan su sir dung trong linh vue ngan hang.
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- Phirc tap hoa quy trinh san xuét: Viéc tudn thu cdc yéu cdu tai Sira d6i Quy
chuan co thé doi hoi cac quy trinh va thu tuc phire tap hon trong qua trinh san xuat, lam
tang chi phi va thoi gian san xuat.

- Giam hiéu suét san xuét: Tich hop cac bién phap dam bao yéu cau ky thuit co
thé lam giam hiéu suét san xuat do ting thoi gian kiém tra va thir nghiém, ciing nhu
vigéc ap dung cac quy trinh kiém soat chat lugng nghiém ngat hon.

- Tang thoi gian tién hanh kiém dinh va cdp chimg nhin: Qua trinh dat dugc
ching nhan hgp quy c6 thé doi hoi thoi gian dai va tén kém dé thuc hién kiém dinh,
danh gia sy phu hop, lam tri hodn viéc tung ra thi truong va lam cham qua trinh phat
trién san pham mdi.

7.2. Tac dong dén co quan quén 1¥ nha nwéc chuyén nganh

* Tac dong tich cyec:

- -Gop phén vao viéc nang cao an toan va quan ly rui ro trong quan 1y nha nudc
do6i vt linh ve méat ma dan sar.

- Thudn lgi trién khai cong tac quan 1y nha nuéc, quan Iy chat lugng san pham
méat ma dan su, dong thoi tao thuédn lgi cho thuong mai quoc té, tranh kiém tra chnn;b
chéo, giam chi phi cho doanh nghw;p ma vdn dam bao rang cdc san pham, hang hoa
trén thi truomg dap img ddy di yéu cau vé an toan, chat lugng va bao vé nguoi tiéu
ding.

* Tac dong khong tich cuc:

- Cin hoan thién, ning cao ning luc do kiém, danh gia dé thuc hién cong tac
danh gia, cap chirng nhan hgp quy cho san pham.

- Cén hoan thién co ché hop tac qudc té, danh sach t6 chirc duge chi dinh, t6
chite quée té ¢ nang lyc duge cong nhén.

7.3. Tac djng dén nguoi sir dung diu cudi

- Ngudi sir dung du cudi 1a ddi twgng duge thy huong tich cye khi san phim
dugc quan 1y, bao mat, dap ung cac quy dinh cua QCVN./.
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1 Tén goi

"Danh muc tiéu chuin ky thuit mat ma ap dung bat bujc cho mo-dun an
toan phan cimg trong hoat dong dinh danh va xac thuc dién tir".

2 Dit van dé

2.1 Tinh hinh thye tién

Thong tu sé 87/2024/TT-BQP cia B& Quéc phong ban hanh va co hiéu lyuc
tir ngdy 11/11/2024. Tuy nhién trong qua trinh trién khai, Co quan quan 1y chuyén
nganh nhin thay mdt s6 han ché nhu sau:

- Ngay 31/12/2024, Bo truong Bo Khoa hoc va Cong nghé ban hanh Quyét
dinh s6 3480/QB-BKHCN vé viéc cong bd tiéu chudn quéc gia TCVN 14263:2024
Cong nghé thong tin - Ky thudt an toan - Thuét toan ma kh6i MKV. Pay 14 thuit
todan mi khdi riéng cua Viét Nam, do Ban Co yéu Chinh phu nghién clru, xay
dung, dé xuat ban hanh. Thudt toan nay hi¢n dang dugc cong dong doanh nghiép
quan tarn nghién ciru va tich hop vao san pham. Tuy nhién trong cic quy chuén ky
thuat quoc gia, danh muc tiéu chuén bét budc ap dung ban hanh kém theo Théng tu
96/2023/TT-BQP chua cip nhit yéu ciu st dung véi thudt toan ma khdi MKV, cin
thiét phai bd sung dap img yéu cau thyc tién sir dung ctia xa hoi;

- Mét sb ndi dung ky thujt (ché do sir dung, thoi han sir dung, k:cfr thuoc
khoi) trong quy chun hi¢n hanh da I-:hung con dép tmg dugc cic yéu cau an toan
theo khuyen nghl tir cac to chire qubc té uy tin nhuw NIST hay BSI, dic bn;t lién
quan dén ché do sir dung va thoi han sir dung cia san phdm hodc hé théng. Cac
quy dinh cii ¢6 thé dan dén rii ro cao hon trong diéu kién van hanh thuc té, khong
dam bao an toan thong tin.

- Bén canh do, tai ky hop thit 9 Quoc hi Khoa XIII thong qua Luat Sira déi,
bo sung mét s6 diéu cia Ludt Tiéu chudn va quy chudn k¥ thudt, ban hanh ngay
14/6/2025, ¢6 hiéu lyc tir ngay 01/01/2026, trong d6 sira d6i khoan 2 Diéu 57 Luat
Tiéu chuin va quy chuan k¥ thuat nm 2006 véi quy dinh vé thoa thun thira nhan
lan nhau, thira nhan don phuong két qua dénh gia su phu hop nhu sau:

“2. Thita nhén dom phwong két qua danh gia sw phit hop dugc quy dinh nhir sau:

a) Bo, co quan ngang B§, Bé truong Bo Qmﬁr: phong xem xét, quvéf dinh
viéc thira nhan do‘n phzm‘ng két qua danh gia si phit hop cia t6 chire danh gia sie
phit hop quéc té, t6 chire danh gid sw phil hop nwdée ngodi dé phuc vu hoat déng
quan ly nha nuoc;

b) Két qua danh gia sw phu hop quy d"r'nh tai diém a khoan nay phai dugc
thuc hién boi té chirc danh gia s pfzu hop quoc té, té6 chire danh gia sy phu hop
nude ngoai dwge mét trong cdc té chire cong nhan la thanh vién ky thoa thugn



thira nhin lan nhau cia T6 chirc Cong nhdgn cdc phong thie nghiém Quoc té
(ILAC), Dién dan Céng nhdn Quoc té (IAF), Té chirc hop tac Céng nhdn khu vyec
Chau A Thai Binh Dwong (APAC) danh gid va céng nhdn vé nang lwc ddp ting tiéu
chudn quéc té, tiéu chudn quoc gia twong 1mg;

Theo yéu cau thyc tién cia qudn ly chuyén nganh, Bé, co quan ngang Bg,
Bé truong Bé Quoc phong dwge xem xét, quyét dinh thira nhan don phwong két
qua ddanh gia si phit hop ciia céc 6 chire danh gia sw phit hop ngoai cdc két qua
danh gia sw phit hop quy dinh tai khoan nay. "

Cin cir quy dinh trén, dé phi hop véi yéu cau thyc tién cta quan 1y chat
lugng san phﬁm mat ma din su tai Viét Nam, du thao Thong tu bo sung quy dinh
vé thira nhin don phuong két qua danh gia sy phi hop cua té chic thir nghiém
nudc ngoai dbi voi san phim mat mi dan sy.

Do do, viéc sira d6i Danh muyc tiéu chuin ky thuit mat ma ap dung bét budc
cho mo-dun an toan phén cung trong hoat dong dinh danh va xéac thyc dién tir la
cin thiét dé khic phuc cac han ché, nang cao chit lugng san phim MMDS, dam
bao an toan va dfmg b§ véi cac van ban phap lujt lién quan. Thay thé danh muc
dap tng yéu cau thyc tién, phi hop voi tién b khoa hoc ki thudt, thic déy hoi
nhdp qudc té, ning cao ning lgrc canh tranh cua doanh nghiép Viét Nam va bao vé
loi ich ngudi tiéu dung, gop phan xay dung hé thong tiéu chuin hoa bén vimg theo
Luit Tiéu chuén va Quy chuin k¥ thuit.

2.2 Tinh hinh tiéu chuin héa tai Viét Nam
Quy chuén ky thuit qudc gia trong linh virc mit ma din sy

TT| Ky hiéu Tén quy chuin Ghi chu
| | QCVN4: Quy chuén k¥ thuit quéc gia vé mi héa dit | Ban hanh  kém
2016/BQP ligu sir dung trong linh vyre ngin hang theo Thong tu
, |QCVNS: Quy chuén k¥ thuat quéc gia vé chir ky s6 [ 161/2016/TT-
2016/BQP str dung trong linh vyre ngén hang BQP ngay
5 | QCVNG: Quy chuin ky thudt quc gia vé quan ly 2L:10:2016
2016/BQP khoa str dung trong linh vuc ngan hang
Quy chuén ky thuit qudc gia vé dic tinh ky | Ban hanh keém
QCVN 12 : thuat mat ma sir dung trong cac san pham | theo Thong tr
4 | So35m QP' mat mi dan sy thujc nhém san pham bao | 23/2022/TT-BQP
mit ludng IP sir dung cong nghé [Psec vi | ngay 04/4/2022
TLS
5 QCVN 15: | Quy chuén ky thuat qudc gia vé dic tinh | Ban hanh kém
2023/BQP k¥ thuat mat mi sir dung trong cac san |theo Théng tu
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phim mét ma din sy thudc nhom san

phiam bao mat dit liéu hwu giir

96/2023/TT-BQP
ngdy 29/11/2023

Tiéu chufin ki thuit quoc gia trong linh vie mat ma din sy

TT | Ky hiéu Tén tiéu chuin Ghi chii
| TCVN Cong nghé thong tin — Ky thudt mat ma —
7635:2007 | Chir ky s6
] . _ . . |Phién ban méi
TCVN Cong nghé thong tin — KV thudt mat ma thudt |
% 17816:2007 | ton ma dir lidu AES s iy
: PR Sl 11367-3:2016
TCVN Céng nghé théng tin — K thugt mt ma | e ban méi
3 17817-1:2007 | quan Iy khoa — Phin 1: Khung téng quat | "2t 1SO/IEC
= ey g ean 11770-3:2021
ICVN Cong ngh¢ thong tin — K thudt mat ma quan | Phién bin mdi
4 | 1e17.9.9007 | 1 Khba = Phén 2: Co ché sir dung ky thuat | nhit  ISO/IEC
' doi ximg 11770-2:2018
TCVN Cong nghé thong tin — Ky thudt mat ma | Phién ban méi
5 ?Bi 7.3:2007 quan 1y khoa — Phén 3: Cac co ché sir dung [ nhat  ISO/IEC
' k¥ thuat khong doi ximg 11770-3:2021
TCVN Cong ngh¢ thong tin — Ky thudt mat ma | Phién ban moi
6 | 2817.4:2007 | 9uan 1y khoa — Phan 4: Co ché dua trén bi [ nhdt  ISO/IEC
o mat yéu 11770-4:2017
TCVN Cong nghé thong tin — Ky thudt mat ma | Phién ban mdi
7 | 2818.1:2007 | dich vu tem théi gian — Phan 1: Khung |nhét  ISO/IEC
' tong quat 18014-1:2008
TCVN Cong nghé thong tin — Ky thuiat mat ma [ Phién ban moi
8 | 1818.2:2007 | dich vu tem thoi gian — Phin 2: Co ché |nhit ISO/IEC
' token ddc lap 18014-2:2021
TCVN Cong ngh¢ thong tin — Ky thudt mdt ma | Phién ban mai
9 |anves: 5007 | dich vu tem thoi gian — Phin 3: Co ché tao | nhdt  ISO/IEC
' thé lién két 18014-3:2009
10 TCVN Cong nghé thong tin — Céc k¥ thuét an toan
11295:2016 | - Yéu cau an toan cho mé-dun mat ma
Il | TcVN Cong nghé thong tin — Céc ky thut an toan | Phién bin mdi
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11367-

— Thudt toan mat ma — Phan 1: Tong quan

nhat  ISO/IEC

1:2016 18033-1:2021

TCVN Cong nghé thong tin — Céc ky thudt an toan —
12 | 11367- Thuat toan mat ma — Phan 2: Mét ma phi doi

2:2016 ximg

T . \

OV Cong nghé thong tin — Cac k¥ thudt an toan

13 | 11367- A Sy g Es

= — Thudt toan mat ma — Phan 3: Ma khoi

3:2016

Tev Cong nghé thong tin — Cac ky thudt an toan
W — Thuét toan mét ma — Phin 4: M don

4:2016 WP HIEEER ans 8

TOwN Cong nghé thong tin — Cac k¥ thudt an toan
15 | 11816- — Ham bam — Phin 1: T4

1:2017 am bd + 10ng quan

—

TCVN Cong nghé thong tin — Céc ky thuat an toan —
16 | 11816- Héam bam — Phan 2: Ham bam sir dung ma

2:2017 khdi n-bit.

TCVN Cong nghé thong tin — Cac ky thudt an toan
17 | 11816- — Ham bam — Phan 3: Ham bam chuyén

3:2017 dung

TCVN Cong nghé thong tin — Cac k¥ thudt an toan
18 | 11816- — Ham bam — Phin 4: Ham bam sir dung s6

4:2017 hoc dong du

Al Cong nghé thong tin — Céac ky thuét an toan
il Gl — X4c thye thye thé — Phén 1: Tong quan

1:2017 Fet - 1ongq

TCVN Cong nghé thong tin — Cac ky thudt an toan
20 |11817- — Xdc thye thue thé — Phin 2: Co ché sir

2:2017 dung thut todn mé hoa doi ximg

TCVN Cong nghé théng tin — Cac ky thudt an toan
21 |11817- — Xdac thyuc thyc thé — Phan 1: Co ché sir

3:2017 dung ky thudt chir ky sb
77 | TCVN Cong nghé thong tin - Cac k¥ thudt an toan

12214- - Chit ky s6 kém phu luc - Phan 1: Tong
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1:2018

quan

TCVN Cong nghg thong tin - Cdc ky thudt an toan
23 | 12214- - Chir ky s0 kém phu lyc - Phéan 2: Cac co
2:2018 ché dua trén phén tich s6 nguyén
TCVN Cong nghé thong tin - Cac ky thudt an toan
24 | 12214- - Chir ky s6 kém phu luc - Phin 3: Céac co
3:2018 ché duya trén logarit roi rac
TCVN Cdng ngh¢ thong tin - Cac ky thudt an toan
25 [11367- - Thudt toin mét ma - Phén 5: Mt ma dya
5:2018 trén dinh danh
2% TCVN Cong ngh¢ thong tin - Céc ky thudt an toan
12211:2018 | - Yéu cau kiém thir cho mé dun mat ma
Cong nghé théng tin - Cac ky thudt an toan
7 TCVN - Phuong phap kiém thir giam thiéu céc 16p
12212:2018 | tén cong khong xam lan chéng lai ciac mod
dun mat ma
)3 TCVN Cong nghé thong tin - Céc ky thudt an toan
12213:2018 | - Ché d9 hoat dong cho ma khéi n-bit
TCVN Cong ngh¢ thong tin — Ky thudt an toan —
29 |12852- Ky thudt mdt ma dua trén dudng cong
1:2020 elliptic — Phén 1: Téng quan
Cong nghé thong tin — K¥ thuét an toan —
TCVN N e " .
Ky thudt mat ma dua trén duong cong
30 | 12852- oy A gk 2 ;
elliptic — Phan 5: Cac ky thudt tao duong
5:2020 oo
cong elliptic
31 TCVN Cong nghé théng tin — Ky thuit an toan —
12853:2020 | B tao bit ngdu nhién
TCVN Cong ngh¢ thung tin — Ky thuat an toan —
17 12855- Luqc d6 chir ky s6 c6 khoi phuc thong dn;-,p
2:2020 — Phén 2: Cac co ché dua trén phan tich s6
nguyén
TCVN Cong ngh¢ thnng tin — Ky thudt an toan —
33 12855. Luge d6 chir ky s6 c6 khoi phuc thong diép

— Phén 3: Céac co ché dua trén bai toan
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3:2020

Logarit roi rac

i Cong nghé thong tin — K¥ thudt an toan —
Sl R Mit mi hang nhe -Phin 1: Téng quan
1:2020 : WHg Ae RS
35 ?208‘;1\]_ Cong ngh¢ thong tin — Ky thuat an toan —
22020 Mat ma hang nhe - Phan 2: Ma khoi
FLVN Cong nghé thong tin — Ky thuat an toan —
36 || 1ahde- Mait ma hang nhe - Phan 3: Mi don
3:2020 E BRI RN =0 &
TCVN Cong nghé thong tin — K¥ thuat an toan —
37 | 12854- Mét ma hang nhe - Phin 4: Co ché sir dung
4:2020 k¥ thuat phi doi ximg
TCVN Coéng nghé thong tin — K¥ thuat an toan —
38 | 11817- Xac thuc thyc thé - Phin 4: Co ché su
4:2020 dung ham kiém tra mat ma
TCVN Cong nghé thong tin — Ky thudt an toan —
39 |11817- Xac thue thyc thé - Phin 5: Cou ché sir
5:2020 dung k¥ thudt tri thirc khong
TCVN Cong nghé thong tin — K¥ thuat an toan —
40 | 11817- Xac thue thuc thé - Phin 6: Co ché su
6:2020 dung truyén dir lidu tha cong
Al TCVN Cong ngh¢ thong tin — Cac ky thuit an toan
13175:2020 |—Ma hoa ky
Chchiy, Cong nghé thong tin — Ky thuat an toan —
42 | 12854-5: . . e
Mait ma hang nhe — Phan 5: Cac ham bam
2020
43 | TCVN Cong nghé théng tin — K¥ thudt an toan —
13176:2020 | B tao s6 nguyén to
Cong nghé thong tin — Ky thuat an toan —
ag [0 Cac thudt toan méit ma va kiém thir phu
13177:2020 ? ; P

hgp cac co ché an toan




45 TCVN Cong ngh¢ thong tin — Ky thudt an toan —
7817-5:2020 | Quan 1y khoa - Phan 5: Nhom quan 1y khoa
TCVN Cong nghé thong tin — Ky thuét an toan —

46 |13178-1: Xéc thyc thyc thé an danh - Phin 1: Tong
2020 quan

Cong nghé¢ thong tin — Ky thudt an toan —
TCVN : 22 3 5
Xac thyc thye thé an danh - Phan 2: Cac co
47 | 13178-2: £ : S p :
ché dua trén chir ky su dung m¢t nhom
2020 o S ;
khoa cong khai
TCVN Cong nghé théng tin — K¥ thudt an toan —

48 | 13178-4: Xac thyuc thyuc thé an danh - Phin 4: Céc co
2020 ché dya trén bi mat yéu
TCVN Cong nghé théng tin — Céac ky thudt an toan

49 | 11367- — Thufit todn mdt md — Phan 6: Mi hoa
6:2022 dong cdu
TV Cong nghé thong tin — Cac ky thuat an toan

| L0 — Chir k¥ s6 mti — Phan 1: Téng quan
1:2022 Y ' &4
TCVN Cong nghé thong tin — Cac ky thuét an toan

51 | 13460- — Chit ky s6 mu — Phan 2: Céc co ché dyua
2:2022 trén logarit roi rac

52 -:.3(,:4‘;? s Cong nghé thong tin — Cac k¥ thudt an toan

-1 ~ 1.7 A A A q.ma
2022 — Chir ky s0 an danh — Phan 1: Tong quan
TCVN Cong nghé thong tin — Cac k¥ thudt an toan

53 | 13461-2: — Chir ky so0 an danh — Phan 2: Céc co ché
2022 st dung mét khoa cong khai nhom
ACVN Cong nghé thong tin — Cac ky thudt an toan

> |13462- — Chia sé bi mat — Phan 1: T
1:2022 1a s¢ bi mdt — Phan 1: Tong quan
TCVN Cong nghé thong tin — Cac k¥ thudt an toan

55 | 13462- — Chia sé bi mat — Phan 2: Céc co ché co
2:2022 ban

56 | TCVN Cong ngh¢ thong tin — Cac ky thuit an toan
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13720:2023

— Kiém thir cac mo-dun mat ma trong moi
trurong hoat dong,

Cong nghé thong tin — Cac ky thudt an toan
— Phuong phap kiém thor va phan tich cho

57 T;??f_mﬂ cac bo tao bit ngiu nhién trong TCVN
= 11295 (ISO/TEC 19790) va TCVN 8709
(ISO/IEC 15408),
Cong nghé¢ thong tin — Céc ky thudt an toan
TCW ’ X . & =
58 137222023 |~ Khung xdc thuc vién sinh trac sur dung
' mé-dun an toan phan cimg sinh tric hoc
Ky thudt an toan cong nghé thong tin —
TCVN T i R
Yéu cau vé nang luc doi voi kiém tha vién
59 | 13723- s e iR ale L miileial A
1:2023 va danh gia vién bao madt théng tin — Phéan
] 1: Gidi thiéu, khai niém va yéu ciu chung
Ky thudt an toan cong nghé¢ théng tin —
Yéu cdu vé nang luc dbi véi kiém thir vién
TCVN Y 53 sk ki T aiaaast 2
va danh gia vién bao mat thong tin — Phan
60 |13723- R TN R e § 2
22023 2: Yéu cau ve kien thirc, ky ning va tinh
: hiéu qua doi véi kiém thir vién theo TCVN
11295 (ISO/IEC 19790)
Ky thudt an toan cong nghé thong tin —
Yéu cau vé ning luc doi véi kiém thir vién
TCVN gt S s Al A e 3
va danh gia vién bao mat thong tin — Phén
61 | 13723- S FON. , - -
32023 3: Yéu cau vé kién thirc, k¥ ndng va tinh
' hiéu qua doi véi danh gia vién theo TCVN
8709 (ISO/IEC 15408)
62 TCVN An toan thong tin — Ma hoa co xdc thuc
12197:2024 | (ISO/IEC 19772:2020)
TCVN An toan thong tin — Tiéu chi va phuong
63 14190- phap ludn danh gia an toan hé thong sinh
1:2024 tric hoc — Phén 1: Khung (ISO/IEC 19989-
1:2020)
TCVN An toan thong tin — Tiéu chi va phuong
64 | 14190- phap danh gia an toan hé thong sinh tric
2:2024 hoc — Phan 2: Hiéu suat nhian dang sinh
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tric hoe (ISO/IEC 19989-2:2020)

TCVN An toan thong tin — Tiéu chi va phuong
65 | 14190- phap danh gid an toan hg théng sinh tric
3:2024 hoc — Phan 3: Phat hién tan cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN An toan thong tin — Bién tap lai dir liéu xac
66 | 14191- thuc — Phin 1: Yéu cdu chung (ISO/IEC
1:2024 23263-1:2021)
TCVN Ky thuit an toan cong nghé théng tin —
14192- Yéu cau vé cong cu kiém thir va phuong
1:2024 phap hiéu chuin cong cu kiém thir dé sir
dung trong kiém thir cic k¥ thudt giam
67 R ok 2 L % A
thiéu tin cong khong xam lan trong mé-
dun mat ma — Phan 2: Phwong phép va
phuong tién hiéu chuén kiém thir (ISO/IEC
20085-1:2019)
TCVN Ky thuit an toan cong nghé théng tin —
14192- Yéu cau vé cong cu kiém thir va phuong
2:2024 phap hiéu chuin céng cy kiém thu dé su
68 dung trong kiém thir cac ky thudt giam
thiéu tin cong khong xadm lan trong mo-
dun mat md — Phan 2: Phwong phap va
phuong tién higu chuan kiém thir (ISO/IEC
20085-2:2020)
69 TCVN Céng nghé thong tin — Ky thudt an toan —
14263:2024 | Thudt toan md khoi MKV.

2.3 Sy céin thiét vé viéc thay thé danh muc

a) V& can cir

- Ludt An toan thong tin mang ndm 2015, tai khoan 7 Diéu 38 giao “Ban Co
yéu Chinh phu ¢6 trach nhiém gitp Bd trudmg Bd Qudc phong xdy dung du thao
tiéu chuin quédc gla d6i v6i san pham, dich vu mat ma dan sy trinh co quan nha
nudc c6 tham quyén cong bd va hm:mg dan thyc hu;n xa}r dung, trinh B truong
Bd Quéc phong ban hanh quy chuin k¥ thuit quoc gla ddi véi san pham, dich vu
mat mé dén sy, chi dinh va quan Iy hoat dong ctia té chirc ching nhén sy phtt hop
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déi véi san pham, dich vu mat mi dan syu; quan 1y chit lugng san pham, dich vu
mit ma dan sy khoan 4 Piéu 52 quy dinh vé trach nhiém cua Ban Co yéu Chinh
phu gitip B truong B Quoc phong “xay dung, trinh cép ¢ thim quyén ban hanh
van ban quy pham phép luit vé quan Iy mat mi dan su”, “quan 1y chit lrgng san
phim, dich vu mit ma dan sy, quan 1y cong tic danh gid, cong bd hop chuén, hop
quy d6i vai san pham, dich vu mat ma dan sy,

- Luét Stra déi, bd sung mot sé diéu cua Luat Tiéu chuin va quy chudn ky
thudt, ban hanh ngay 14/6/2025, ¢o hiéu lyc tir ngay 01/01/2026, trong d6 mét )
quy dinh vé thoa thu@n thira nhan Ian nhau, thira nhin don phuong két qua danh
gia su phu hop tai khoan 2 Diéu 57 Luat Tiéu chudn va quy chuin ky thuit nim
2006 duoc sira doi, bd sung, tao didu kién cho viée thyc hién cac quy dinh vé danh
gia su phu hop trong linh vuc mat ma dén sy. Theo do, B9, co quan ngang Bo, B
truong Bo Quée phong xem xét, quyét dinh viéc thira nhan don phwong két qua
danh gia su phi hgp cua t6 chirc danh gia sy phi hop qudc té, to chirc danh gia sy
phui hgp nuée ngoai dé phuc vu hoat dong quan ly nha nudce va “theo yéu cau thue
tién cua quan 1y chuyén nganh, Bo, co quan ngang B, By trudng B Québc phong
duoc xem xét, quyét dinh thira nhin don phuong két qua danh gia su phi hop cia
cac to chirc danh gia sy phii hop ngoai céac két qua danh gia sy phu hop...".

- Nghi dinh s6 211/2025/ND-CP ngay 25/7/2025 cta Chinh phu quy dinh vé
hoat dong mat ma dan sy va sira ddi, bé sung mot s6 diéu ctia Nghi dinh s6
15/2020/ND-CP ngay 03/02/2020 cia Chinh phu quy dinh xu phat vi pham hanh
chinh trong linh vyc buu chinh, vién thong, tin s6 vo ruyén dién, cong nghé¢ thong
tin va giao dich dién tir dugc sira ddi, bd sung mot sé diu tai Nghi dinh sé
14/2022/ND-CP ngdy 27/01/2022 cia Chinh phu, tai Diéu 10 quy dinh vé thira
nhin két qua danh gia su pht hop sian phim mét ma dan sy “Ban Co yéu Chinh
phu gitp Bo truong B Quéc phong xem xét, quyét dinh thira nhan don phuong
két qua danh gi4 sy phi hop san phim mat ma dén sy cua t6 chirc danh gia sy phu
hop qudc té, t6 chirc danh gia sy phii hop nude ngoai dé phuc vu hoat ddng quan 1y
nha nude vé mat ma dan su”.

b) V& muc dich

Vice thay the danh muc tiéu chudn k¥ thuit mat ma ap dung bit budc cho
mo-dun an toan phin cing trong hoat dong dinh danh va xéc thyc dién tir 1a rat can
thiét nham:

- Dam béo chét lugng cho cac san phﬁm mat ma dédn sy thugc nhom mo-dun
an toan phan ctng trong hoat dong dinh danh va xac thyc dién tr.

- Théng nhét vé dic tinh k¥ thuit mat ma sir dung trong céc sin phdm mé-
dun an toan phf‘m cirng trong hoat dong dinh danh va xéc thye di¢n tr trén pham vi
toan quéc.
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- La co s& ky thudt dé cac co quan quan ly tham chiéu, phuc vy céng téc
quan 1y nha nudc vé chét lugng san pham mo-dun an toan phan cing trong hoat
dong dinh danh va xac thyce dién tr sir dung trong linh vire mét ma dan su.

¢) Vé pham vi ap dung
Gioi han pham vi xay dung thay thé danh muc

Trén co s& phén tich 1y do va muyc dich stra ddi danh muc, co quan soan thao
nhén thiy viéc stra d6i, thay thé danh muc tiéu chuén ky thudt mat ma ap dung bit
budc cho mé-dun an toan phin cung trong hoat dong dinh danh va xéc thyc dién tir
l rat can thiét va phu hop trong diéu kién hién nay.

Danh muc tiéu chuin k¥ thuit mat ma ap dung bét bujc cho md-dun an toan
phan cimg trong hoat dong dinh danh va xac thuc dién tir tai sira doi nay thay thé
cho danh myc ban hanh kém theo Thong tw 87/2024/TT-BQP ciia B4 Qubc phong
ban hanh ngay 26/10/2024.

3 Co sé xay dung cac yéu cau Ky thuit

3.1 Co sé vian ban k¥ thuét trong nwéc

Khi xdy dung du thao quy chuin, co quan soan thao di tham khao céc tai
li¢u sau:

- Quyét dinh s6 3480/QD-BKHCN ngay 31/12/2024 ciia B$ truéng Bo Khoa
hoc va Céng nghé cong bo tiéu chudn quéc gia TCVN 14263:2024 Cong nghé
thong tin - Ky thudt an toan - Thudt todan ma khbi MKV,

- Théng tu 87/2024/TT-BQP cuia B Quéc phong Quy dinh Danh muc tiéu

chuan k¥ thuat mat ma bét budc cho mo-dun an toan phén cimg cho hoat dong dinh
danh va xdc thuc dién tir ban hanh ngay 26/10/2024.

Trén co so cac tai ligu ky thuat tham khao, co quan soan thao di bo sung,
thay thé danh muc dép {mg yéu cau sir dung thudt toan MKV, dap tng diéu kién
thyue té dbi voi céc san pham dang dugc luu théng, sir dung tai Viét Nam va céc
san pham thwong mai phé bién cua quéc té.

3.2 Co s& kinh nghiém qudbc té

3.2.1 Car so cho viéc quy dinh ngwing k¥ thuit an toan déi véi sin
phim mit ma dan st

Thuye tién qubc té cho thay murc d§ an toan cua céc thudt toan mit ma va cac
tham s6 k¥ thudt lién quan c6 xu hu.'cmg thay ddi theo thoi gian, phy thudc vao su
phat trién cua khoa hoc cong nghe va nang lyc tinh toan. Céc thudt todn va d¢ dai
khoa hién dang duge sir dung co thé khong con dap tng yéu cdu bao dam an toan
thong tin trong trung va dai han, dic biét dbi véi cac thong tin co yéu cau bao mat
cao hodc thoi gian bao vé kéo dai.

13



Trong bdi canh do, nhiéu qum: gia va to chirc tiéu chuan hoa di ban hanh
céc quy dinh va khuyén nghi nhim quan 1y viéc lya chon, sir dl,mg va thay thé cac
thudt toan mat ma, trén co s& danh gia dinh ky mirc do an toan va phu hop cua céac
giai phap ky thuat. Viéc quy dinh ngu‘cmg k¥ thudt an toan d6i voi san phim mat
ma dan sur duge xem la mot bién phap can lhlEt nham han ché rui ro phat sinh tir

vige tiép tuc sir dung cac thudt toan hodc tham s6 k¥ thuat khong con dap (g yéu
cdu bao mat.

Cac bién phap quan 1y dugc ap dung phd bién trong thyc tién qudc té bao gom:

— Quy dinh th&i han sit dung hodc chu ky ra soit dbi voi thuat toan va do
dai khoa, 1am co s¢ dé céc té chirc, ¢4 nhan chu dong cap nhat, ning cép hoidc thay
thé céc giai phép mat ma phu hop voi mirc d nhay cam cua thong tin duoc bao vé;

— Tham chiéu va 4p dung cdc tiéu chuin, khuyén nghi mat ma do cac to
chire tiéu chudn hoa uy tin ban hanh (nhu NIST, BSI), nhiam bao dam sy pht hop
voi thong 1 qudc té va han ché nguy co trién khai cdc thudt todn hodc tham so ky
thudt da dugc danh gia la khéng con an toan;

— D6i véi dir liéu c6 mire d§ nhay cam cao hodc ¢ yéu cau bao vé trong
thoi gian dai, dinh huéng sir dung cac thudt toan va d¢ dai khoa c6 mirc an toan
cao hon, dap tmg yéu cau bao mat trong dai han va c6 kha ning thich img vai su
phat trién clia cong nghg;

— Xay dung 10 trinh chuyén d6i phit hgp tir cac thudt toin mat ma khoa cong
khai truyén thong sang cac thudt toan mdi o6 muc df an toan cao hon, bao gdm cac
thudt toan c6 kha nang chong chiu trudce cic tién bj vé nang lyc tinh todn, trén co
s danh gia rui ro, mirc d§ nhay cam ctia dir li¢u va yéu ciu quan ly nha nudc trong
tirng giai doan.

3.2.2 Ra soat, cip nhit thudt toin mat ma

Bang tong hop dudi didy mot vai thudt todn mét ma dbi xing va cic tin cong
da biet doi voi tirng thudt toan do.

Kich thuge | ich
Thudt | héatheo | Th'C | Cic thn cong di biét Mo ta
toan khoi theo
bit -
bit
Pugc mo ta trong FIPS
197. Day la thuat toan
md khoi cong bo nam
A T 1998 dugc chinh phu
AES | 128,192,256 | 128 |ghut € S 10 CONE | My 1am chudn ma hoa,
L sau  do duge NIST
chiap thuan lam tiéu
chudn va duge str dung
rong rdi dén nay.
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DES

56

64

Kich thuée khoi va khoa
nho, dé bj tin cong boi
cac phuong phip vét
can, ngay sinh, Vi sai,
tuyén tinh, khoa yéu.

Pugc mé ta trong FIPS
46-3. Diy la thujt toan
mi khéi dugc IBM
phat trién, céng bd
nam 1975, va dugc
chuén hoa nam 1976,

TDEA

128, 192

Vao nam 2016 mot 16
héng 1én di dwoc phat
hién d6i véi thuat toan
nay sir dung trong giao
thirc TLS, IPsec, SSH,
duge céng bd tai CVE-
2016-2183. Cujc tan
cong thuc thi véi thudt
toan ndy 1a tan cong
ngay sinh  (Birthday
attack).

Bugec moé ta trong SP
800-67. Pay la thuat
toan mad khéi, TDEA
(con biét dén véi tén
£20i Tnple DES] dugce
céng bo lin diu nim
1981. Do 16 hong lém
dugc phat hién nén
NIST han ché va tién
toi loai bo trong cac
ing dung mai.

IDEA

128

64

Han ché cia ma phip
nay la kich thuéc khoi
nho, lwge d6 khéa don
gian va chira céc L:}p
khoa yeu. Khong co cac
tan cong thye té, tuy
nhién 6 cdc tan cﬂng lén
sa vong nho va khoa
yeu Tén cong tt nhat
lén IDEA la tin céng
Bicliques.

« Khovratovich,

Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-

Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012
Lecture Notes in
Computer Science. 7237.

pp. 392410

+« Daemen. Joan;
Govaerts, Rene;
Vandewalle, Joos

(1993), “Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93

Thuit toan ma khoi
duge duge thiét ké boi
James Massey cua
ETH Zurich va Xuejia
Lai va duge mé ta lan
déu tién vao nam 1991,
Thudt toan nay ra doi
nhim thay cho thuat
toan DES.
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Proceedings: 224-231

RC2

40

Kich thudc khoa qua
nho, kich thudc khoi
nho. D& tén thuong
trude ciac dang tin cong
khac nhau.

Thuft toan md khoi
dugc thiéet ké nam
1987 boi Ron Rivest
cua hing bao mat RSA
Data Security. RC2
con duge biét dén vai
tén goi ARC2.

RC5

0-2040

32, 64,
128

Ton tai mot sb tin cong
Ién phién ban rat gon 12-
vong vdi phién ban kich
thude khoi 64-bit (tham
ma vi sai) voi d¢ phic
tap 2** ban rd chon lgc.

Thudt toan ma khdi
duge thiét ké bai
Ronald Rivest vao nam
1994.

RC6

128, 192, 256

128

Chua c6 tan cong anh
hudmg toi phién ban day
du

Thuat todn ma khéi co
ngudn géc tir RC5 va
dugc thiét ké bai Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap tung
cac yéu c:"iu1 cua cudc
thi Tiéu chuan ma hoa
nang cao (AES).

ARIA

128, 192, 256

128

o« Wenling Wu; Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalvsis _of ARIA
and Camellia” .
Retrieved January

19, 2007

» Xuehai Tang; Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). A
Meet-in-the-Middle

Attack __on ARIA™ .
Retrieved April 24, 2010.

Thuidt toan ma khoi
dugce thiét ké vao nam
2003 béi mot nhom
I6n cac nha nghién ciru
cia Han Qude. Nam
2004 thudt toan nay
duge chuan hoa va sir
dung tai Han Qubc.

Blowfish

32-4438

64

Tan cong ngay sinh
(vi kich thudc khoi nho).

Tén tai cac khoa yéu.

Thuét toan ma khéi do
Bruce Schneier thiét ké
nam 1993 nhuw mot giai
phap thay thé mién phi,
nhanh chong cho céc
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thudt toédn ma hoa hign
0 tai thai diém do.

Pugc danh gia ¢c6 mirc
dd an toan tuong duong

Thuit toan ma khdi
dugc phat trién bai
Mitsubishi Electric va
NTT cua Nhit Ban.
Pugc cong nhin trong

Camellis | 128, 192,256 128 trong cic ti€u chuin chuin ISO/IEC. Thuat
qudc té. todn ¢6 muc d§ bao
mat va kha nang xu ly
twong duong véi thudt
toan AES.
Thudt todn ma khoi
dugc phét trien boi
Chua c6 cic tin cong da gﬁ:’ EE?; ggﬂ?m:;
SEED 128 128 {I:;Eet vol phién ban day chudn ISONEC 18033
‘ 3:2010 va nhiéu RFC
khac (nhu RFC 4010,
RFC 4162, REC 4196),
Kich thudc khoa/khdi | Thuit toin ma khoi.
qua nho bi tan cong ngay | Khéng ©6 ban quyen,
CAST o o sinh, cdc tan cong khac [dugc mdé ta trong
nhur vi sai tuyén tinh. RFC 2144,
Thuit toan duge cong bd
vao nam 1996 bdi
. . .z . .. |Carisle Adams wva
CAS"I:- ercti thmirc khoi qua ?ﬂm Stafford Tavares. Thut
128 .(c?n 40-128 64 b% ta;n cong ngay smhE toan ndy ciing da duge
goi la cac tan cong khac nhu vi | oy quan An ninh Truyén
CASTS) sai tuyén tinh. thong phé duyét cho
Chinh pht Canada sir
dung.
Tén cong tSt nhat la tin | Thudt todn ma khoi, co
cong twong quan khéng | NEUON goc tir CAST-
CAST- (zero-correlation) vai do 12§. C'AST‘—ZSE dugce
256 phirc tap théi gian la xuat bantyao ?“993_
. 22469 v diy liéu la 2983, BI.I'Q‘G Ehlét ké theo
(con goi | 128,192,256 | 128 | 0 cong ndy khong anh | thiét k& “CAST” do
la huong tdi dd an toan cua Carlisle Adams,
CAST6) Stafford Tavares phat

thudt toan.

Bogdanov, Andrey;
Leander, Gregor;

minh va Howard Heys,
Michael Wiener dong
gop vao thiét keé.
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Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional

linear distinguishers
with correlation zero.
Lecture Notes in

Computer Science. 7658.
pp. 244-261.

CAST-256 dugc mo ta
trong RFC 2612.

SM4

128

128

Chua c¢6 tin cong di biét
nao duge cong bo.

Thudt toan mi khéi, né
duge nhiéu co quan
dau nganh tai Trung
Quéc phat trién nhung
chu yéu dugc phat
trién boi Lii Shuwang.
Thang 8/2016 dugc
chuin héa tai Trung

Qube.

Duya vao bang trén, ¢6 thé thiy hau hat céac thudt toan c6 kich thude khoi 128
bit gitp han che cac rui ro lién quan dén tan cong ngay sinh, phu hop v khu}‘en
nghi ctia céc t6 chirc qum: té, trong do AES la thuat toan dugc nhic dén nhiéu nhat
trong cdac tai liéu cua to chirc quoc té uy tin (NIST, BSI, ANSI), dugc coi la chuan
mic dinh dé danh gia do an toan cua cac thudt toan khac. Hau hét céc tai liéu ky
thuat (Whitepaper) va cAu hinh miac dinh déu chi liét ké AES (Advanced
Encryption Standard) véi cac d§ dai khoa 128-bit hoge 256-bit 1a lya chon duy
nhét cho ma hoa dbi ximg.

Qua ra soat danh muc san pham mdt ma dan sy va khdo sat thi truong tai
Vigt Nam, co quan soan thao nhan thdy da s san pham duge khao sat co tich hop
thuat toan md hoa AES, hiém thiy san phiam tich hgp tily chon céc thudt toan quuc
té hodc nodi dia khac (nhu Camellia, CAST, SEED, SM4), cic thu vién mi ngudn
m¢ méc dinh sir dung thudt toan AES hodc khong co cac tuy chon thudt todn khac,
néu ¢ nhu cau sir dung, phai tiy bién, tich hop vao ma nguon.

Vé mit hd trg phin cimg, hau hét cac CPU hién dai (Intel, AMD. ARM) déu
¢o tap lénh hod trg AES-NI, gitp viéc ma hoa/giai ma bing AES c6 toe dd cuc
nhanh ma khéng tc-n nhiéu tai nguyén. Do vy, vi¢c sir dung AES la dam bao tinh
twong thich cao, tiét kiém chi phi khi san pham can giao tiép, pho bién rong rai vai
hé thong qudc té.

Dé dam bao tinh an toan va hoi nhap cling thé gi¢i, cac sin ppam. dich vu
mdt ma din sy dugc kinh doanh, sir dung tai thi truong Viét Nam can co tinh an
toan, 6n dinh, twong thich cao, dcm;—, thoi dinh hudng phat trién mit mi noi dia
dam bao tu chii bén virng. Do d6, can xdy dung quy dinh chit ché cho viée sir dung
céc thuft toin mét ma phd bién va thudt toan mét ma cua Viét Nam. Co quan soan
thao da tham khao cac khuyen nghi quoc té vé an toan méat ma dé dwa ra cic sira
ddi, bd sung phu hop voi diéu kién sir dung san pham mét ma dan su tai Viét Nam,
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dam bao can bang gitra bao mat, higu sudt, va kha nang trién khai thyce té. Cac giai
phap nay dam bao rang mat ma dan sy dap (ng dugc yéu cdu bao mit ngén han,
dong thoi phit hop vai 19 trinh cdp nhét cong nghé dé bao vé dir liéu trong dai han.

a) Doi véi thuit toan TDEA

Tar ligu NIST SP B800-131A Rev 2 "Transitions: Recommendation for
Transitioning the Use of Ct}fptographm Algorithms and Key Lengths“ cua Vién Tiéu
chuin va Cong nghé Qudc gia Hoa Ky (NIST) cung cap cac quy dinh vé khuyén
nghi sir dung va 1§ trinh chuycn ddi ddi voi cac thudt toan mat ma va do dai khoa
nhur sau:

Thuit todn Khuyén nghi sir dung
3TDEA cho Mai hoa Khéng duge chap nhan dén nim 2023
Khéng dugc phép sau nim 2023
3TDEA cho Giai ma Sir dung ké thira
AES-128 cho Ma hoa va Giai ma Pugc chap nhén
AES-192 cho Ma héa va Giai ma Pugc chip nhén
AES-256 cho Mi hoa va Giai ma Pugc chap nhin

Tai day NIST dit ra gidi han va 1§ trinh sir dung thuit toan TDEA:

- Viée str dung dbi voi cac bién phdp bao vé mat ma méi (nhu ma hoa, dong
goi khoa, tao MAC) duge khuyén nghl chuyén d6i trude ngay 31 thang 12 nam
2023 va s€ bi nging phé duyét tir ngay 1 thang 1 nim 2024.

- Tuy nhién, TDEA vin dugc phép ding cho chirc nang giai md, mg gm
khoa va xac minh MAC déi vdi dir ligu da duoc bao vé trude do, nham hd tro céc
h¢ théng ké thira trong qua trinh chuyén déi.

Thuc hi¢n theo 1§ trinh nay, NIST da cong bd théng béo ngay 29 thang 6
nam 2023 ve viéc rut lai NIST SP 800-67 Rev.2 — Recommendation for the Triple
Data Encryption Algorithm (TDEA) Block Cipher, ¢6 hiéu lyc tir ngay 1 théng 1
nam 2024,

b) Péi véi thuit toin DSA

- Huéng dan ky thudt “TR-02102-1" cuia BSI trinh bay khuyén nghi vé kich
thude khéa an toan toi thiéu (cong bb vao thang 3 nim 2025) BSI di nhin manh
ring cac thudt toan co dién (RSA, DSA, ECDSA, ECDH) c6 thé khong con du an
todn trudc cac cude tin cong luong tir trong twong lai. Nhém bién soan tong hop
lai khuyén nghj ciia BSI nhu sau:

STT Thuit toan Kich thuwée khéa theo bit Niam sir dung
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2000 2022
1 RSA
> 3000 2023 tré di
2000 2022
2 DSA
> 3000 2023 trér di
4 ECDSA >250 2023 tré di
5 ECDH >250 2023 trés di

Ngay 03/02/2023, té chirc NIST cong bd tiéu chuan FIPS 186-5 Digital
Signature Standard (DSS). Tiéu chuin nay khong con chap thuin DSA cho viéc
tao chir ky s6. Tuy nhién, DSA c¢6 thé dugc st dung dé xac minh chir ky dugc tao
trude ngay trién khai tiéu chudn nay.

¢) Poi véi thuit todn Kuznyechik

Péi véi thuat toan Kuznyechik, ché 9 XTS duge cho phép sir dung do phu
hop véi mue tiéu ma hoa dir liéu lwu gitr theo khoi, dap ing yéu cau bao mat dir
liéu luu gitr va ¢6 pham vi ap dung rd rang.

Ngoai ra, ché do MGM la L‘:hé do ma hoa xac thuc dugc quy dinh trong hé
tiéu chuan GOST, dugc thiét ké dong bg vai thuat toan Kuznyechik, cho phép bao
dam dong thoi tinh bi mat va toan ven dir ligu. Vige lya chon MGM l‘hd}‘ cho cac
ché do AEAD khac nhim bdo dam tinh nhat quan vé hé tiéu chuin va thuén lgi
trong trién khai, danh gia hgp chuin d6i v&i cac san pham sir dung thudt toan
Kuznyechik.

Cac ché do CCM va GCM khon g dugc dp dyng cho thuat toan Kuznyechik
trong Bang 7 do khong thugc hé ché do6 dugc chuin hoa dcmg bd vdi thudt toan
nay. Viéc khong lya chon CCM va GCM ddi véi Kuznyechik khong lam glam
mirc do an todn cua quy chuin, dong thoi bio dam tinh rd ring, nhit quan va kha
thi trong ap dung.

d) D6i véi ché dj XTS

Ché do6 XTS (XEX-based Tweaked CodeBook mode with ciphertext
stealing) dugc thiét ké chuyén biét cho mi héa dir liéu luu giir theo khdi, dic biét
1a ma hoa 6 dia va viing luu gilt dung lugng lon.

XTS cho phep ma hoa doc lap timg don vi dir ligu (sector hodc block), ho trg
hiéu qua truy cap ngau nhién ma khong cin duy tri trang thai gma cac khdi. Viée
sur dung tham so tweak duge dan xuat tir chi so vi tri luu gitr gitip ngan chin céc
tan cong hoan ddi khdi va sao chép dir lidu gitra cac vi tri khac nhau trong khong
gian luu gitr. Ngoai ra, XTS khong lam thay ddi kich thude dir liéu va khdng phat
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sinh overhead xéc thyc, pht hop véi cac hé thi“mg [trru gitr hiéu nang cao.

Vi cac dac tinh trén, XTS hién la ché do6 duge khuyen nghi rdng rdi cho ma
hoa dir liéu Iuu gitr va da dugc trién khai trong nhiéu hé thnng thure té.

e) Doi véi ché d) CBC

Ché dd Cipher Block Chammg (CBC) la ché d6 hoat dong truyén thcnj, cua
cac thuit toan ma hoa khdi d6i ximg nhur AES va Kuznyechlk (GOST R 34.12-
2015). Tuy nhién, trong béi canh bao mat dir li¢u luu gitr dai han, ché @6 CBC
khong con dép (mg day du cac yéu cdu vé an toan va kha nang trién khai, do dé
khong dugc khuyén nghi str dung cho cac hé thong ma héa dir liéu luu gir mai.

CBC chi cung cap tinh bi mat ma khéng tich h{:tp co ché bao dam toan ven
va xac thyc dir lieu. Trong moéi trudong luu gifr, diéu nay dan dén nguy co bi thao
tang dir ligu, bao gom thay doi néi dung hodc hodn doi cac khoi dir li¢u da ma hoa
ma hé thong khong thé phat hién néu khong trién khai thém céc co ché bao vé b
sung. Vigc két hgp CBC véi céc co che xac thuc bén ngoai lam tang do phire tap
trién khai va khéng phit hop véi yéu cau don gian, tin cdy cua cic hé théng luu giir
dung lwong lon.

Bén canh do, CBC khong hé trg hiéu qua truy cip ngau nhién theo khéi va
khong cé co ché rang bugc dir liéu véi vi tri luu git. Do mdi khoi dir liéu phu
thudc vao khdi lién trude, vige giai ma hodc cap nhdt dir liéu tai mdt vi tri bt ky
trd nén kém higu qua. Bang thoi, ché dé nay khnng chﬂng duge cac tin cong sao
chép, hoan dbi hoac phuc hdi dit lidu ban déu, von la cic mbi de doa phd bién
trong moi trurdng luu giir.

Ngoai ra, viéc que’m ly vector khai tao (IV) trong CBC gip nhiéu khé khin
trong moi truong luu gilr dir liéu dai han. Yéu cau IV khéng 1dp lai va duoc quan
Iy chat ché kho biao dam trong cic hé théng c6 hoat dong ghi de, sao luu va phuc
hoi dir liéu, 1am gia ting nguy co suy giam mitc do an toan.

Trén co s& cac phan tich néu trén va theo cic khuyen nghj hién hanh, ché do
CBC khong duoc lya chon cho ma hoa dit liéu méi. Ché do ‘nay chi dugc ding dé
giai ma dir liéu da dwgc ma hoa trude do trén hé théng nhim bao dam kha nang
twong thich ngugc, khong khuyén nghi trién khai trong cac hé théng mai.

f) Doi véi thuit toan bim

- Theo huéng dan ky thugt “TR-02102-17 cua BSI céc co ché bim dugc
khuyén ngh1 tmng tai liéu nay déu ¢6 do dai ma bam (digest Iength) > 256 bit, tuy
nhién dbi véi céc ung dung yéu cau bao mat cao, dai han, hodc cdc hé théng co
tudi tho dai, nén sir dung cic ham bam c6 ddu ra it nhét 384 bit.

- Nam 2012, Lién bang Nga ban hanh tiéu chuan GOST R 34.11-2012 (con
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goi la Streebog) dé thay thé GOST R 34.11-94, nhdm ning cao cudng d6 bio mat
cho thuit toan ham bam mat ma, khic phuc cac han ché vé do manh toan hoc va
kha ning chong tin cong cua phién ban cii (theo RFC 6986 va cic chi dao tir Co
quan Tiéu chuan K¥ thuit Nga - Rosstandart),

3.3 Co sé thue tién va céin cir thira nhin két qua danh gia sy phu hop

Cong tac quan ly chét lwgng san pham mét ma dén sy, dénh gid chimg nhan
hUp chuén, hop quy san phim mit ma dan sy trong nudc gip nhleu kho khan trong
qua trinh trién khai do thyc trang hi¢n nay ¢ Viét Nam chua co td chire thir nghiém
dat cac chung chi ve thir nghi¢m san pham mat ma dan sy va dugc chi dinh
(ISO/IEC 17025). Cac quy chuan k¥ thuit trong linh viuc mat ma din sy tai Viét
Nam dugc xay clu*ng duge xdy dung trén co so hai hoa véi tiéu chuén qum: té.
Cung vai do, da so cac san pham mat ma dan sy hién nay dugc nhap khéu tir nude
ngoai va da dugc danh gia boi cac t6 chic uy tin, ¢6 nang lue. Ve co ban, dm Vol
san phiam c6 chung tiéu chuin k¥ thuat, két qua danh gia tir cc to chire quoc té o
nang lyc duge cong nhén khdng c6 sai Igch, khac biét va dam bao rang vigc danh
gia tudn thu quy chudn 1 nhit quén va cong bing. Do vay, viéc chap nhin két qua
thir nghi¢m tir td chirc dugc chi dinh va to chirc nudc ngoai duge cong nhéan theo
[SO/IEC 17025 trong khi diéu kién trong nude chua thyc hign dugc la phu hop dé
trién khai cong tac quan ly nha nuéc, quan [y chat lwgng san phim mat ma dan sy,
ddng thoi tao thuén lgi cho thuong mai quoc té, tranh kiém tra chong chéo, giam
chi phi cho doanh nghlep ma van dam bao rang cac san pham h:mg hoa trén thi
truong dap ing day du yéu cau vé an toan, chat lugng va bao vé ngudi tiéu dung.

4 Npi dung thay thé danh muc tiéu chuin ky thuit mit mi 4p dung bit
budc cho md dun an toan phin cirng trong hoat djng dinh danh va xac
thyre dién tir

Céan cir vao qua trinh ra soat cac san phim mo6-dun an toan phin ciing trong
hoat dong dinh danh va xac thyc dién tur da:ng luu thong trong nudc; Can cir vao
tinh cap thlet phai cdp nhat yéu ciu sur dung vai thuat toan ma khéi MKV; Cin cir
vio tinh cép thiét phai cap nhat yéu ciu str dung cac thudt toan méat ma nhim bao
dam an toan thong tin trong boi canh xuét hién cac nguy co tir may tinh lugng tir;
Ciin cir vao tinh hinh trién khai thyc té ctia cac quy chuén k¥ thuat hién hanh va dinh
huong chuyén dm sang cac thudt toan mat ma hau lugng tir; Can cr vao tinh hinh
trién khai thire té cua tiéu chuan ky thuét mat ma ap dung bit budc cho md-dun an
toan phan cimg; Xem xet tir nhing yéu cau, khuyén nghi dugc néu ra trong cac tai
liéu tham khao tir t& chirc NIST, CC, BSI. Co quan soan thio d¢ xuat nhu sau:

4.1 Nguyén tiic xiy dung ndi dung

- Céc tham s6 an ‘toan dugc lya chon theo cac khuyen nghi cua ISO/IEC,
NIST, CC, BSI va céc t6 chirc qudc té khac dé dam bao an toan va phu hop;

- Phu hgp voi diéu kién thuc té doi voi cac san pham mdt ma dan su thude
nhém san pham mé-dun an toan phin cing trong hoat dong dinh danh va xéc thuc
dién tir dang duge luu thong, sur dung tai Viét Nam va cac san pham thuong mai
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phé bién cia qudc té;
- Dap tmg dugc sy phat trién clia cong nghé trong vong 5 ndm t6i.
4.2 B6 sung quy dinh ddi véi thuét toin MKV

- BO sung tai Myc .1 Mét ma déi xtmg va ché do hoat dong:
+ Ky hiéu tiéu chuin: TCVN 14263:2024

+ Tén ddy du cua tiéu chuin: Cong nghé thong tin - K thuat an toan - Thudt
toan ma khoi MKV,

+ Quy dinh ap dung:

"- Pbi voi thuat toan MK V:

+ Sur dung khoa ¢6 kich thudce 1a 128 bit, 192 bit hodc 256 bit;

+ Sir dung mt trong céc ché d6: CFB, OFB, GCM, CCM, CTR, XTS."
- Tai muc II:

+ Bb sung chir viét tat nhu sau:

Chir viét tit Tén tiéng Anh Tén tiéng Viét

MKV Mai khéi Viét Nam

4.3 Sira ddi quy dinh 4p dung d6i voi Mat ma ddi ximg va ché do hoat
dong
-Bé sung quy dinh ddi voi thudt toan MKV tai mucI.1.
- Loai bo thuat toan TDEA khoi danh muc.
- Loai bo ché do CBC dbi vai thuat toan AES tai muc Quy dinh 4p dung:
- B6 sung Quy dinh ép dung;
"- D6i véi thuat toan Kuznyechik:
+ Sir dung khoa c6 kich thudce 1a 256 bit:
+ Sir dung mét trong céc ché dé: CFB, OFB, MGM. CTR."
-Bb sung Ky hiéu tiéu chuan: RFC 7801, RFC 9058;

- B6 sung Tén ddy di ciia tiéu chuin: GOST R 34.12-2015: Block Cipher
"Kuznyechik", Multilinear Galois Mode (MGM).

4.4 Sira @0i quy dinh 4p dyng d6i véi Mat ma phi dbi ximg va chir ky s
- D6i v6i thuit toan RSA:

+ Stra déi kich thudc tham s6 theo bit tir nlen > 2048 thanh 2048 < nlen < 3072.
- B sung thuit toan ECDH, ECIES.

23



- Béi véi thuat toan ECDH, ECDSA va ECIES:
+ Stra ddi kich thudc tham sd theo bit tir nlen > 256 thanh 250 < nlen < 384,
- Dbi tén thuit toan DH thanh FFDH.

+ Siura dbi kich thudc tham sé theo bit tir L = 3072, N > 256 thanh
2048 <L <3072, 256 <N < 384.

- Loai bo thuit toan DSA ra khoi danh muc.

4.5 B6 sung Quy dinh ap dung doi véi thuat todn bim

B sung tai Muc 1.3:

- Ky hiéu tiéu chuin: RFC 6986;
- Tén day di cua tiéu chuin: GOST R 34.11-2012: Hash Function;
- Quy dinh ap dung: b6 sung thut todn bam: GOST R 34.11-2012.
4.6 B6 sung, thay thé Giai thich chir viét tit va ky higu

- Thay thé nhu sau:

Chir viét tit Tén tiéng Anh Tén tiéng Viét

AES Advanced Encryption Tiéu chudn ma hoa tién tién
Standard

CCM Counter with Cipher Block Ché d6 bd p‘ém vai xac thuc
Chaining Message thong bao kiéu CBC
Authentication Code

CFB Cipher Feedback Mode Ché d6 phan hdi ban ma

CTR Counter Mode Ché d¢ bo dém

CTR _DRBG Counter - Deterministic Bo tao bit ngﬁu nhién tit dinh
Random Bit Generator dya trén bo dém

DRBG Deterministic Random Bit B4 tao bit ngau nhién tat dinh
Generator

ECDSA Elliptic Curve Digital Thuét toan chit ky so dya trén
Signature Algorithm duong cong Elliptic

ECIES Elliptic Curve Integrated Luge d6 ma hoa tich hgp duong
Encryption Scheme cong Elliptic

GCM Galois/Counter Mode Ché d6 by dém Galois

GOST Gosudarstvenny Standart

Tiéu chuin quéc gia Lién bang |
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Chir viét tit

Tén tiéng Anh

Tén tiéng Viét

Nga

Hash DRBG | Hash Deterministic Random | B§ tao bit ngdu nhién tit dinh
Bit Generator dua trén ham bam

HMAC Hashed Message Ma xac thuc thong bao dya trén
Authentication Code ham bam

HMAC_DRBG | HMAC - Deterministic B¢ tao bit ngdu nhién tét dinh
Random Bit Generator dua trén HMAC

HS Harmonized Commodity Hé thong hai hoa mb ti va ma
Description and Coding hoa hang hoa
System

KW Key Wrap Boc khoa

KWP Key Wrap with Padding Boc khoa véi dém dir liéu

MGM Multilinear Galois Mode Ché d¢ Galois da tuyén tinh

MKV M khoi Viét Nam

MQ DRBG | Multivariate Quadratic B¢ tao bit ngdu nhién tit dinh
Deterministic Random Bit da bién bic hai
Generator

MS DRBG Micali-Schnorr Deterministic | B tao bit ngiu nhién tit dinh
Random Bit Generator Micali-Schnorr

NIST National Institute of Standards | Vién Tiéu chuin va K§ thuat
and Technology quoc gia (Hoa Ky)

NRBG Non-deterministic Random Bit | B9 tao bit ngdu nhién bt dinh
Generator

OFB Output Feedback Mode Ché d¢ phan héi dau ra

Oversampling-
NRBG

B9 tao bit ngau nhién bét dinh
theo cau tric Oversampling.
DPugc trinh bay trong tai liéu SP
800-90C cua NIST.

PBKDF2

Password-Based Key
Derivation Function 2

Ham dan xuat khoa dya trén
mét khau 2
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Chir viét tit Tén tiéng Anh Tén tiéng Vit
PKCS Public Key Cryptography Céac tiéu chuin mat mi khoa
Standards cong khai

QCVN Quy chuén k¥ thuat quéc gia

RSA Rivest - Shamir - Adleman Tén cua hé ma do ba nha toan
hoc Rivest, Shamir va Adleman
phat minh

SHA Secure Hash Algorithm Thuét toan bam an toan

SP Special Publication An phim dic biét (Vién Tiéu
chuén va K¥ thudt quoc gia Hoa
Ky)

TCVN Tiéu chuén qudc gia Viét Nam
B¢ tao bit ngau nhién bat dinh
theo cau tric XOR. Pugc trinh

AOR-NRBO bay trong tai liéu SP 800-90C
cua NIST.

XTS XEX-based tweaked- Ché d6 ma khéi XTS

codebook mode with
ciphertext stealing

4.7 Cp nhit quy dinh vé mi HS ciia md-dun an toan phéin cimg

Tai muc 11, cdp nhit bd cuc va ndi dung theo Nghi dinh s6 211/2025/ND-CP
ngay 25/7/2025 cta Chinh phu, nhu sau:

STT

Tén san pham,
hang hoéa theo
quy dinh cua
Thong tw

M@ ta dac tinh k¥
thuit mit ma

San pham mat
ma dan sy
thugc nhom san
pham sinh khoa
mdt ma, quan
ly hodc luu g
khoa mat ma.

- Céac san pham
trong hé thong PKI
st dyng mat ma
bao gom:

-- Module bao mat
phan cimg HSM
(Hardware

Security Module):

M3 ta sian phim
Mi HS
hang hoéa
May xu ly dir ligu tuw
8471.30.90 | 4ong va cdc khoi chuc
nang cua chung; dau doc
8471.41.90 | v tinh hogc ddu doc
8471.49.90 | quang hoc, may truyeén
8471.80.90 | U liéu Ién cac phuong
tién truyén dir liéu dudi
dang ma hoa va may xu
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Tén sian pham,
hang héa theo
quy dinh cia

Thong tu

STT

M ta dac tinh ky
thuit mat ma

Ma HS

M ta san phim
hing héa

cO chirc nang sinh
khoa mat ma, luu
git va quan ly
khéa mdt ma,
ching thu sb, ky
va kiém tra chir ky
5.

-- PKI Token (PKI
USBToken, PKI
Smartcard,
SimPKI): ¢é chire
nang sinh khoa mat
ma, lwu gilr va
quan ly khoa mat
mi, ching thu sd,
ky va kiém tra chir
ky so.

- Céc san phim c6
chirc nang sinh
khoa mat ma, quan
ly hodc hm giir
khoa miat ma
khong thudc hé
théng PKI.

ly nhimg dix licu nay,
chua dugc chi tiét hodc
ghi & noi khac gbm:

- Loai khac cua hang hoa
la may xir ly dir liéu ty
dong loai xéach tay, co
trong lugng khéng qua
10 kg, goém it nhat mot
don vi xir ly dir liéu
trung tam, mt ban phim
va mgt man hinh;

- Loai khéc cua hang hoa
chira trong cling mét vo
c6 it nhat mot don Vi Xt
Iy trung tam, mdt don vi
nhdp va mdt don vi xudt,
két hop hodc khong két
hop véi nhau;

- Loai khidc, & dang hé
théng;

- Loai khac cta hang hoa
la cac bd may khic cua
may xu ly dir liéu tu
dong.

5 Bing ddi chiéu ndi dung QCVN véi cic tai li¢u tham khio

Tén nji dung

Tai liéu tham khio

Phuong an
xay dyng

B6 sung quy | TCVN 14263:2024 “Cong nghé thong tin -
dinh ddi véi | Ky thudt an toan - Thudt todn mi khéi MK V” ven

thuat toan
MKV

Chidp nhan toan

Bo sung quy | Rpc 7801: GOST R 34.12-2015: Block
Cipher "Kuznyechik";

dinh doi voi
thuat toan

Chép nhin toan
ven
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Kuznyechik

RFC 9058: Multilinear Galois Mode (MGM)

Loai bo thuat
toan TDEA

NIST SP 800-131A Rev.2 (2019)

Chip nhan toan
ven

Loai bo viéc sir
dung cigé do
CBC doi vai
thuat toan AES

https://supportportal.juniper.net/s/article/End-
of

Eupport-for-cipher—suites-using*the-CBC-
mode.

https://learn.microsoft.com/en-us/dotnet/
standard/security/vulnerabilities-cbc-mode.

https://cryptography.io/en/3.4.3/hazmat/
primitives/symmetric-encryption.html

https://www.mdpi.com/2227-7390/13/9/1383

https://ieeexplore.ieee.org/stamp/stamp.jsp?ar
number=10184306

https://learn.microsoft.com/en-us/security-
updates/securityadvisories/2018/4338110

https://www.mdpi.com/2079-3197/8/2/51

https://blog.ise.io/blog/the-dangers-of-cbe-
mode

Dya theo khuyén
nghi cua cac to
chire

Loai bo thuat | FIPS 186-5 Can ci theo

toan DSA khuyén nghi cua
to chirc NIST

B6 sung quy|FIPS 186-5; TR-02102-1; NIST Special |Can cir ngudng

dinh thuit toan
RSA

Publication 800-57 Part 1 Revision 5, NIST SP
800-56B Rev. 2

B6 sung quy
dinh thudt todn
FFDH

NIST SP 800-56A Rev. 3; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5,
NIST SP 800-56C Rev. 2, RFC 2631, RFC 3526,
RFC 7919

B6 sung quy
dinh thuat toan
ECDH

NIST SP 800-186, NIST SP 800-56A Rev. 3;
NIST SP 800-56C Rev. 2; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5

B6 sung quy
dinh thudt toan
ECDSA

FIPS 186-5; NIST SP 800-186, TR-02102-1;
NIST Special Publication 800-57 Part 1 Revision
5, RFC 6090

Bd sung quy

NIST SP 800-186, NIST SP 800-56A Rev. 3,

dudi cua quy dinh
dbi voi cic san
phim mit ma
thudc pham vi bi
mat nha nudc;
Dua theo khuyén
nghi ctia cic to
chirc
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dinh thuat toan | NIST SP 800-56C Rev. 2; TR-02102-1; NIST

ECIES Special Publication 800-57 Part 1 Revision 5

Bo sung thudt|RFC 6986 GOST R  34.11-2012: Hash | Chip nhdn toan

toan bam | Function ven

R34.11-2012

Chdp nhin két | Luat Sira ddi, bo sung mét sb diéu cia Luat | Dya theo khuyén

qua thir nghiém | Tiéu chudn va quy chuén ky thuét (2025) nghi cua céc to
chire

Cap nhiat ma | Nghi dinh 211/2025/ND-CP Chip nhan toan

HS tai Phu luc ven

6 Danh gii tic dong ap dung thay thé danh muc tiéu chuin ky thuit

Viéc trién khai stra d6i Danh muc tiéu chudn k¥ thuit dbi véi céc mo-dun an
man phan cung phuc vu dinh danh va xac thuc dién tir tai thoi diém ndy la van dé
cap thlEt lién quan trie t:ep den cong tac bao dam an toan théng tin mang, bao ve
quyén riéng tr va loi ich cua ngudi st dung trong boi canh chuyén déi sb qudc gia.

Quy dinh nay ap dung ddi véi cac td chirc, ca nhin san xuat, kinh doanh,
nhap khau va sir dung thiét bj HSM dé bao vé cic hé théng xac thyc va thdng tin
khong thugc pham vi bi méat nha nude

Céc dbi tugng chiu tac dong khi QCVN duoc ban hanh:

- Doanh nghiép san xuat/kinh doanh/nhdp khéu va cac don Vi cung c."ip dich
vu tin cdy (CA, TVAN): Phai dam béo thiét bj dép \mg céc tiéu chudn ky thudt méi
trong Danh muyc va phai chimg nhan, cong bd hop quy khi kinh doanh hofic vin
hanh san pham tai thi treong Viét Nam.

- Ngudi str dung (co quan, td chire, ngudi tiéu clung} Mirc d§ anh hudng truc
tlep thap do 1a dbi twong thu hudng cudi cung cua ha tang xdc thire an toan

6.1 Tac djng dén thij trudng san phim

* Tac dong tich cuc:

- Ngudi s dung cudi (ddi tugng 4p dung): Ting cam gidc an tim va tin
tu{'mg khi str dung cac san pham mat ma dan sy da dugc cﬁng bo hop quy. Bao vé
quyén riéng tu va dit li¢u ca nhan cia ho trude cac rii ro mét an toan thong tin.

Giam thiéu riii ro mét di liéu quan trong va théng tin nhay cam; Giam thiéu rui ro
10 lot khoa bi mat va thong tin nhay cam trong giao dich dién ti.

- Nha san xuit: Néng cao uy tin va niém tin cta khach hang thong qua vu:L
cung cép cac san phim duoc ching nhan hgp quy. Céc san pham ndi dia chit
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lwgng cao ¢6 co hdi tiép can thi trudmg nude ngoai ¢d yéu cau cao.

- Nha phin phdi va ban 1é: Co thé sir dung chimg nhin hop quy cua san
phém lam lgi thé ban hang dé thu hat khach hang va ting doanh s6 ban hang.

- T6 chirc danh gia su phi hop va cap chimg nhan: thudn lgi trong vige trién
khai cong tac danh gia chat lwgng san pham mét ma dan sy, giam thoi gian kiém
dinh, danh gia, tranh kiém tra chnng chéo ma van dam bao rﬁng cac san pham,

hang héa trén thi trudmg dap (mg diy du yéu cau vé an toan, chat lwrgng va bao vé
nguoi tiéu dung.

* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh cdp chimg nhan hgp quy va cong bd hep quy co
thé doi hoi dau tu 16n vao viée nang cip va thay doi cong nghé, 1am ting chi phi
san xuit va phan phdi cac san phiam bao mat dit lidu luwu gitr.

- Phirc tap hoa quy trinh san xudt: Viéc tuan thi cc yéu cdu ky thudt méi
trong Danh muc stra ddi c6 thé doi hoi cac quy trinh quan Iy khoa va san xuét phan
ctrng phire tap hon, lam tang chi phi va thoi gian san Xuit.

- Giam hiéu sudt san xudt: Tich hop céc bién phap dam bao yéu cau ky thudt
c6 thé lam giam hiéu suit san xuat do ting thoi gian kiém tra va thir nghiém, cling
nhu viée dp dung céc quy trinh kiém soat chat lugng nghiém ngit hon.

- Tang thoi gian tién hanh kiém dinh va cép chiung nhan: Quaé trinh dat dwgc
chimg nhin hop quy c¢6 thé doi hoi thoi gian dai va ton kém dé thyue hién kiém
dinh, danh gia su phu hop, lam tri hodn viéc tung ra thi truong va lam chdm qua
trinh phat trién san pham mai.

6.2 Téc ddng dén co quan quén I¥ nha nuéce chuyén nganh

* Tac dong tich cyc:

- Gop phin vao viéc ning cao an toan v quan 1y rii ro trong quan ly nha
nude doi vai linh vue mét ma dan su.

- Thuén loi trién khai cong tac quan ly nha nudc, quan Ly chat lugng san
phiam mat ma dan su, dong thoi tao thuan loi cho thmmg mai quoc te tranh kiém
tra chong chéo, giam chi phi cho doanh nghiép ma van dam bao rang cac san
phim, hang hoa trén thi truong dép tmg diy du yéu cdu vé an toan, chit lugng va
bao vé nguoi tiéu dung.

* Tac dong khong tich cuc:

- Cén hodn thién, ning cao ning lyc do kiém, danh gia dé thuc hién cong tac
danh gia, cip chimg nhan hgp quy cho san phém.

- Cén hoan thién co ché hop tac quéc té, danh séch tb chirc dugce chi dinh, t6
chirc qudc té ¢ nang luc duge cong nhin.
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6.3 Tac djng dén ngudi sir dung diu cudi

Nguoi sir dung dau cudi la di twong dugce thu hudng tich cuc khi sin phim
duoc quan ly, bao mét, dap ung céac quy dinh cia QCVN./.
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1 Tén goi va ky hiéu cia QCVN

Tén goi: Stra ddi Quy chuén ky thuat qudc gia ve dic tinh k¥ thuat mat ma su
dung trong cac san pham méat mé dan sy thugc nhom san pham bao mat luéng IP str
dung cong nghé [Psec va TLS.

Ky higu: SUA DOI 1:2026 QCVN 12:2022/BQP.
2 Ditvan dé

2.1 Tinh hinh thye tién

Quy chuén k¥ thut quéc gia QCVN 12: 2022/BQP ban hanh va c6 higu lye tur
ngay 04/4/2022. Tuy rhién trong qua trinh trién khai, Co quan quan ly chuyén nganh
nhan thdy mét s6 han ché nhur sau:

- Ngay 31/1 2!2{]24 Bo truong Bo Khoa hoc va Cong nghé ban hanh Quyét dinh
s& 3480/QD-BKHCN vé viéc cong bo tiéu chuan qunc gia TCVN 14263:2024 Cong
nghe théng tin - K¥ thudt an toan - Thuat toan mi khéi MKV. Pay la thuét toan mé
khéi riéng ctia Viét Nam, do Ban Co yéu Chinh phui nghién ciru, xay dyung, dé xuat ban
hanh. Thuét toan nay hién dang dugc cong dong doanh nghiép quan tam nghién ctru
va tich hU’p vao san pham. Tuy nhién trong céc quy chuan k¥ thuét quoc gia, danh myc
tiéu chuén bﬁt budc 4p dung ban hanh kém theo Thc-ng tur 23/2022/TT-BQP chua cap
nhat yéu cdu str dung véi thut toan ma khéi MKV, can thiét phai bd sung dap tmg yéu
cau thye tién sir dung cua xa hoi;

- Mot s6 ndi dung k¥ thuat (ché do sir dung, thoi han sit dung, kich thioe khm]
trong quy chuan hién hanh da khong con dap tmg dugce céc yéu cau an toan theo khuyen
nghj tir cac t6 chirc qudc té uy tin nhu NIST hay BSI, dic biét lién quan dén ché do sur
dung va thoi han sur dung clia sin pham hodc hé théng. Cac quy dinh cii ¢6 thé dan dén
riii ro cao hon trong diéu kién van hanh thuc té, khong dam bao an toan théng tin.

- Bén canh do, tai ky hop thia 9 Quac hoi Khoa X111 thong qua Luat Stra doi, bd
sung mét sb didu ctia Luat Tiéu chuin va quy chuan k¥ thudt, ban hanh ngay 14/6/2025,
c6 hiéu lyc tir ngay 01/01/2026, trong do sira d6i khoan 2 Piéu 57 Luat Tiéu chuan va
quy chuan k§ thuat nam 2006 v&i quy dinh vé thoa thuén thira nhén lan nhau, thira nhén
don phuong két qua danh gia sy phi hop nhu sau:

“2. Thira nhan don phuong két qua ddnh gid sw phit hop dwoe quy dinh nhie sau:

a) Bo, co quan ngang Bé, B¢ trueong Bo Quéc phong xem xét, quyét dinh viéc rhzra
nhan don phwong két qua ddnh gid su phit hop clia t6 chire dénh gid sw phit hop quac té,
t6 chite danh gid sw phit hop nuedc ngoadi dé phuc vu hoat dgng quan Iy nha mrdc;

b) Két qua danh gia sw phit hop quy dinh tai diém a khoan nay phai dwoc thue
hién béi té chite danh gia swe phit hop quoc té, 16 chike ddnh gia sw phit hop nudc ngoai
duege mét trong cdc t6 chikc cong nhan la thanh vién ky théa thugn thira nhan lan nhau
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ctia T6 chire Cong nhén cdc phong thir nghiém Quéc té (ILAC), Dién dan Cong nhdgn
Quoc té (IAF), Té chirc hop tac Cong nhin khu viee Chau A Thai Binh Dwong (APAC)
danh gia va céng nhdn vé nang liee dép ieng tiéu chudn quoc té, tiéu chudn quoc gia
tirong wng;

Theo yéu cau thuc tién ciia quan ly chuyén nganh, Bo, co quan ngang Bj, Bo
trieong Bo Qrm”;r: phong duwge xem xét, quvét dinh thira nhan don phwong két qua dénh
gia sy phit hop cia cdc t6 chire danh gia sy phit hop ngoai cdc két qua danh gid sw
phtt hop quy dinh tai khoan nay.”

Cin ctr quy dinh trén, dé phi hop véi yéu cau thye tién cua quan Iy chat luong
san pham mat ma din sy tai Viét Nam, du thao Thong tu bd sung quy dinh vé thira
nhin don phuong két qua danh gid su phi hop cua td chire thir nghiém nude ngoai doi
VOl san ]::-hflm mat ma dan su.

Do d6, viéc sira d6i va ban hanh Quy chuin ky thuit qudc gia vé dic tinh k¥
thuit mat mi sir dung trong cc san pham mat ma dan bao mat ludng IP sir dung cong
nghé IPsec va TLS la can thiét dé khac phuc cac han ché, nang cao chat lugng san
phfim MMDS, dam bao an toan va dn‘:“mg b§ voi cac van ban phap luat lién quan. Quy
chuén sira doi dép émg yéu cau thyc tién, phi hop véi tién by khoa hoc ky thuat, thic
day hoi nhap quoc té, nang cao nang lyc canh tranh cua doanh nghi¢p Viét Nam va bao
vé loi ich ngum tiéu dung, gnp phin xdy dung hé thong tiéu chuin hoa bén viing theo
Ludt Tiéu chuén va Quy chuin ky thudt.

2.2 Tinh hinh tiéu chuén héa tai Viét Nam
Quy chuiin k¥ thuit qubc gia trong linh virec mit ma din sy

TT | Ky hi¢u Tén quy chuin Ghi chd
| | QCVN4: Quy chuén k¥ thuit quoc gia vé ma hoa dit | Ban hanh keém
2016/BQP li¢u stir dung trong linh virc ngan hang theo Thong tu
5 |QCVNS: Quy chudn ky thut qudc gia vé chit ky s6 su | 101/2016/TT-
2016/BQP dung trong linh vue ngén hang BQP ; ngay
; | QCVN6: Quy chuén k¥ thuat quéc gia vé quéan 1y khoa 2171072016

2016/BQP str dung trong linh vue ngan hang

Quy chuén k¥ thuat quéc gia vé dic tinh ky | Ban hanh  kém
thuat mat ma sir dung trong cac san pham | theo Thoéng tu

4 ZQ[]{;;E éi mét ma dan sy thudc nhom san phim béo | 23/2022/TT-BQP
mat luong IP sir dung cong nghé IPsec va | ngay 04/4/2022
TLS

5 QCVN 15 Quy chudn k¥ thuit quoc gia vé dic tinh | Ban hanh kém

2023/BQP k¥ thuat mat ma sir dung trong cic san | theo Thong tu
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pham mat ma dan sy thuge nhom san pham
bao mat dir ligu luu giir

96/2023/TT-BQP
ngay 29/11/2023

Tiéu chuin k¥ thuit qudc gia trong linh vire méat mi dan sy

T Ky hiéu Tén tiéu chuin Ghi cha
| TCVN Cong nghé thong tin — Ky thuit mat ma —
7635:2007 Chir ky sb
" o s i s oo | FOICH, DAt
TCVN Cong nghé thong tin — Ky thuat mat ma thuat | .
2 |7816:2007 | todn ma dit liéu AES il
' i 11367-3:2016
x A et A n _~ . |Phién ban maoi
TCVN 7817- | Cong nghé thong tin — K¥ thudt mat ma quan :
3 | 1:2007 1§ khéa — Phn 1: Khung téng quat it JROVIEC
: ¥ i 11770-3:2021
TCVN 7817- Cong nghé thong tin — K¥ thudt mat ma quan Iy | Phién ban mai
3 [ khoa — Phan 2: Co ché str dung ky thuat déi | nhit  ISO/IEC
' ximng 11770-2:2018
TCVN 7817- C:{mg' nghé t]:ung t11l1 - Ky ﬂill.li_flt mat m? qu:inn Phién ban mai
5 | .. Iy khoa—Phan 3: Cac co che sir dung ky thuat | nhat  ISO/IEC
3:2007 ¥ £
khong doi xing 11770-3:2021
. P w v ne n =~ . |Phién ban madi
TCVN 7817- | Cong nghé thong tin — K¥ thudt mét ma quan 2
6 | 42007 1§ kho — Phiin'4; Co'ché dya trén bimit ybu | 2o ISOMEC
d 11770-4:2017
P & gara s ot ay s i | Phién ban mdi
TCVN 7818- | Cong nghé thong tin — Ky thuat mat ma dich |
7| 1:2007 vy tem thoi gian — Phin 1: Khung téng quat | o ISO/IEC
' ! 8 FIUNg TONg QUAL 1 2014-1:2008
TCVN 7818- Cong ngh¢ thong tin — K¥ thudt méat ma dich | Phién ban mai
B |50 vu tem thoi gian — Phén 2: Co ché token déc | nhit ISO/IEC
' lap 18014-2:2021
TCVN 7818- Cong ngh:_ar tI‘{ﬂng tin = K¥ thudt i‘nat ma,d%fh Phlen ban m~
9 32007 vu tem thot gian — Phan 3: Co ché tao the lién | nhat  ISO/IEC
' ket 18014-3:2009
10 TCVN Cong nghe thong tin — Cac k¥ thudt an toan —
11295:2016 Yéu céu an toan cho md-dun mat mi




Phién ban mdi

i [T | (gt Sate Ol et ' moti
' HERARIERR R TR A SIS AR 18033-1:2021
TCVN 11367- Cnng ngfte th?ng Em - Cfc ky th:.lat ElI'l tn.*am;

12 Thudt toan mat ma — Phan 2: Mat ma phi doi
2:2016 :

xumg

13 TCVN 11367- | Cong nghé¢ thong tin — Céc ky thuat an toan —
3:2016 Thudt toan mt md — Phan 3: Ma khdi

14 TCVN 11367- | Cong nghg thong tin — Céc ky thudt an toan —
4:2016 Thudt toan mét ma — Phan 4: Ma dong

s TCVN 11816- | Cong nghé thong tin — Cac k¥ thudt an toan —
1:2017 Ham bam — Phan 1: Téng quan

Cong nghé thong tin — Cac k¥ thuat an toan —

e | TN W86 | i PR 9 Ham bam sir dung mi khoi
2:2017 .

n-bit.

17 TCVN 11816- | Cong nghé thong tin — Cac k¥ thudt an toan —
3:2017 Ham bim — Phan 3: Ham bam chuyén dung
TCVN 11816- C{?ng n-ghg-, thm:g tin —~Ca-::_ky tl"lugn; an t?an —

18 Ham bam — Phan 4: Ham bam sir dung s6 hoc
4:2017 3

dong du

19 TCVN 11817- | Cong nghé thong tin — Cac ky thudt an toan —

1:2017 Xic thye thye thé — Phin 1: Tong quan
Cong nghé thong tin — Cac ky thudt an toan —
o | SV MBLE |y thye thye thé — Phan 2: Co ché sir dung
22017 . % s wkE i
thudt toan ma hoa doi xing
Cdng ngh¢ thong tin — Cac ky thuat an toan —
gy | TV 1IBLP= | e thuc thye thé — Phin 1: Co ché sir dung
3:2017 ot S o g - o
ky thudt chir ky s6

2 TCVN 12214~ | Cong nghé thong tin - Cac k¥ thuit an toan -

1:2018 Chir ky s6 kém phu luc - Phan 1: Tong quan
Cong nghe thong tin - Céc ky thudt an toan -

TCVN 12214- : : .

23 22018 Chtr ky s6 kém phu luc - Phan 2: Cac co ché

dua trén phan tich sé nguyén




Cong nghé thong tin - Cac ky thuat an toan -

5y | TEYNI2ZIR: | 6p s ky s6 kém phu luc - Phin 3: Céc co ché
3:2018 % T
dya trén logarit roi rac
TCVN 11367- Cong ng!w th:)ng Im - (Eac ky Tiﬂl?.lt_‘ﬂﬂ tuarl -
25 Thudt toan mat ma - Phan 5: Mat ma dya trén
5:2018 :
dinh danh
26 TCVN Cong nghé¢ thong tin - Cac ky thudt an toan -
12211:2018 Yéu cau kiém thir cho md dun mét ma
Cong nghé thong tin - Cac k¥ thuat an toan -
27 TCVN Phuong phap kiém thir giam thiéu cac 10p tan
12212:2018 cong khong xam lan chéng lai cac md dun
méat ma
28 TCVN Cong nghé thong tin - Cac k¥ thudt an toan -
12213:2018 Ché d¢ hoat dong cho ma khoi n-bit
TCVN 12852- szg l'lgjil; t{mng tmﬁ- K}*‘thuat an tnmtl = Ky
29 thudt mat ma dua trén duong cong elliptic —
1:2020 A 1
Phan 1: Tong quan
TCVN 12852- Cm:g ngﬂh@ t?ong tin — Ky‘thuat an toar.: —.Ky
30 52020 thudt mat ma dya trén duong cong elliptic —
' Phan 5: Céc k¥ thuat tao dudng cong elliptic
3 TCVN Cong nghé thong tin — Ky thuat an toan — Bo
12853:2020 tao bit ngau nhién
TCVN 12855- Cong nghé thong tin — Ky thuat an toan —
1 |2:2020 Lu!;n:: do chir ky so -:t;'r khoi phuc thong digp =
Phan 2: Céc co ché dua trén phan tich so
nguyeén
TCVN 12855- Cong nghé thong tin — Ky thuédt an toan —
33 |3:2020 Lugc do chir ky s6 c6 khoi phuc thong diép -
Phan 3: Cac co ché dya trén bai toan Logarit
roi rac
34 TCVN 12854- | Cong ngh¢ thong tin — Ky thudt an toan —
1:2020 Mait mi hang nhe -Phédn 1: Téng quan
35 TCVN 12854- | Cong nghé thong tin — Ky thudt an toan — Mat
2:2020 mi hang nhe - Phan 2: M khéi
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TCVN 12854-

Cong nghé¢ thong tin — Ky thuat an toan — Mat

% 3:2020 ma hang nhe - Phan 3: Ma dong
TCVN 12854- Ccfng nghé thong tli‘l -Ky Thuat ?n t‘t}an - M:{t
37 md hang nhe - Phan 4: Co ché sur dung ky
4:2020 it B
thuat phi doi xirng
TCVN 11817- Cong nghé th;ﬂng tl:ln -Ky thua_lE arf toan —X‘ac
38 thye thyue the - Phan 4: Co che sir dung ham
4:2020 B o
kiém tra mat ma
Cong nghé thong tin — Ky thudt an toan — Xac
g [FEVALARE- thuc thuc thé - Phin 5: Co ché sir dung ky
5:2020 e i
thuat tri thure khong
TCVN 11817- Cong nghé t?ong Em -Ky thu::lt s toan — Xilc
40 thyre thuce thé - Phan 6: Co ché sir dung truyén
6:2020 i S o
dir ligu thu cong
Al TCVN Cong nghé thong tin — Cac k¥ thuat an toan —
13175:2020 Ma hoa ky
4 TCVN 12854- | Cong nghé thong tin — Ky thuat an toan — Mat
5: 2020 mi hang nhe — Phan 5: Cac ham bim
43 TCVN Cong nghé thong tin — Ky thudt an toan — B§
13176:2020 tao sO nguyén to
Cong nghé thong tin — Ky thuat an toan — Cac
44 AV thudt toan mat ma va kiém thir phit hop céc
13177:2020 z g
co ché an toan
45 TCVN 7817- | Cong nghé thong tin — Ky thudt an toan —
5:2020 Quan ly khoa - Phan 5: Nhom quan ly khoa
46 TCVN 13178- | Cong nghé thong tin — Ky thudt an toan — Xac
1: 2020 thuc thuc thé an danh - Phan 1: Tong quan
Cong ngh¢ thong tin — Ky thuat an toan — Xéu_:
47 | TCVN 13178 | thyc thyc thé an danh - Phan 2: Cic co che
2:2020 dua trén chir ky sir dung mot nhom khoa cong
khai
Cong nghé thung tin — Ky thudt an toan — Xac
48 12?;0131?8 thue thue thé an danh - Phén 4: Cic co ché

dua trén bi mat yéu
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Cong nghé thong tin — Cac ky thuét an toan —

49 | oYM 36T | 7104t todn mét ma — Phin 6: Ma hea dong
6:2022 P |
cau
50 TCVN 13460- | Cong nghé théng tin — Cac k¥ thudt an toan —
1:2022 Chir ky s6 mi — Phan 1: Téng quan
TCVN 13460- Cm;:g r}ghﬂn; thj:mg tu: —Cac 'ky thuat;an toanﬁ—
51 Chir ky s6 mu — Phéan 2: Cac co ché dya trén
2:2022 S5
logarit roi rac
52 TCVN 13461- | Cong nghé thong tin — Céc k¥ thut an toan —
1: 2022 Chit ky s0 4n danh — Phan 1: Téng quan
Cong ngh¢ thong tin — Cac ky thudt an toan —
53 ;“_(3;;;12]3461* Chir k¥ s6 4n danh — Phin 2: Céc co ché sir
’ dung mot khoa cong khai nhom
54 TCVN 13462- | Cong nghé thong tin — Céc ky thudt an toan —
1:2022 Chia sé bi mat — Phan 1 Tong quan
55 TCVN 13462- | Cong nghé thong tin — Cac k¥ thudt an toan —
2:2022 Chia sé bi mt — Phan 2: Céc co ché co ban
Cong nghé¢ thong tin — Céc k¥ thuit an toan —
TCVN 5 S . ey ..
56 Kiém thir cic mo-dun mit ma trong moi
13720:2023 2 .
truong hoat dong,
Cong ngh¢ thong tin — Cac ky thudt an toan —
p— Phwong phép kiém thir va phén tich cho cac
57 13721:2023 b{ tao bit ngdu nhién trong TCVN 11295
' (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
Cong nghé thong tin — Cac ky thudt an toan —
TCVN x . oy .
58 Khung xac thyc vién sinh trac sir dung mé-
13722:2023 . - ; z
dun an toan phan cig sinh tric hoc
Ky thuit an toan cong nghé théng tin — Yéu
50 TCVN 13723- | cauvé ning luc doi vai kiém thir vién va danh
1:2023 gid vién bao mat thong tin — Phin 1: Gidi
thi¢u, khai niém va yéu cau chung
60 TCVN 13723- Ky thudt an toan cong ngh¢ thong tin — Yéu
2:2023

A & K. pe oy R M s » v
cau vé nang luc doi voi kiém thir vién va danh
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gia vién bao mat thong tin — Phan 2: Yéu cau
vé kién thire, ky nang va tinh hiéu qua déi voi
kiém thir vién theo TCVN 11295 (ISO/IEC
19790)

K¥ thudt an toan cong nghé thong tin — Yéu
cau vé nang luc do1 vai kiém thir vién va danh

¢ | TCVN 13723~ | gid vién bao mit thong tin — Phan 3: Yéu cau
3:2023 vé kién thire, k¥ nang va tinh hiéu qua déi voi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hoa co xdc thuc
12197:2024 (ISO/IEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phéap
63 | 1:2024 luin danh gia an toan hé théng sinh tric hoc
— Phin 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan théng tin — Tiéu chi va phuong phap
61 | 22024 danh gia an toan hé thong sinh tric hoc —
Phén 2: Hiéu suit nhan dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
65 3:2024 danh gia an toan h¢ thong sinh trac hoc -
Phan 3: Phat hién tin cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN 14191- | An toan thong tin — Bién tip lai dit liéu xac
66 | 1:2024 thuc — Phan 1: Yéu ciu chung (ISO/IEC
23263-1:2021)
TCVN 14192- | Ky thudt an toan cong ngh¢ thong tin — Yéu
1:2024 cau vé cong cu kiém thir va phuong phéap higu
chuén cong cu kiém thir d¢ sir dung trong
67 kiém thir cac kv thudt giam thiéu tan cong
khong xam lan trong mo-dun mit ma — Phan
2: Phuong phap va phuong tién hiéu chuan
kiém thir (ISO/IEC 20085-1:2019)
¢ | TCVN14192- | Ky thudt an todn cong ngh¢ thong tin — Yéu
2:2024 cdu vé cong cu kiém thir va phuong phap hiéu
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chuan cong cu kiém thir dé s dung trong
kiém thir cac ky thudt giam thidu tin cong
khéng xam lan trong md-dun mit mi — Phén
2: Phuong phap va phuong tién hiéu chuin
kiém thir (ISO/IEC 20085-2:2020)

TCVN Cong nghé thong tin — Ky thudt an toan —

o3 14263:2024 Thuét toan ma khéi MKV,

2.3 Su cin thiét xiy dung Sira d6i Quy chudn
a) Vé cin cir

- Luat An toan thong tin mang nam 2015, tai khoan 7 Diéu 38 giao “Ban Co yéu
Chinh phu ¢6 trach nhiém gitap Bo truong Bo Quéc phong xay dung du thao tiéu chuin
qu-:}c gza doi V@i san pham dich vu mat md dén sy trinh co quan nha nude co thim
quyén cong bd va hudéng dan thyc hign; xdy dyng, trinh B truéng B Quoée phong ban
hanh quy chuan k¥ thut quoc gia d6i véi san pham, dich vy mat ma dan sy, chi dinh
va quan ly hoat dng cua t6 chirc chimg nhén sy phu hop ddi voi san pham, dich vu
mét ma dan sur; quan ly chét lrong san pham dich vu mét ma déan su™; khnan 4 Piéu
52 quy dinh vé trach nhi¢m cua Ban Co yéu Chinh phu gitp B6 truong Bo Quoc phong

“xdy dung, trinh cp c6 thim quyen ban hanh vin ban quy pham phap luat vé quan ly
mat ma dan sy”, “quan Iy chét lwgng san pham, dich vu mat ma dan sy, quan ly ccmg

tic dénh gia, cong bd hgp chudn, hop quy ddi véi san pham, dich vu mat ma dan sy

- Luat Stra doi, bd sung mét s6 diéu cia Ludt Tiéu chudn va quy chuan ky thudt,
ban hanh ngay 14/6/2025, c¢6 hi¢u lyc tir ngay 01/01/2026, trong d6 mét s6 quy dinh
vé thoa thuan thira nhéin ]an nhau, thira nhdn don phuong két qua danh gia su phu hop
tal khoan 2 Eueu 57 Ludt Tiéu chuin va quy chuan ky thudt nam 2006 dugc sira doi,
bd sung, tao diéu kién cho viéc thuc hién céc quy dinh vé danh gia sy phu hop trong
linh virc mat ma dan sy. Theo do, Bg, co quan ngang Bg, B¢ truong B Qubc phnng
xem xét, quyét dinh viéc thira nhin don phuong két qua danh gia sy phu hop cua t6
chire danh gia sy phit hop quéc té, to chire danh gia sy phu hgp nudc ngoai dé phuc vu
hoat dong quan Iy nha nude va “theo yéu cau thuc tién cua quan ly chuyén nganh, B,
co quan ngang Bg, Bo tnmrng B Qudc phong dugce xem xét, quyet dinh thira nhan don
phuong ket qua danh gia sy phu hop cua céc t6 chic danh gia su phu hgp ngoai cac
két qua danh gia sy phu hop...

- Nghi dinh s6 211/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh vé hoat
dong mat ma din sur va sira doi, b6 sung mot sd didu cua Nghi dinh so 15/2020/ND-
CP ngay 03!02!2020 ctiia Chinh phu quy dinh xu phal vi pham hanh chinh trong linh
vire buu chinh, vién thong, tan 50 vO tuyén di¢n, cong ngh¢ thong tin va giao dich di¢n
tir dugce sira doi, bd sung mot s dicu tai Ngh; dinh 56 14/2022/ND-CP ngay 27/01/2022
ctia Chinh phi, tai Diéu 10 quy dinh vé thira nhan két qua danh gid sy phi hop san
pham mat ma dan sy “Ban Co yéu Chinh phu gitip B truong Bd Quéc phong Xem xet,
quyét dinh thira nhan don phuong két qua danh gia sy phu hop san pham mat ma dan
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sy cua t6 chire danh gia sy phi hop quéc t€, to chirc danh gia sy phi hgp nuée ngoai
dé phuc vu hoat dgng quan 1y nha nudc vé mat ma dan sy™,

b) Vé muc dich

Viéc xay dung chudn héa * Stra d6i Quy chuin k¥ thuat quéc gia vé dic tinh k¥
thuat mat ma sir dung tmng céc san phdm mat ma dan sy thudc nhom san phim bao
mat ludng ip str dung cong nghé IPsec va TLS " la rit can thiét nham:

- Pam bao chit luwgng cho cac san pham mat ma dan sy bao mat luf:‘mg IP sur
dung cong nghé [Psec va TLS.

- Théng nhat vé dic tinh k¥ thuit méit ma sir dung trong cac san phim bao mit
ludng IP sir dung cong nghé IPsec va TLS trén pham vi toan quoc

- La co s¢ ky thuat dé cac co quan quan ly tham chiéu, phuc vu cong tac quan ly
nha nude vé chit lugng san pham bao mat ludng IP sir dung cong nghé IPsec va TLS
str dung trong linh vire mat ma dan sur.

¢) Vé pham vi ap dung

Trén co s¢ phén tich ly do va myc dich xay dung Sira d6i quy chuin, nhom bién
tap quy chuén nhan thiy viéc sira d6i mot s6 chi tiéu k¥ thudt cho san phidm bao mat
luang IP sir dung cong nghé¢ IPsec va TLS phuc vu bao vé thong tin khong thuée pham
vi bi mét nha nude 1a rat can thiét va phit hop trong diéu kién hién nay.

Noi dung Stra déi Quy chuan chi bao gom nodi dung sira doi, bo sung mot sO quy
dinh cia QCVN 12:2022/BQP. Céc ndi dung khong duge néu tai Stra d6i Quy chuan
nay thi tiép tuc ap dunj, QCVN 12:2022/BQP ban harh kém theo Thong tu sé
23/2022/TT-BQP ngay 04/4/2022 cua B truong B Quéc phong.

3 Co so xdy dung cic yéu ciu k¥ thuit

3.1 Co s¢ vin ban ky thuit trong nuée
Khi xdy dung dur thao quy chuin, co quan soan thao da tham khéo céc tai liéu sau:

- Quyét dinh s 3480/Qb-BKHCN ngay 31/12/2024 cua B0 truong By Khoa
hoc va Cong nghé cong bo tiéu chuin quoc gia TCVN 14263:2024 Cong nghé théng
tin - Ky thuat an toan - Thuat toan ma khdi MK V.

- Thong tur s6 23/2022/TT- BQP nga}* 04/4/2022 cua Bo truong Bd Qudc phong
ban hanh Quy chuin k¥ thuit quoc gia vé dic tinh k¥ thudt mat ma s dung trong cac

san phim mét ma dan sy thuéc nhom san pham bao mat lubng ip sir dung cong nghé
IPsec va TLS.

Trén co s¢ cdc tai ligu ky thudt tham khao, co quan soan thao da bo sung, sua
doi quy chuén dap (g yéu cau sir dung thudt toan MKV, dap img diéu kién thyc té doi
V@i cac san pham dang dugce luu thong, sir dung tai Viét Nam va cac san pham thwong
mai phd bién clia quic té.
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3.2 Co sé kinh nghi¢m quéc té

3.2.1 Co sé cho viée quy dinh ngudng Ky thuit an toan ddi véi sin phim
mat ma dan sy

Thu'c tién quoc té cho thay mirc dé an toan cua cac thudt toan mat ma va cac
tham s6 k¥ thut lién quan c6 xu huéng thay déi theo thoi gian, phu thudc vao sy phat
trién cua khoa hoc cong ngh¢ va nang lue tinh toan. Cac thudt toan va d¢ dai khoa hién
dang dugc str dung c6 thé khdng con dap tng yeu cau bao dam an toan théng tin trong
trung va dai han, dic biét d6i vdi cac thdng tin co yéu cau bio mat cao hodc thoi gian
bao vé kéo dai.

Tmng bdi canh do, nhiéu qudc gia va td chire tiéu chuin hoa da ban hanh cic
quy dinh va khuyen nghl nhim quan Iy viéc lua chon, sir dung va thay thé cac thuat
toan mat ma, trén co so danh gia dinh ky mirc do an toan va phu hop cua cac giai phap
ky thuat. Viéc quy dinh ngudng ky thuat an toan d6i voi san pham mat ma dan sy duge
xem la mot bién phap can thlet nhim han ché rai ro phat sinh tir vige tiép tuc sir dung
cac thudt toan hodc tham sé ky thudt khéng con ddp (mg yéu cau bao mat.

Cac bién phap quan ly dwoc dp dung phd bién trong thue tién quic té bao gdm:

— Quy dinh thi han sir dung hodc chu ky ra soat doi véi thuadt toan va d dai
khoa, lam co sé dé cac to chirc, ca nhan chu ddng cap nhat, ning cip hoic thay thé cac
giai phap mat ma phu hop voi mirc d§ nhay cam cua thung tin dugc bao vé;

— Tham chiéu va ap dung céc tiéu chuan, khuyan nghi mit mi do cac t6 chire
tiéu chuan hoa uy tin ban hanh (nhu NIST, BSI), nhim béo dam sur phu hop véi thong
[E qum té va han ché nguy co trién khai cac thuat toan hodc tham s6 ky thuat da duge
danh gia la khong con an toan;

~ Ddi véi dir lidu o6 mie do nhay cam cao hodc ¢ yéu céu bao vé trong thoi
gian dai, dinh hudng sir dung cac thudt toan va do dai khéa cd mic an toan cao hon,
dap g yéu cdu bao mat trong dai han va c6 kha ning thich tmg véi sur phat trién cia
cong nghé;

— Xay dung 19 trinh chuyén dbi phu hop tir cdc thudt toan mat ma khoa c{:-ng
khai truyén thong sang cac thudt toan méi co murc dg an toan cao hon, bao gom céc
thudt toan c¢6 kha niang chong chiu trude céc tién bo ve nidng luc tinh toan, trén co s&
danh gié rui ro, mirc 4§ nhay cam cua dir liéu va yéu cau quan 1y nha nuée trong tirng
giai doan.

3.2.2 Ra soat, cdp nhit thudt toin mit ma theo cc tiéu chuin quéc té méi nhit

Co quan soan thao da tham khao cic khuyén nghi quéc té vé an toan mat ma dé
dua ra cic sira ddi, bd sung phu h{;rp véi diéu kién sir dung san pham mat ma dén sy tai
Viét Nam, dam bao can bang gitra bao mdt, hiéu suat, va kha ning tnen khai thyc tL
Cac giai phap nay dam bao rang mat ma dan sy dap ¢ ung duge yéu cau bao mét ngin
han, dung thoi pht hgp véi 16 trinh cap nhat cong nghé dé bao vé dir lidu tmng dai han,
nhu da dé cap trong cac quy dinh cta Viét Nam (QCVN 12:2022/BQP) va khuyén nghi
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quéc té.

a) Dbi véi thuit toan TDEA

Tai ligu NIST SP 800-131A Rev 2 "Transitions: Recommendation for Transitioning
the Use of Cryptcgraphtc Algorithms and Key Lengths", cua Vién Tiéu chuin va Cong

nghé Quac gia Hoa Ky (NIST) cung cap cac quy dinh vé khuyén nghi sir dung va 1o
trinh chuyén ddi d6i véi cac thudt toan mat ma va do dai khoa nhu sau:

Thuit toan Khuyén nghj sir dung
3TDEA cho Mi hoa Khéng duge chip nhan dén nam 2023
Khong dugce phep sau nam 2023
3TDEA cho Giai ma Sir dung ké thira
AES-128 cho Mi hoa va Giai ma Pugc chap nhin
AES-192 cho Ma hoa va Giai ma Puge chip nhin
AES-256 cho Ma hoa va Giai ma Pugc chap nhin

Tai day NIST dat ra gidi han va 1§ trinh sir dung thuét toan TDEA:

- Viée sur dung doi voi cac bién phap bao vé mit ma mdi (nhu ma hoa, dong goi
khoa, tao MAC) dugce khuyén nghi chuyén doi trude ngay 31 thang 12 nam 2023 va sé
b1 ngimng phé duyét tir ngay 1 thang 1 nam 2024,

- Tuy nhién, TDEA van duge phép dung cho chire nang giai md, mo goi khoa va
xdc minh MAC doi voi dir ligu da duge bao v¢ trude do, nham hé trg cac hé thong ké
thira trong qua trinh chuyén doi.

Thuye hign theo 1§ trinh nay, NIST da cong bo thong bao ngay 29 thang 6 nam
2023 vé vige rat lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher, ¢6 hiéu luc tir ngay I thang 1 nam 2024.

b) Péi véi ché d) CBC

Mot s6 t6 chire ¢o cac nghién ciru va khuyén nghi khéng st dung ché do Cipher
Block Chaining (CBC) cho cac thudt toan ma khm doi ximg (AES, Camellia, SEED,
CAST va GOST R 34.12-2015). Do CBC c6 mdt s6 han ché bao mat chung:

+ Ché 'd) CBC khong tich hop tinh toan ven (authentication), khién no dé bj tan

cong thay do6i dir liéu (malleability) néu khong sir dung kém ma xac thuc thong diép
(MAC).

+ Trong céc phién ban TLS cii (TLS 1.0/1.1), CBC dé bj tin cOng vao phin dém
oracle dém - Padding Oracle Attacks (nhu BEAST hoac POODLE) do cach xu ly
Vector Khai tao (IV) va phan dém (padding). Céc hang cong ngh¢ lon nhu Juniper,
Microsoft cho rang cac dir liéu duge ma hoa bang ché do CBC cua cac thudt toan mat
mé khoa d6i ximg khong con an toan, va két thic hd trg ddi véi ché 46 CBC cua cac
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thudt todn mat mé sir dung trong cc san phim ctia hang, khuyén nghj sir dung céc ché
d6 hoat djng an toan hon, chiang han nhu GCM, CTR/CCM. Tai li¢u tham chiéu:

https://supportportal juniper.net/s/article/End-of-support-for-cipher-suites-
using-the-CBC-mode.

https://learn.microsoft.com/en-us/dotnet/standard/security/vulnerabilities-cbc-
mode.

https://cryptography.io/en/3.4.3/hazmat/primitives/symmetric-encryption.html
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10184306

+ TLS 1.3 da loai bo hoan toan CBC, uu tién sir dung cac ché dd ma hoa co xac
thue dir liéu kém theo (AEAD) nhu GCM. Trong IPsec, CBC van duge hé tro thong
qua ESP (Encapsulating Security Payload), nhung khuyén nghi chuyén sang GCM dé
dam bao tinh toan ven tot hon. Tai liéu tham chiéu :

https://learn.microsoft.com/en-us/securityupdates/securityadvisories/2018/4338
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https://blog.ise.io/blog/the-dangers-of-cbc-mode

https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-
protocols-itsp40062

¢) P6i véi thuit toan Kuznyechik

Déi voi thudt toan Kuznyechik, ché do MGM 1a ché dd ma hoa xac thue dugc
quy dinh trong hé tiéu chuan GOST, dugc thiét ké dong b vai thudt toan Kuznyechik,
cho phép bao dam dong théi tinh bi mét va toan ven dir liéu. Vigc lya chon MGM thay
cho cac ché do AEAD khac nhim bao dam tinh nhét quan ve h¢ tiéu chuén va thuan
lgi trong trién khai, danh gia hop chuin déi voi cac san pham sir dung thuat toan
Kuznyechik.

Cac ché 46 CCM va GCM khong dugc ap dung cho thudt toan Kuznyechik do
khong thudc hé ché do dugc chuén hoéa dong bd voi thuat toan nay. Viéc khong lua
chon CCM va GCM ddi voi Kuznyechik khong lam giam mirc d§ an toan cua quy
chuéin, dong thoi bao dam tinh rd rang, nhat quan va kha thi trong ap dung.

d) Péi véi ché dp CFB, OFB
Cac ché @6 CFB, OFB tuy la cac ché d¢ hop 1¢ vé mit 1y thuyét (dinh nghia
FIPS/NIST), tuy nhién khéng dwgc ding phd bién trong Ipsec VPN, TLS VPN do:

- Tai huéng dan k¥ thuat “TR-02102-2" va “TR-02102-3" cuia to chirc BSI, cic
ché d6 CFB, OFB khong co trong danh sach khuyén nghi sur dung.

- CFB va OFB chi cung cip tinh bi mét (Confidentiality), tirc 1a md hoa dit liéu
dé ngudi khac khong doc duge. Tuy nhién, ching khéng dam bao tinh toan ven
(Integrity). Ke tAn cong co thé thay doi cac bit trong ban ma (c:lphertext} va khi giai
ma, ban rd {plmntext) s€ bi thay d6i theo mdt cach du doan duoc ma khong bi phat hién
néu khong co thém cor ché kiém tra (nhu HMAC).
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- Hiéu suét sir dung khong tan dung t6i da sirc manh cua CPU da nhén hi¢n dai,
didu nay cuc ky quan trong d6i voi duong truyén VPN tdc dd cao. CFB mad hoa khong
thé song song hoa (parallelize) vi khéi sau phu thude vao két qua cua khéi trude. Con
voi OFB mac du co thé tinh toan trude dong khoa (keystream), nhung né ciing hoat
ddng tuan tu.

- Ca CFB va OFB (déc bi¢t la OFB vi n6 hoat dong nhu stream cipher) rit nhay
cam voi viéc bi tin cong thay dbi bit (bit-flipping attacks) néu khéng c6 Message
Authentication Code (MAC) di kém.

¢) Dbi véi thuit todan DSA

- Hudéng déan ky thuat “TR-02102-1" cua BSI trinh bay khuyén nghi vé kich
thude khoa an toan tdi thiéu (cong bo vao thang 3 nam 2025), BSI da nhén manh ring
cac thuat toan c6 dién (RSA, DSA, ECDSA, ECDH) c6 thé khong con du an toan trude
cic cudc tin cong lugng tir trong tuong lai. Co quan soan thao tong hop lai khuyén
nghi ctua BSI nhu sau:

STT Thuit todn Kich thudc khoa theo bit Nam sir dung
2000 2022
1 RSA
= 3000 2023 tro di
2000 2022
2 DSA
= 3000 2023 tro di
4 ECDSA =250 2023 tro di
5 ECDH =250 2023 tro di

Ngay 03/02/2023, t6 chic NIST cong bd tiéu chuin FIPS 186-5 Digital
Slgnaturf: Standard (DSS). Tiéu chuin nay khong con chép thuin DSA cho viéc tao
chir ky s6. Tuy nhién, DSA c6 thé duge sir dung dé xac minh chir ky duge tao trudce
ngay trién khai tiéu chudn nay.

f) Poi voi thuit toan GOST R 34.10-2001

Nam 2012, Lién bang Nga ban hanh tiéu chudn GOST R 34.10-2012 dé thay thé
GOST R 34.10-2001, nham néng cao cuong d6 bao mat cho thuat toan chir ky s6 dua
trén duong cong elliptic, khiac phuc cic han ché vé d§ manh toan hoc va kha ning
chdng tan cong clia phién ban cii (theo RFC 7091 va cic chi dao tir Co quan Tiéu chuéin
Ky thuat Nga). GOST R 34.10-2001 sau d6 bj coi la 16i thoi, bi logi khoi cac img dung
moti tmng cac tiéu chuan qudc té nhu DNSSEC (IETF chuyén trang thai histori nam
2024) va khong con duge khuyén nghi sir dung do rii ro bao mat tiém an so voi cic
thuat toan hién dai.
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g) Doi véi thuit toin SEED, CAST, Camellia

Ba thuét toan SEED, CAST, Camellia déu khong co trong danh sach thudt toan
duge khuyén nghi sir dung cho cac hé thong mai boi NIST (NIST SP 800-52 Revision
2; NIST SP 800-131A Revision 2), BSI (BSI-TR-02102-1; BSI-TR-02102-2; BSI-TR-
02102-3).

Theo huéng dar ky thuat “TR-02102-17 cua BSI dé dam bao bao vé dai han cho
cac img dung c6 yéu cau bao mat cao, nén sir dung khoa c6 d dai it nhat 256 bit cho
céc co ché ma hoa dbi ximg va chi nén sir dung céc thudt toin ma khdi c6 kich thudce
khdi it nhat la 128 bit (3. Symmetric Encryption Schemes — BSI TR-02102-1).

h) D6i véi thuit toan bam

- Theo huéng dén ky thudt “TR-02102-1" cia BSI céc co ché bam dugce khuyén
nghi trong tai liéu nay de.'u co do dai ma bam (digest length) = 256 bit, tuy nhién déi
vl cac ung dung yéu cau bao mat cao, dai han, hoiic cac hé thong ¢0 tudi tho dai, nén
sir dung cac ham bim c6 diu ra it nhit 384 bit.

- Nam 2012, Lién bang Nga ban hanh tiéu chuan GOST R 34.11-2012 (con goi
la Streebog) dé thay thé GOST R 34.11-94, nllﬁlm néng cao cuong dd bao mit cho thuat
toan ham bam mat ma, khic phuc cac han ché vé do manh todn hoc va kha ning ch{mg
tan cong cua phién ban cii (theo RFC 6986 va cac chi dao tir Co quan Tiéu chuin Ky
thuat Nga - Rosstandart).

i) Dbi véi thuat toin xac thue thong diép

Theo hudng dan k¥ thuédt “TR-02102-1" cua BSI kich thudc khoa dugce khuyén
nghi trong tai ]iéu nay cho vi¢c sir dung trong cac hé thong mat ma méi duge dya trén
mirc an toan t6i thiéu do (=120 bit).

Thuit toan CMAC HMAC
Kich thudc khoa theo bit > 128 =128
Kich thuoc the (tag) dugce > 96 > 128
khuyén nghi theo bit

Theo hudng dﬁn ky thuat “TR-02102-3" cua BSI bang sau li¢t ké cac thudt toan
dwge khuyen nghi dé bao vé tinh toan ven cua cac goi ESP:

STT Thuit toan Tham chiéu | Sir dung dén nim
1 AUTH_AES_XCBC_96 [RFC 3566] 2031+
2z AUTH_AES CMAC 96 [RFC 4494 2031+

L



AUTH_HMAC_SHA2 256_128

AUTH _HMAC_SHA2 384 192 [RFC 4868]

AUTH_HMAC_SHA2 512 256

2031+

2031+

2031+

3.3 Thuec trang sir dung doi véi mdt so thuit toan mit ma

~ Bang tong hop dudi diy mét vai thudt toan mat ma déi ximg va céc tan cong da
biét ddi véi timg thudt toan do.

Thuat
toan

Kich thwdc
khoa theo
bit

Kich
thwrée
khoi theo
bit

Cic tan cong da biét

Mo ta

AES

128, 192, 256

128

Chwa cé cic tan cong
tham ma da biet

Puge mo ta trong FIPS
197. Pay la thudt toan
md khéi cong bd nim
1998 dugc chinh phu
M7 lam chudn mi hoa,
sau d6 dwgc NIST chap
thuin lam tiéu chuan va
duge sur dung rong rai
dén nay.

DES

56

64

Kich thuéce khoi va khoa
nho, d& bi tan cong boi
cac phuong phap vét can,
ngay sinh, vi sai, tuyén
tinh, khoa yéu.

Puge mo ta trong FIPS
46-3. Pay la thuat toan
mi khéi duge IBM phat
trién, cong bd niam
1975, va dugce chuan
hoa nam 1/1976.

TDEA

128, 192

64

Vao nim 2016 mét 16
héng 16n da duge phat
hién d6i voi thudt toan
nay su dung trong giao
thiuc TLS, IPsec, SSH,
duge cong bd tai CVE-
2016-2183. Cudc tén
cong thuc thi voi thugt
todn nay la tan cong ngay
sinh (Birthday attack).

Pugc mé ta trong SP
800-67. Pay la thuat
toan ma khéi, TDEA
(con biét dén voi tén
goi Triple-DES) dugc
cong bo lan dau nam
1981. Do 16 hong lon
duge phat hién nén
NIST khuyén nghj
ngirng su dung cho cac
ung dung tir ndm 2017.
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IDEA

128

64

Han ché ciia ma phap nay
la kich thuéc khdi nho,
luge db khoa don gian va
chira cac 16p khoa yéu.
Khong co cac tin cong
thye t€, tuy nhién co cac
tin cong lén sd vong nho
va khoa yéu. Tén cong tot
nhit 1én IDEA la tin
cong Bicliques.

» Khovratovich,
Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-
Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012,
Lecture Notes in
Computer Science. 7237.
pp- 392410

« Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos (1993),
“Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

Thuit toian mi khdi
duge duge thiét ké bai
James Massey cua ETH
Zurich va Xuejia Lai va
duge mo ta lan dau tién
vao nam 1991. Thuat
todn nay ra doi nhim
thay cho thudt toan
DES.

RC2

40

64

Kich thudce khoa qua nho,
kich thudc khoi nho. Dé
ton thwong trudc céac
dang tin cong khac nhau.

Thuit toan ma khdi
duge thiét ké nam 1987
bai Ron Rivest cua
hing bao mit RSA
Data Secpritg. RC2 con
dugce biét dén voi tén
201 ARC2.

RC5

0-2040

32, 64,
128

Ton tai mot sé tin cong
I€n phién ban rat gon 12-
vong vaoi phién ban kich
thudc khoi 64-bit (tham
mad vi sai) voi d§ phire tap
2% ban rd chon loc.

Thudt toan ma khoi
dugc thiét ké bai
Ronald Rivest vio nam
1994,
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RCé6

128, 192, 256

128

Khong ton tai cac tan
cong tham ma da biét.

Thuit toan ma khéi ¢6
ngudn goc tir RCS va
dugc thiét ké boi Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap (mg
cac yéu cﬁu_cﬁa cuge
thi Tiéu chuan ma hoa
ning cao (AES).

ARIA

128, 192, 256

128

o Wenling Wu; Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis of ARIA
and Camellia” .
Retrieved January

19, 2007.

» Xuehai Tang' Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). "A
Meet-in-the-Middle

Attack  on ARIA" .
Retrieved April 24, 2010,

Thuat toan ma khoi
duge thiét ké vao nam
2003 bai mot nhom lon
cac nha nghién ctru cua
Han Quéc. Nam 2004
thudt toan nay dugc
chudn héa va sir dung
tai Han Qudc.

Blowtish

32-448

Tin cong ngay sinh
(vi kich thude khoi nho).

Tén tai cac khoa yéu.

Thuit toan ma khdi do
Bruce Schneier thiét ké
nim 1993 nhu mot giai
phép thay thé mién phi,
nhanh chong cho cac
thudt toan ma hoa higén
¢O tai thot diém do.

Camellia

128, 192, 256

128

Co d6 an toan duge xem
la twong dwong vai AES.

Thuat todn mi khoi
duge phat trién boi
Mitsubishi Electric va
NTT cua Nhit Ban.
Puge cong nhin trong
chudn ISO/IEC. Thuit
toan co mirc dd bao mit
va kha ning xuo ly
tuwong duong véi thudt
toan AES.
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Chua co cac tan cong da

Thujt toin ma khéi
duge phat trién bai
KISA (Han Qudc) va
dugc cong bo trong
chuin ISO/IEC 18033-
3:2010 va nhiéu RFC
khac (nhu RFC 4010,
RFC 4162, RFC4196).

Thudt todn ma khoi.
Khong c¢6 ban quyén,
dugc moé ta trong
RFC 2144,

Thut toan duge cong bo
vao nam 1996 bai
Carlisle Adams va
Stafford Tavares. Thudt
todn nay cling da dugc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phu Canada su
dung.

SEED 128 128 | biét voi phién ban diy du.
Kich thuéc khoa/khéi
CAST 64 64 qua nho bj !ﬁn cOng ngay
sinh, cac tan cong khac

nhur vi sai tuyén tinh.
CAST- Kich thuée khéi qua nhé
128 (con x bi tin cong ngay sinh, cac
goi la Wrked i tan cong khéc nhu vi sai

CASTS) tuyeén tinh.
Tan cong tdt nhit la tin
cong tuong quan khong
(zero-correlation) voi do
phirc tap thoi gian la
2269 va dir liéu 1a 2%%,
Tén céng nay khong anh
CAST- hudng t¢i do an toan cua
256 thuat toan.

s . 128‘ 192’ 256 128 Bngdanov, Andrey;
(cﬂilﬁgi)l Leander, Gregor;
CAST6) Nyberg, Kaisa; Wang,

Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes in  Computer
Science. 7658. pp. 244-
261.

Thuét toan ma khéi, co
nguén gbc tir CAST-
128. CAST-256 duge
xuit ban vao 6/1998.
Puge thiét ké theo thiét
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gop vao
thiét ké. CAST-256
duge md ta trong RFC
2612.
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Thut toan mi khéi, né
dugc nhiéu co quan dau
) | nganh tai Trung Quéc
SM4 128 178 C.hua co tﬁrﬂu t:l:‘mgi da biet | phat trién nhung chu
nao dugce cong bo. yéu dugc phat trién bai
Li Shuwang. Thang
8/2016 duge chuin hoa
tai Trung Qudc.

Duya vao bang trén, c6 thé thiy hau hét cic thuat toan c6 kich thuéc khdi 128 bit
glup han ché cac rui ro lién quan dén tin cong ngay sinh, phu hop vm khuyen nghl cua
céc to chire quéc te trong d6 AES la thudt todn dugc nhic dén nhiéu nhit trong cac tai
liéu cua t6 chirc quéc té uy tin (NIST, BSI, ANSI), dugc coi 1a chuin mic dinh dé danh
gia do an toan cua cdc thudt toan khac. Héu hét cac tai liéu ky thuat (Whitepaper) va
cau hinh mic dinh déu chi liét ké AES (Advanced Encryption Standard) vdi céc do dai
khoa 128-bit hodc 256-bit la Iya chon duy nhat cho ma hoa doi xing.

Qua ra soat danh myc san pham mat ma dén sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhén thay da s6 san pham dugc khao sét c6 tich hop thuat toan
ma hoa AES, hiém thay san pham tich hop tuy chon cac thuat toan quéc té hodc noi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién ma ngucm m¢& mdc dinh sur
dung thudt toan AES hodc khong c6 cdc tuy chon thudt toan khéc, néu ¢6 nhu cu sir
dung, phai tiy bién, tich hgp vao ma ngudn.

Vé mat ho trgr phan cung, héu hét cac CPU hi%n dai (Intel, J&:MD, ARM) déu co
tdp 1énh hé trg AES-NI, gitip viéc mi hoa/giai ma bing AES c6 toc d6 cwc nhanh ma
khong t6n nhiéu tai nguyén. Do vgy, vige str dung AES la dam bao tinh twrong thich cao,
tiét kiém chi phi khi san phim cén giao tiép, phd bién rong rai voi hé thdng quoc té.

Pé dam bao tinh an toan va hdi nhap cing thé gioi, cac san pham, dich vy mat
ma dan sy dugce kinh doanh, sir dung tai thi truong Viét Nam can ¢o tinh an toan, on
dinh, twong thich cao, dong thoi dinh hudng phat trién mat ma Viét Nam dam bao tu
chu bén virng. Do do, can xay dung quy dinh chit ché cho viéc sir dung cac thudt toan
mdit ma phﬂ bién va thudt todn mat ma cua Vigt Nam. Co quan soan thao da tham khao
cac khuyén nghi qudc té vé an toan mat ma dé dua ra cac stra doi, bd sung phu hop voi
diéu kién sur dung san pham mat ma dan su ldl Viét Nam, dam bao cén bang gitra bao
mat, hiéu sudt, va kha niang Enen khai thue te Cac giai phap nay dam bao rang mat ma
dén sy dap g dugc yéu cau bao mat ngin han, dong thoi phu hop vai 16 trinh cap
nhat cong nghé dé bao vé dit liéu trong dai han,

3.4 Co so thye tién va ciin cir thira nhin két qua danh gia sy phi hop

Cong tac quan 1y chit lugng san phim mat ma din sy, d4nh gid chimg nhén h(;rp
chuan, hop quy san pham mdt mad dan sy trong nuoc gap nhleu kho khan trong qua
trinh trién khai do thyc trang hién nay & Viét Nam chua co to chirc thir nghiém dat cac
chimng chi vé thir nghiém san phim mat ma dén sy va dwoc chi dinh (ISO/IEC 17025).
Céc quy chuan ky thudt trong linh virc mét ma dén s tai Viét Nam duoc xay dung
dugc xay dung trén co so hai hoa vai ticu chuan quoc té. Cung véi do, da sé cac san
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pham mét mé dén sy hi¢n nay dugc nhap khau tir nude ngoai va da dugce danh gia bai
cac td chirc uy tin, ¢o nang lyc. Vé co ban, dm v&i san pham co chung tiéu chudn ky
thuat, két qua danh gla tir cac lﬁ chure qunc té c¢o ning luc dugc cong nhén khong co
sai 1éch, khac biét va dam bao ring viéc danh gia tudn thu quy chuan Ia nhét quén va
cong bing. Do vay, vige chap nhén két qua thir nghiém tir to chirc dugc chi dinh va to
chirc nude ngoai dwgce cong nhén theo ISO/IEC 17025 trong khi diéu kién trong nuoc
chua thyc hién dugc 1a phi hgp dé trién khai cong tac quan Iy nha nudc, quan ly chat
lwong san pham mét mé dan su, dong thoi tao thudn loi cho thuong mai qudc té, tranh
kiém tra chong chéo, giam chi phi cho doanh nghi¢p ma van dam bao rang cac san
phiam, hang hoa trén thi truong dap (g day da yéu ciu vé an toan, chat lugng va bao
vé nguoi tiéu dung.

4 Noi dung Sira d6i Quy chuin ky thuit qubc gla Sira doi 1:2025 QCVN
12:2022/BQP bao gom cic ndi dung bo sung, thay thé cic quy dinh cia QCVN
12:2022/BQP

Cén cur vao qua trinh ra soat cac san pharn bao mat luong IP st dl,mg cong nghe
[Psec va TLS da dugc Ban Co yéu Chinh phu cap phep; Can cir vao tinh cap thict phai
cép nhat yéu cau sir dung vdi thudt toan ma khdi MK V; Cin cit vao tinh cap thiét phai cép
nhét yéu cau su dung cac thuat toan mat ma nhim bao dam an toan tlmng tin trong boi
canh xudt hién cic nguy co tir méy tinh lugng tir; Can cir véao tinh hinh trién khai thye té
ctia cac Quy chuan ky thuat hién hanh va dinh hudng chuyen doi sang cac thudt toan mat
ma hgu lrong tr; Can et vao tinh hinh trién khai thuc té cia Quy chuan kv thudt da duoc
ban hanh; Xem xét tir nhing yéu céu, khuyén nghi dugc néu ra trong cac tai ligu tham
khao tir céc t chirc NIST, CC, BSI, co quan soan thao dé xuat sira d6i nhur sau:

4.1 Nguyén tic xdy dung noi dung

- Cac tham s6 an toan dugc lua chon theo céc khuyén nghi cua ISO/IEC, NIST,
CC, BSI va cac to chirc quoc té khac dé dam bao an toan va phu hop;

- Phit hop véi diéu kién thyc té doi véi cac san phdm mét ma dan sy thuge nhém
san pham bao mat luong IP sir dung cong ngh¢ IPsec va TLS dang dugc Iuu thong, sir
dung tai Viét Nam va cac san pham thuong mai pho bién cua quoc té;

- Pap tmg dugc su phat trién cua cong nghé trong vong 5 nam toi.

4.2 Bo sung quy dinh ddi véi thuit toan MKV

Tai muc 1.3 Tai liéu vién dan,

- B6 sung vao dong sau tiéu dé muc 1.3 Tai lidu vién din ndi dung sau:

“Cac Tai ligu w;n din sau la can thiét cho viée ap dung Quy chuan nay. Truong
hop céc Tai liéu vién dan dugce sira dbi, bé sung hojc thay thé thi ap dung phién ban
mai nhat.”

- Bb sung céc tai liéu vién dan vao sau dong “TCVN 11495-1:2016 (ISO/IEC
9797-1:2011) “Cong ngh¢ thong tin — Cac k¥ thudt an toan — Ma xac nhan thong diép™
nhu sau:
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“QCVN 12:2022/BQP *Quy chuin ky thuat quac gia vé dic tinh k¥ thuat mét
ma sir dung trong cac san phim mat ma dan sy thuéc nhom san phim bao mét ludng
[P sir dung cong nghé IPSec va TLS.”

TCVN 14263:2024 “Cong nghé¢ thong tin - Ky thuit an toan - Thudt toan ma

khéi MKV™.”

- Thay thé muc 1.5 Chir viét tat nhu sau nhu sau;

Chir viét tit
AES

AH

CCM

CTR

CTR_DRBG

DH

DRBG

EC
ECDH

ECDSA
ESP

FFDH

FIPS

GCM

Tén tiéng Anh

Advanced Encryption
Standard

Authentication Header

Counter with Cipher Block
Chaining Message
Authentication Code

Counter Mode

Counter - Deterministic
Random Bit Generator

Diffie-Hellman

Deterministic Random Bit

Generator
Elliptic Curve
Elliptic Curve Diffie-Hellman

Elliptic Curve Digital
Signature Algorithm
Encapsulating Security

Payload
Finite-Field Diffie-Hellman

Federal Information
Processing Standards

Galois/Counter Mode
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Tén tiéng Viét

Tiéu chuin ma hoa tién tién
Xac thuc header

Ché dd bd dém véi xdc thyc
thong bao kieu CBC

Ché do by dém

B§ tao bit ngdu nhién tat dinh
dura trén bo dém

Thuit toan trao d6i khoa Diffie-
Hellman

Bo tao bit ngau nhién tat dinh

Puong cong Elliptic

Trao d6i khoa Diffie-Hellman
duya trén duong cong Elliptic

Thudt toan chit ky s6 dya trén
dudng cong Elliptic

Dong goi an toan dir li¢u
Trao d6i khéa Diffie-Hellman
dyra trén truong hiru han

Tiéu chuan xir 1y thong tin lién
bang (Hoa Ky)

Ché do bo dém Galois



GOST

Hash DRBG

HMAC

HMAC_DRBG

IKE

IP
[Psec
MGM
MKV

MQ DRBG

MS_DRBG

NIST

NRBG
QCVN

RFC

RSA

SHA
SP

Gosudarstvenny standart

Hash Deterministic Random
Bit Generator

Hashed
Authentication Code

Message

HMAC - Deterministic
Random Bit Generator

Internet Key Exchange

Internet Protocol
Internet Protocol Security

Multilinear Galois Mode

Multivariate Quadratic
Deterministic Random Bit
Generator

Micali-Schnorr Deterministic
Random Bit Generator

National Institute of Standards
and Technology

Non-deterministic Random Bit
Generator

Request for Comments

Rivest — Shamir — Adleman

Secure Hash Algorithm

Special Publication
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Tiéu chudn quéc gia Lién bang
Nga

B tao bit ngdu nhién tit dinh
dua trén ham bam

Ma xac thuc thong bao dua trén
ham bam

B§ tao bit ngiu nhién tit dinh
dya trén HMAC

Giao thirc trao ddi khoa trén
Internet

Giao thirc Internet
Giao thirc bao méit mang IP
Ché do6 Galois da tuyén tinh
Ma khéi Viét Nam

B tao bit ngdu nhién tit dinh da
bién bic hai

B tao bit ngdu nhién tit dinh
Micali—Schnorr

Vign Tiéu chudn va Cong nghé
quoc gia (Hoa Ky)

B{ tao bit ngiu nhién bét dinh

Quy chuan k¥ thuat quéc gia

Dic ta ky thut do to chirc IETF
cong bo

Tén cua hé ma do ba nha todn
hoc Rivest, Shamir va Adleman
phat minh

Thuat todn bim an toan

An phdm dic biét (Vién Tiéu



chuin va Ky thuit qudc gia Hoa

Ky)
TLS Transport Layer Security Bao mat tang giao van
TCVN Tiéu chuén quéc gia Viét Nam
VPN Virtual Private Network Mang riéng ao
- Thay thé muc 1.6 K¥ hiéu nhu sau:
Ky hiéu Mo ta
nlen D dai modulo theo bit hodc do dai theo bit ctia cip cua phan tir sinh
L Déi véi thudt toan FFDH: L 1a d6 dai cia tham sé mién p theo bit
N Péi voi thudt todn FFDH: N ia d9 dai cia tham sd mién q theo bit
4.3 Thuit todn mit ma dbi ximg
Taimyc 2.2.1.1:
- Loai bo thudt toan TDEA, SEED, CAST, Camellia khoi danh muc;
- B6 sung thudt toan MKV
- D6i tén GOST 34.12-2015 thanh tén “Kuznyechik”.
STT Thuit todn Tham chiéu
1 MKV [TCVN 14263:2024)
2 | AES [TCVN 11367-3]
_ [GOST R 34.12-2015]
3 Kuznyechik [RFC 7801] .
Tai muc 2.2.2.1:

- Loai bo ché d6 CBC déi vai thuat toan mat ma déi xing;

- B6 sung quy dinh vé dic tinh k¥ thudt va thoi gian ap dung dbi voi thuat todn |
MKYV: Thai han sir dung dén nam 2028 déi véi kich thude khoa theo bit 128; Dbi véi |
kich thude khoa theo bit la 192 va 256 thoi han sir dung dén nam 2030;

- Loai bo thuit toan TDEA, CAST, SEED, Camellia;

- Di véi thuat toan AES: Diéu chinh thoi han sir dung dén nim 2028 d6i vai
kich thudc khoa theu bit 128: Ddi véi kich thude khoa theo bit 14 192 va 256 diéu chinh
théi han sir dung dén nam 2030: Loai bo ché do OFB, CFB.
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- D6i véi thudt toan GOST R 34.12-2015 chinh sira tén thanh “Kuznyechik™:
+ Loai bo ché do CFB, b6 sung ché do MGM;
+ Diéu chinh thoi han sir dung dbi vai ché do (CTR, MGM) dén nam 2030.

i Céc ché d9 cho phé 3
STT| Thujttoin | JSich thude SGEETEVRENS | Sedung
: khoa theo bit sir dung dén nim
128 2028
1 MKV GCM, CCM, CTR
192, 256 2030
128 2028
2 AES GCM, CCM, CTR
192, 256 2030
3 Kuznyechik 256 MGM, CTR 2030

CHU THICH:
Déi voi thudt toan MKV, d dai tham sé, céc chu trinh tao khoa, bd tham sb cu thé
trong quy chuan nay ap dung theo TCVN 14263:2024.

Déi véi thudt todn AES, d dai tham sd, cdu tric thudt toan va céc chu trinh tao khoa
trong quy chuan nay ap dung theo FIPS 197 hodac TCVN 11367-3:2016.

Déi véi thuat toan Kuznyechik, do dai tham b, cac chu trinh tao khoa, b tham sd cu
thé trong quy chuan nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché 4o hoat dong ctia ma khdi trong quy chuén nay ap dung theo TCVN 12213,
SP 800-38A, SP 800-38C, SP 800-38D, GOST R 34.13-2015, RFC 9058.

4.4 Thuit toin mat ma phi d6i ximg
Tai Muc 2.2.1.2:
- Loai bo thuat toan DSA va GOST R34.10-2001;

- B0 sung, cap nhat cac tai ligu, tiéu chuan tham chiéu mdi nhat doi vai cac thuat
toan mat ma phi do1 ximg.

STT Thuit toan Tham chiéu

[FIPS 186-5],
[SP 800-56B Rev. 2]

1 RSA
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[SP 800-56A Rev. 3],
[REC 2631],
[RFC 3526],
[RFC 7919]

2 FFDH

[FIPS 186-5],
3 ECDSA [RFC 6090],
[SP 800-186]

[FIPS 186-5],
4 ECDH [SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]

5 GOST R34.10-2012 [RFC 7091]
|

Tai Muc 2.2.2.2:
- Loai bo thuat toan DSA va GOST R34.10-2001 khoi danh muc;

- Di voi thujt toan RSA: Diéu chinh thoi han sir dung dén ndm 2028 doi v
kich thu¢e tham so theo bit 2048 < nlen < 3072; Truong hop kich thude tham s6 theo
bit nlen = 3072 thoi han sir dung dén nam 2030 (dé phu hgp véi 19 trinh cdp nhét cong
ngh¢);

- D6i voi thudt toan DH di tén chi tiét thanh FFDH:

+ Biéu chinh thoi han sir dung dén nam 2030 doi véi kich thude tham s6 mt ma L
(d¢ dai tham so mién p theo bit) 2048 <L = 3072, N (do dai tham s& mién q theo bit) 256 <
N < 384 (dé phu hop voi 1§ trinh céip nhat cong nghé);

- Béi véi thuit toan ECDH, ECDSA:

+ Biéu chinh thoi han sir dung dén ndm 2030, sira dbi kich thuée tham sd theo bit
thanh 250 < nlen < 384 (dé phi hop véi 16 trinh cap nhat cong nghé);

- D voi thuat toan GOST R 34.10-2012: Diéu chinh théi han sir dung tir 2027 1én
2030 (theo cac khuyen nghi chung vé mat ma hau lugng ti).

ol £ . Sir dung
STT | Thuit toin Kich thudc tham so theo bit aén nam
2048 <nlen < 3072 2028
1 RSA =
‘ nlen = 3072 2030
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STT Thuit toan Kich thuée tham s6 theo bit St dyng
: dén nam
| 2048 <L <3072, ‘
2 FFDH 256 <N <384 2030
ECDH, |
| 3 250 < nlen < 384 2030
ECDSA
4 GOST R 34.10-2012 nlen > 256 2030
CHU THICH:

Pbi voi RSA va ECDSA, cic tiéu chudn cho tham sé an toan, cac thudt toan sinh khoa vi cac bo
tham s6 cu thé trong quy chuén 4 ap dung theo FIPS 186-5.

Dm vai FFDH, céc tiéu chudn cho tham sé an toan, cac thudt toan sinh khoa va cic bo tham 50 cul
thé trong quy chudn ap dung theo NIST SP 800-56A Rev.3.

D6i véi ECDH, céc tiéu chudn cho tham sé an toan, cac thuit todn sinh khoa va céc b tham s6 cu |
thé trong quy chuan 4p dung theo NIST SP 800-56A Rev.3 va NIST SP 800-56C Rev. 2.

Doi v GDST R 34.10-2012, cdc tiéu chuin cho tham s an toan, cac thudt toan sinh khoa va cac
b tham so6 cu thé trong quy chuin |1a}' ap dung theo GOST R 34 10-2012 (RFC ?DEI'I}

4.5 Thuit toin bim

Tai myc 2.2.1.3 bé sung thuit toan bim GOST R 34.11-2012 vio danh sach st
dung thudt todn bim nhur sau:

STT Thuit todn Tham chiéu
I | SHA-256, SHA-384, SHA-512/256, SHA-512 [FIPS 180-4],
[TCVN 11816-3]
2 | SHA3-256, SHA3-384, SHA3-512 [FIPS 202]
3 | GOSTR 34.11-2012 [RFC 6986]

4.6 Thoi han sir dung

- Tai myc 2.2.2.3 Thuit toan bim diéu chinh thoi han sir dung tir nam “2027”

thanh nim “2030” va bd sung thudit toan ham bam GOST R 34.11-2012 (RFC 6986) nhu
sau:

STT Thuit todn Sir dung dén nim
1 | SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 | SHA3-256, SHA3-384, SHA3-512 2030
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3 |GOSTR 34.11-2012 2030

CHU THICH:

Poi véi GOST R 34.11-2012, cac tiéu chuan cho tham sb an toan va cac bd tham sé cu thé ap
dung theo GOST R 34.11-2012 (RFC 6986).

- Sira @6i muc 2.2.2.4 nhu sau: Diéu chinh thoi han sir dung tir ndm 2027 thanh
nam “20307.

4.7 Quy dinh chung
Thay thé muc 2.1 Quy dinh chung nhur sau:

“-Poi véi cic san phim mét ma dan sy sir dung cong nghé IPsec VPN chi duorc
phép str dung giao thirc trao d61 khoa IKE phién ban 2 (IKEv2) tro 1én, giao thic dong
goi ESP.

- P6i voi cac san phim mét mé dan sy sir dung cong nghé TLS VPN chi dugc
phép sir dung giao thirc phién ban TLS 1.2 tr¢ 1én.”

4.8 Quy dinh vé an toan sir dung trong giao thirc

- Thay thé muc 2.3.1 nhur sau:

"2.3.1 Quy dinh vé an toan str dung trong giao thirc [PSec

*- Khong dugc phép sir dung giao thirc AH.

- Khong duge phép sir dung giao thitc ESP chi ¢6 co ché xéc thyc dit lidu.

- Str dung giai phap bao vé khoa duge luu trir dang tép trén thiét bi (néu c6).”

- Thay thé muc 2.3.2 nhu sau:

*- Khong dugc phép trao déi khoa dua trén thuit toan Diffie-Hellman trén
trrong hiru han suir dung khoa ¢6 dinh (Static Diffie-Hellman).

- Sir dung dinh dang chimg thu s6 X.509 v3 cho TLS (néu c6).

- Sir dung giai phéap bao vé khoa duge luu trir dang tép trén thiét bi (néu co).
- Khéng duge phép sir dung phan mé rong Heartbeat.

- Yéu céu bd sung dbi véi phién ban TLS 1.3:

+ Khéng duoc phép sir dung ché dd MAC-then-Encrypt (Non-AHEAD
Ciphers).

+ Khéng duoc phép trao d6i khoa sir dung thudt toan RSA.

+ Khéng duge phép sir dung luge do ky sd/ xac thue RSASSA-PKCS1-v1_5.”
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4.9 Quy dinh vé quén ly
Thay thé myc 3 nhu sau:
“3 QUY PINH VE QUAN LY

3.1 Céc mirc gidi han cua dic tinh k¥ thudt mat ma néu tai quy chuin nay la cac
chi tiéu an toan phuc vu quan 1y theo quy dinh vé quan 1y chét lugng san pham mét ma
dan sy dugc quy dinh cua phap luat.

3.2 Cong bd hop quy, chitng nhan hop quy, kiém tra chit lugng san phim theo
Thong tr s6 28/2012/TT-BKHCN ngay 12/12/2012 cua B khoa hoc va Cong nghé
quy dinh vé cong bé hop chuén, cong bd hgp quy va phuong thirc danh gia sy phu hop
voi tiéu chuan, quy. chuan k¥ thuat, trong quy chuan nay duge thuc hién theo phu-:mg
thirc 1; Thong tu s6 02/2017/TT-BKHCN ngay 31/3/2017 cua B§ khoa hoc va Cong
nghé stra ddi, bo sung mot s6 diéu cia Thong tw so 28/2012/T T-BKHCN ngay
12/12/2012. Quan 1y cong bo hop quy dwa trén két qua chimg nhin cia t6 chirc chimng
nhan dugc chi dinh theo quy dinh cua phap luat.

3.3 Dau hop quy dugc sur dung true tiép trén san phim hodc trén bao gbi hodc trén
nhan gan trén san pham hodc trong chimg chi chat lugng, tai liéu k¥ thuat ctia san pham.

3.4 Ban Co yéu Chinh phu xem xét thira nhan két qua danh gia sy phi hop do to
chirc danh gia sy phit hop nude ngoai thuc hién dbi voi cac san phdm mét ma dan su
thugc trach nhiém quan 1y.”

4.10 Trach nhiém ciia t6 chirc, c4 nhén
Thay thé Piéu 4 nhu sau:
“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cyc Quan ly mat ma dén sy va Kiém dinh san phim mét ma - Ban Co yéu
Chinh phii 14 co quan tiép nhdn cong bd hep quy, kiém tra nha nudc vé chét [uwgng san
pham mat ma dén sy.

4.2 Cac tb chire, ca nhén co hoat dong san xuit, kinh doanh san phim mat ma
dan sy thugc pham vi diéu chinh cua quy chuin nay cé trach nhiém thye hién céc quy
dinh vé chimg nhén, cong bé hop quy va chiu sy kiém tra cia co quan quan ly nha
nudce theo cac quy dinh hién hanh.”

4.11 Té chirc thue hién
Thay thé Piéu 5 nhw sau:
“5TO CHUC THU'C HIEN

5.1 Ban Co yéu Chinh phu gitp Bo truong Bo Qudc phong ra sodt, sira déi, bd
sung hodc ban hanh thay thé quy chuan nay dé dam bao phu hop voi thyc tién va ddp
ung yéu cau quan ly.

5.2 Cyc Quan ly mét ma dan sy va Kiém dinh sdn phdm mat mi - Ban Co yéu
Chinh pht ¢6 trach nhi¢m hudng din, t6 chirc trién khai quan ly kv thudt mat ma theo
quy chuan nay.
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5.3 Thanh tra, kiém tra san phﬁm mét ma dan sy dugc co quan quan ly nha nudce
co tham quyén tién hanh dinh ky hang nam hodc dot xuat.

5.4 Trong truong hop cic van ban quy pham phap luat quy dinh tai quy chuin
ky thuat nay co su thay doi, bo sung hoic dugce thay thé thi thuc hi¢n theo cac van ban
mdi. Trong trudng hop cac tiéu chuén dugc vién dan trong quy chudn nay co su thay
d6i, bd sung, thay thé thi thye hién theo hudng din cua Bd Quoc phong./.”

4.12 Cap nhat ma HS tai Phu luc

Thay thé bang PHU LUC A (Quy dinh) Quy dinh vé ma HS ctia san phim bao
mat ludng IP sur dung cong ngh¢ [Psec va TLS nhu sau:

PHU LUC
(Quy dinh)
QUY PINH VE MA HS CUA SAN PHAM BAO MAT LUONG IP SU DUNG
CONG NGHE IPSEC VA TLS
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San pham | rén moi trudmg tay, ¢6 trong lugng khdng qua i
bdomat | mang IP. Trong 10 kg, gbm it nhit mot don vi| |
]uﬂng IP d':’a ASI:I Cll,lﬂg {’a(_; 8471.49.90 Xu l};’ dir ]léu tﬂlﬂg tﬁm, m'f-'t ban
th}uz_lt Emn ~ma T phim va mgt man hinh;
hoa doi ximg, - Loai khéc ciia hang hoa chira
thudt toan ma trong cing mdt vo ¢d it nht mot
héa phi  doi don v xir Iy trung tam, mot don
Klf‘ﬂg; th‘:lé’l'ﬁ t'i?i'ﬂﬂ vi nhdp va mot don w xuat, két
ky s0, ham bam hgp hodc khong két hop véi
mat ma dé bao nhau:
mit, xac thyc - Loai khdc, & dang hé thong.



04

05

06

07

08

09

10

11

12

13

14

cac thong tin
truyén nhan trén
moi truong
mang IP.

8517.62.42

8517.62.43

8517.62.49

Thlet bi diing cho hé thong hiru
ru}fen scng mang hodc he thang
htru tuyen ky thuat so cua hang
hoa 1a may thu, d6i va truyén
hodc tai tao am thanh, hinh anh
hodic dang dir li¢u khac, ké ca
thiét bi chuyen mach va thiét bi
dinh tuyén gom:

- Bo tip trung hodc bo don
kénh;

- Bo diéu khién va bo thich u’ng
{adaptor], ké ca cong nbi, cau
noi, bé dinh tuyén va cac thiét
bi twong ty duge thiét ké dé két
noi véi may xu 1y dir liéu tu
dong thugc nhom 84.71;

- Loai khac.

8517.62.51

8517.62.53

8517.62.59

Thiét bj truyén dan khac két hop
voi thiét bi thu ciia hang hoa
may thu, ddi va truyén hodc tai
tao am thanh, hinh anh hodc
dang dir liéu khéc, ké ca thiét bj
chu}!en mach va thiét bi dinh
tuyén gom:

- Thiét bi mang ndi b§ khong
day:

- Thiét bi phat khac dung cho
dién bao hodc dién thoai tm}fen
dan dudi dang song vé tuyén;

- Loai khac.

8517.62.61

8517.62.69

8517.62.91

8517.62.92

8517.62.99

Thict b truyén din khic cua
hang hoa m{i}r thu, doi va truyén
hodc tai tao am thanh, hinh anh
hodc dang dir li¢u khac, ké ca
thiét bi chuyen mach va thiét bi
dinh tuyén gom:

- Dung cho di¢n bao hodc di¢n
thoai truyén dan dudi dang song
vo tuyén;

- Loai khdc voi loai dung cho
dién bao hodc dién thoai truyﬁn
dan dudi dang song vo tuyeén;
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- Loai khéc la thiét bj thu xach
tay dé goi, bao hi¢u hodc nhén
tin va thiét bi canh bdo béng tin
nhan, ké ca may nhan tin;

- Loai khac dung cho dién bao
hoic dién thoai truyén dan dudi
dang song vo tuyén;

- Loai khac vdi hang hoa thude
nhom 8517.62.61,
8517.62.91, 8517.62.92.

8517.62.69,

5 Bing d6i chiéu ndi dung QCVN véi cic tai liéu tham khio

Tén ndi dung Tai liéu tham khio Phwong dn
xdy dung
g € AW TCVN 14263:2024 “Cong nghé thong tin - K§ thudt | Chip nhin
tt;u;ﬁt todn MKV an toan - Thuat toan ma khoi MKV todn ven
Loai bo thut Chép nhén
todn TDEA NIST SP 800-131A Rev.2 (2019) G e
https://supportportal.juniper.net/s/article/End-of
-support-for-cipher-suites-using-the-CBC-mode.
https://learn.microsoft.com/en-us/dotnet/
standard/security/vulnerabilities-cbc-mode.
% . .| https://cryptography.io/en/3.4.3/hazmat/
B:? Sung atly dm;h. primitives/symmetric-encryption.html
vé an toan doi _ _ ) Disa th
véi cac thuat | https:/ieeexplore.ieee.org/stamp/stamp.jsp?ar pIE0
todn mat ma sir | number=10184306 ri(ht?y:s:a
£ a . 5 l
dung Fhe_ do | https://learn.microsoft.com/en-us/security- cécg t8 chire
CBC tai bang 7 | updates/securityadvisories/2018/4338110
VAL https://blog.ise.io/blog/the-dangers-of-cbc-mode
https://www.cyber.gc.ca/en/guidance/guidance-
securely-configuring-network-protocols-itsp40062
Loai bo thuét Chap nhan
toin DSA ETE180n todn ven
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Loai bo thuat

iodn GOST R | GOST R 34.10-2012 (RFC 7091) Ct];gﬂ ‘;:f]"
34.10-2001 '
B6 sung quy dinh | FIPS 186-5; TR-02102-1; NIST Special Publication | Cin cit
thuét toan RSA | 800-57 Part | Revision 5 nguong
. dudi cua
Bo sung quy dinh | NIST SP 800-56A Rev. 3; TR-02102-1; NIST Special quy dinh
thudt toan DH Publication 800-57 Part | Revision 5 &6 v&i cic
B& sung quy dinh | NIST SP 800-56A Rev. 3; TR-02102-1; NIST Special Si:’ﬁft:?
thuét toan ECDH | Publication 800-57 Part 1 Revision 5 i
’ thudc pham
vi bi mat
i . nha nudc;
E}i;:’"g qauy f:;ﬂ FIPS 186-5; TR-02102-1; NIST Special Publication | Dua theo
ECDSA 800-57 Part | Revision 5 khl-I.}’E_ﬂ
nghi cua
cac td chirc
Loai bo thuat
toan CAST
Dua theo
Loai bo thudt | NIST SP 800-52 Revision 2; NIST SP 800-131A | khuyén
toan SEED Revision 2; TR-02102-1; TR-02102-2; TR-02102-3 nghi cua

Loai bo thuat
toan Camellia

cac to chue

B6 sung quy dinh
cac thudt todn
bam

TR-02102-1

Dua theo
khuyén
nghi cua
céc to chirc

B4 sung quy dinh i thiso
cic thudt xéac | TR-02102-1; TR-02102-2; TR-02102-3 5 s
thyc thong diép g e
cac to chire
B6 sung quy dinh Duya theo
thudt toan bam khuyén
GOST R 34.11- | RFC 6986 nghi ciia
2012 cac to chie
Chap nhan két|Lut Sira doi, bd sung mot sé diéu cia Ludt Tiéu | Dya theo
qua thir nghiém | chuan va quy chuan ky thuat (2025) khuyén
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nghj cua
cac to chue

Cap nhat ma HS |\ 1i dinh 211/2025/ND-CP Chanubn
tai Phu luc toan ven

6 Danh gid tac dong ap dung Sira d6i QCVN

Viée trién khai sira d6i QCVN ddi voi cdc san pham mdt ma dén s thuge nhém
san pham bao mdt luong ip sir dung céng nghé IPsec va TLS tai thoi diém nay la vén
dé cép thiét, lién quan tryc tiép dén cong tic bao dam an toan thong tin mang, bao vé
quyén riéng tu va loi ich cia ngudi sir dung. Quy chuin nay ap dung dbi voi céc to
chirc, ¢4 nhan san xudt, kinh doanh va sir dung san pham mét ma dan sy dé bao vé
thong tin khong thugce pham vi bi mat nha nuoc.

Céc dbi tugng chiu tic dong khi QCVN dugc ban hanh:

- Doanh nghiép san xudt/kinh doanh/nhap khéu: phai dam bao dap tmg QCVN va
phai chimg nhan, cong bé hop quy khi kinh doanh san phim tai thi truéng Viét Nam.

- Ngudi st dung (co quan, td chire, ngudi tiéu dung): Mirc dé anh hudng thap
do 1a d6i tugng thu hudng cudi cling. Céc yéu to an toan dwgc dam bao, bio vé lgi ich
ctia ngudi ding cudi.

6.1. Thc ddng dén thi treweong sin phim

* Tac dong tich cuc:

- Ngudi str dung cudi (dbi twong ap dung): Tang cam gidc an tm va tin tudng
khi sir dung céc san pham mat mé dan sy di duge cong bd hop quy. Bao vé quyén riéng
tur va dit liéu ¢4 nhan cua ho trude cac rii ro mat an toan théng tin. Giam thiéu rui ro
mt dif liéu quan trong va thong tin nhay cam. Tang kha ning dap (mg cic yéu cau vé
bao vé dir liéu va quyén riéng tu tir phia khach hang va co quan quén ly. Tang cam giac
an toan va ho trg cho viéce xdy dung mdt mai trudng song va lam viéc an toan hon.

- Nha san xuét: Nang cao uy tin va niém tin ciia khich hang thong qua viéc cung
cip cac san phim dugc chirng nhan hop quy. C‘ac san phim ndi dia chat lwgng cao co
co hdi tiép can thi trudng nude ngodi ¢o yéu cau cao.

- Nha phan phéi va ban 1é; Co thé sir dung chimg nhén hgp quy ciia san pham
lam l¢i thé ban hang dé thu hit khach hémg va ting doanh s6 ban hang.

- T6 chir danh gia sy phu hop va cip chimng nhén: thuén lgi trong vige trién khai
Lung tac danh gia chét luong san pham mét ma dén sy, giam thoi gian kiém dinh, danh

gid, tranh kiém tra chong chéo ma van dam bao ring cic san pham hang hoa trén thi
truong dap tng day du yéu cau vé an toan, chét lwong va bao vé nguoi tiéu ding.
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* Tac dong khong tich cuyc:

- Tang chi phi: Qua trinh cép chimg nhén hop quy va cong bd hgp quy ¢6 thé
doi hoi dau tu 16m vio viée ning cdp va thay di cong nghé, lam tang chi phi san xut
va phan phdi cac san phdm bao mat dit liéu bao mat ludng ip sir dung cong nghé IPsec
va TLS.

- Phirc tap hoa quy trinh san xuat: Vige tuan thu cac yéu cau tai Stra ddi Quy
chudn c6 thé doi hoi céc quy trinh va thi tuc phire tap hon trong qua trinh san xuét, lam
tang chi phi va thoi gian san xuét.

- Giam hiéu suat san xuat: Tich hogp céc bién phap dam bao yéu cau ky thudt ¢é
thé 1am giam hiéu suat san xudt do ting thoi gian kiém tra va thir nghiém, ciing nhu
viéc dp dung cic quy trinh kiém soat chat lugng nghiém ngit hon.

- Tang théi gian tién hanh kiém dinh va cdp chimg nhan: Qué trinh dat dwoc
chimg nhin hop quy c6 thé doi hoi thoi gian dai va tén kém dé thuc hién kiém dinh,
danh gia sy phu hop, 1am tri hodn viée tung ra thi trudng va lam cham qua trinh phat
trién san pham méi.

6.2. Tac dong dén co quan quan 1y nha nuée chuyén nganh

* Tac dgng tich cuc:

- Gop phén vio viée nang cao an toan va quan ly rai ro trong quan Iy nha nude
ddi vai linh vuc mdt ma dan su.

- Thudn lgi trién khai cong tac quan ly nha nude, quan ];.r chit legng san pham
mat ma dén sy, déng thoi tao thudn loi cho thuong mai qum: té, tranh kiém tra chong
chéo, giam chi phi cho doanh nghw;p ma van dam bao rang céc san phim, hang hoa
trén thi truomg dap tmg day du yéu ciu vé an toan, chit lwgng va bao vé nguoi tiéu
ding.

* Tac dong khong tich cuc:

- Can hoan thign, nang cao ning lyc do kiém, dénh gid dé thyuc hién cong tac
danh gia, cap chimg nhén hop quy cho san pham.

- Can hoan thién co ché hop tac quéc té, danh sach té chirc duge chi dinh, 6
chirc quoc te ¢6 nang luc duge céng nhan.

6.3. Tac djng dén nguwoi sir dung diu cubi

- Ngudi sir dung diu cudi 1a dbi twong dugc thu huong tich cuc khi san pham
dugc quan 1y, bao mdt, dap g cac quy dinh ciia QCVN./,
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1 Tén goi va ky hiéu ciia QCVN

Tén goi: Stra ddi Quy chuédn k¥ thudt qudc gia vé dic tinh ky thuat mat ma st
dung trong cac san pham mat ma dan sy thudc nhom san pham bao mat dir liéu luu gitr.

Ky hiéu: SUA POI 1:2026 QCVN 15:2023/BQP.
2 Pit van deé

2.1 Tinh hinh thye tién

Quy chuan k¥ thut quce gia QCVN 15:2023/BQP ban hanh va cé hiéu luc tir
ngay 15/01/2024. Tuy nhién trong qua trinh trién khai, Co quan quan ly chuyén nganh
nhan thay mot s6 han ché nhu sau:

- Ngay 31/12/2024, B trudng Bo Khoa hoc va Céng nghé ban hanh Quyét dinh
s6 3480/QP-BKHCN vé viéc cong b tidu chudn qudc gia TCVN 14263:2024 Céng
nghé thong tin - K¥ thuét an toan - Thuét toan ma khéi MKV. Dy la thuét toan ma
khéi riéng cua Viét Nam, do Ban Co yéu Chinh phti nghién ciru, xay dung, dé xuat ban
hanh. Thuét todan nay hién dang duge cong dong doanh nghiép quan tam, nghién ciru
va tich hgp vao san pham. Tuy nhién treng cac quy chuan k¥ thudt quoc gia, danh muc
tiéu chuan bat bugc ap dung ban hanh kém theo Théng tu 96/2023/TT-BQP chua cap
nhét yéu cau sir dung véi thudt toan ma khéi MKV, cdn thiét phai bé sung dap img yéu
cau thuc tién sir dung cua xa hoi;

- M6t s6 ndi dung ky thuat (ché do sir dung, thoi han sir dung, kich thude khoi)
trong quy chuén hién hanh da khéng con dap img dugce céc yéu cau an toan theo khuyén
nghi tir cac té chire qudc té uy tin nhu NIST hay BSI, déc biét lién quan dén ché do sir
dung va thoi han sir dung ctia san pham hoéc hé thong. Cac quy dinh cii c6 thé din dén
rii ro cao hon trong diéu kién van hanh thuec té, khong dam bao an toan thong tin.

- Bén canh d6, tai ky hop thir 9 Quéc hdi Khéa XIII théng qua Luat Sira déi, bd
sung mot so diéu cua Luat Tiéu chuan va quy chuan k¥ thudt, ban hanh ngay 14/6/2025,
¢6 hiéu luc tir ngay 01/01/2026, trong dé stra doi khoan 2 Diéu 57 Luat Tiéu chuén va
quy chuén k¥ thuét ndam 2006 v6i quy dinh vé thoa thuan thira nhan 14n nhau, thira nhan
don phuong két qua danh gia sy phut hgp nhu sau:

“2. Thita nhdn don phwong két qua danh gia sw phit hop dieoe quy dinh nhu sau:

a) Bo, co quan ngang Bo, Bo truong Bo Qm;”:'c phong xem xét, quyét dinh viée thira
nhan don phwong két qua danh gia s phit hop cua 16 chite danh gid suw phit hop quoc té,
16 chite danh gia sw phi: hop nude ngoai dé phuc vu hoat dong quan Iy nha mroe;

b) Két qua ddnh gid s phit hop quy dinh tai diém a khodn nay phai dwoe thuce
hién boi t6 chite ddanh gid sw phit hop quoc té, 16 chire ddnh giG su phit hop nuéce ngoai
deoe mat trong cdc t6 chirc cong nhdn la thanh vién ky théa thudn thita nhén ldn nhau
cuia To chire Cong nhdn cdc phong thir nghiém Quéc té (ILAC), Dién dan Cong nhdn
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Quoc té (IAF), T6 chitc hop tac Céng nhdn khu viee Chdu A Thai Binh Dwong (APAC)
danh gia va céng nhdn vé nang hee dap img tiéu chuan quoc té, tiéu chuan quoc gia
twong 1ng;

Theo yéu cau thic tién ciia quan 1y chuyén nganh, Bj, co quan ngang B6, B6
trieong B Quoc phong duege xem xét, quyét dinh thica nhdn don phuwong két qua danh
gia sw phu hop ciia cdc té chire danh gid su phit hop ngoai cac két qua danh gia su
phit hop quy dinh tai khoan nay."”

Cin cir quy dinh trén, dé pht hop véi yéu cau thye tién cia quan 1y chat lugng
san pham mat ma déan sy tai Viét Nam, du thao Théng tu bé sung quy dinh vé thira
nhan don phuong két qua danh gia su ph hop cua t6 chire thir nghiém nude ngoai doi
v6i san pham mét ma déan s

Do do, viéc sira dbi va ban hanh Quy chuin k¥ thuit quoc gia vé dic tinh k¥
thudt mat ma sir dung trong céc san phfi‘m mat ma dan sy thudéc nhoém bao mat dir liéu
luru gitr 14 can thiét dé khéc phuc céc han ché, ning cao chat lugng san pham MMDS,
dam bdo an toan va dé‘mg b voi cac vin ban phap ludt lién quan. Quy chudn sira doi
dap tmg yéu cau thuc tién, phi hop véi tién bd khoa hoc k¥ thudt, thic diy hdi nhép
qu-:"ic té, nang cao nang lyc canh tranh cua doanh nghiép Viét Nam va bao v¢ lgi ich
ngudi tiéu dung, gop phéan xdy dung hé thdng tiéu chuin hoa bén vimg theo Luit Tiéu
chuan va Quy chuan k¥ thuat.

2.2 Tinh hinh tiéu chuin hoéa tai Viét Nam

Quy chuién k¥ thuiit qudc gia trong linh vire méit mé dén sy

TT Ky hiéu Tén quy chuin Ghi chu
| |QCVN4: Quy chudn k¥ thuit quic gia vé ma hoa dir | Ban  hanh kém
2016/BQP lig¢u str dung trong linh vuc ngan hang theo Thong ftu
, |QCVNSS: Quy chuin ky thudt qudc gia vé chit ky s6 sir | 161/2016/TT-
2016/BQP | dung trong linh vue ngin hang BQPU e ngay
3 QCVN 6 : Quy chuin k¥ thuit qudc gia vé quan Iy khoa 217107201
2016/BQP sir dung trong linh vire ngan hang
Quy chuin k¥ thuit qudc gia vé dic tinh k¥ | Ban  hanh kém
QCVN 12 : thuit mit ma sir dung trong cac san pham | theo Thong tu
4 2022/B QP‘ mat ma dan sy thugc nhom san pham bao | 23/2022/TT-BQP
mét ludng IP sir dung cong nghé IPsec va | ngdy 04/4/2022
TLS
5 QCVN 15: | Quy chuan k¥ thuat qudc gia vé dic tinh | Ban hanh kem
2023/BQP ky thuit mat ma sir dung trong céac san |theo Thong fur |




pham mét ma dan sy thudc nhom san pham
bao mat dir liéu luu gitr

96/2023/TT-BQP
ngay 29/11/2023

Tiéu chuén k¥ thudt qudc gia trong linh vire mit mi din sy

TT| Ky hiéu Tén tiéu chuin Ghi chu
1 TCVN Cong nghé thong tin — Ky thuat mat ma —
7635:2007 Chir ky s6
a e e . | Phién ban mai
TCVN Cong nghé thong tin — Ky thuat mat ma thudt | .
2 1781622007 | tofn ma dit litu AES nhat  TCVN
: & ' 11367-3:2016
" — . - - . . | Phién ban moi
TCVN 7817- | Cong nghé thong tin — K¥ thuat mat ma quan :
3 112007 ¥ khéa — Phin 1: Khung téng quét R
: y - ung fong q 11770-3:2021
TCVN 7817 Cong ngh¢ thong tin — K¥ thuat mat ma quan 1y | Phién ban mdi
4 o onrn khéa — Phan 2: Co ché sir dung k¥ thudt déi | nhit ISO/EC
: ximng 11770-2:2018
TCVN 7817 Cong ngh¢ thong tin — Ky thuat mat ma quan | Phién ban moi
3 | 30007 Iy khéa — Phin 3: Cac co ché sir dung k¥ thuat | nhit  ISO/IEC
‘ khong dbi xirng 11770-3:2021
2 L ; 3 -~ - . | Phién ban moi
TCVN 7817- Cong nghé thong tin — Ky thuat mat ma quan z
6 142007 19 khoa — Phin 4: Cor chid dvea tréin bi gt véy | 202t 1SOMEC
' o ' ' ALYeU T 11770-4:2017
" o o w _a . . . |Phién ban mdi
TCVN 7818- | Cong nghé thong tin — K¥ thuit méit ma dich | | ; S
7| 1:2007 i et Ehd i — Phi, 1 K thapgufy 2008 PUMEC
‘ ¥ £ - ung tong quat | ¢514.1.2008
TCVN 7818- Cong ngh?thf;mng tin i Ky thudt n*:at ma d;Eh PhglEIl ban mai
8 2:9007 vu tem thot gian — Phan 2: Co ché token dgc | nhat  ISO/IEC
: lap 18014-2:2021
TCVN 7818- Cong ngh‘t_z. th‘nrlg tin 5 Ky thuit Tat ma‘d!c‘:h Phien ban ma
9 32007 vu tem thoi gian — Phan 3: Co ché tao thé lién | nhat  ISO/IEC
: két 18014-3:2009
10 TCVN Cong nghé thong tin — Cac k¥ thudt an toan —
11295:2016 Yéu cau an toan cho mé-dun mat ma




Phién ban mo

T 'fg‘;:[: 11367- %c:nng ng{1¢ th?ng Em ;Efm :c-y;l:uat antoan—| < 1oo/EC
! udt toan mat ma — Phan 1: Tong quan 18033-1:202
Cong nghé thong tin — Cac ky thut an toan —
12 EeaviliLi o Thudit toan mat ma — Phén 2: Mat ma phi ddi
2:2016 .
ximg
13 TCVN 11367- | Cong ngh¢ thong tin — Céc ky thudt an toan —
3:2016 Thuit toan mat ma — Phan 3: Ma khoi
14 TCVN 11367- | Cong nghé thong tin — Cac ky thuat an toan —
4:2016 Thudt todn mat ma — Phan 4: Ma dong
5 TCVN 11816- | Cong nghé thong tin — Céc k¥ thudt an toan —
1:2017 Ham bim — Phén 1: Téng quan
Cong nghé thong tin — Cac ky thudt an toan —
16 | TEVN 11816- | oy bim — Phin 2: Hibm biim str dung ma khoi
2:2017 .
n-bit.
17 TCVN 11816- | Cong nghé thong tin — Cac ky thudt an toan —
3:2017 Ham bam — Phan 3: Ham bam chuyén dung
0 ¢ thong tin — Cac ky thudt an toan —
TCVN 11816- Cc:ng n'ghf; tho?g tin ‘Cac- \ ‘ua an ?.m
18 Ham bam — Phan 4: Ham bam sir dung so6 hoc
4:2{}1? 3
dong du
19 TCVN 11817- | Cong nghé thong tin — Céc ky thudt an toan —
1:2017 Xac thyce thye thé — Phan 1: Tong quan
Cong nghé thong tin — Céc k¥ thuit an toan —
g [TV LISLES | thyuc thyc thé — Phin 2: Co ché sir dung
2:2017 ity 4 Bl
thudt toan ma hoa doéi ximg
Cong nghé thong tin — Cac ky thudt an toan —
21 Sm s Tl P thue thue thé — Phan 1: Co ché sir dung
‘ ky thuit chit ky s6
2 TCVN 12214- | Cong nghé thong tin - Cac ky thudt an toan -
1:2018 Chir ky s6 kém phu luc - Phan 1: Tong quan
_ | Cong nghg thong tin - Cac ky thuat an toan -
23 ;Em b Chir ky s6 kém phu luc - Phén 2: Céc co ché

dra trén phan tich s6 nguyén




Cong nghé thong tin - Cac ky thudt an toan -

24 E;'E 12214~ | Chiv kg s kém phy Iyc - Phin 3: Céc co ché
' dua trén logarit roi rac
Cdng ngh¢ thong tin - Céac ky thudt an toan -
7- :
25 ki 1o Thuat toan mat ma - Phan 5: Mt ma dua trén
5:2018 :
dinh danh
2% TCVN Cong nghé thong tin - Céc k¥ thuit an toan -
12211:2018 | Yéu cau kiém thir cho mé dun mét ma
Cong nghé thong tin - Cac ky thuit an toan -
57 | TCVN Phwong phéap kiém thir giam thiéu céc 16p tin
12212:2018 | cong khéng xam lan chéng lai cdc md dun
mat ma
73 TCVN Cong nghé thong tin - Céc k¥ thuét an toan -
12213:2018 Ché d hoat dong cho ma khdi n-bit
TCVN 12852- Cnr:g n%hg t?ﬂng hnﬁ— Ky ~thuat an toar? " Ky
29 thudt mat ma dya trén duong cong elliptic -
1:2020 5 z
Phan I: Tong quan
TCVN 12852- Cm:g n%hg tlmmng tm: Ky‘thuat an tﬂal.l - Ky
30 5:2020 thudt mdt ma dya trén dudng cong elliptic —
' Phin 5: Céc k¥ thudt tao duong cong elliptic
3 TCVN Cong nghé théng tin — Ky thudt an toan — Bo
12853:2020 tao bit ngau nhién
TCVN 12855- | Cong nghé thong tin — Ky thudt an toan —
35 | 2:2020 Lugc do chit ky s6 c6 khéi phuc thong digp —
Phin 2: Céc co ché dua trén phan tich so
nguyén
TCVN 12855- | Cong ngh¢ thong tin — Ky thuat an toan —
33 | 3:2020 Lurgc do chir ky s6 c6 khoi phuc thong digp —
Phén 3: Cic co ché dya trén bai toan Logarit
roi rac
34 TCVN 12854- | Cong nghé thong tin o Ky tt_&uét an toan —
1:2020 Mét md hang nhe -Phan 1: Tong quan
35 TCVN 12854- | Cong nghé thong tin — Ky thudt an toan — M4t
2:2020 ma hang nhe - Phan 2: Ma khdi
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TCVN 12854-

Cong nghé thong tin — K¥ thudt an toan — Mt

30 3:2020 ma hang nhe - Phan 3: Ma dong
TCVN 12854- Cc_mg ngh¢ thong tu: — Ky thuat im I{oan - M;{t
37 ma hang nhe¢ - Phan 4: Co ché sur dung ky
4:2020 ikt adis
thudt phi doi xing
Cong nghé thong tin — K thuat an toan — Xac
g, [ TOVN HIA1T- thue thuc thé - Phin 4: Co ché sir dung ham
4:2020 2 e
kiém tra méit ma
Cong nghé thong tin — Ky thuat an toan — Xac
go: | FEVN 11817 thuc thue thé - Phan 5: Co ché sir dung k¥
5:2020 LA . SRR aE AT
thudt tri thirc khong tiét 10 thong tin
Cong ngh¢ thong tin — Ky thudt an toan — Xdc
4p: | Tead SEndes thue thye thé - Phan 6: Co ché sir dung truyén
6:2020 =S e
dir li¢u thu cong
A1 TCVN Cong nghé thong tin — Céc k¥ thudt an toan —
13175:2020 Ma hoa ky
4 TCVN 12854- | Cong ngh¢ théng tin — Ky thuat an toan — Mat
5:2020 md hang nhe — Phan 5: Cac ham bam
43 | TCVN Cong ngh¢ thong tin — Ky thuft an toan — Bo
13176:2020 tao sO nguyén to
Cong nghé thong tin — Ky thuat an toan — Cac
a2 thudt toin mat ma va kiém thir phi hop cé
13177:2020 i ioan ITEEI ma va kiem thu phu hop cac
co ché an toan
45 TCVN 7817- | Cong nghé thong tin — K¥ thudt an toan —
5:2020 Quan |y khoa - Phin 5: Nhom quan 1y khoa
46 TCVN 13178- | Cong ngh¢ thong tin — Ky thuat an toan — Xac
1: 2020 thue thue thé an danh - Phan 1: Tong quan
Cong nghé thong tin — Ky thudt an toan — Xéc
47 TCVN 13178- | thyc thyc thé an danh - Phan 2: Céc co ché
2: 2020 dya trén chir ky str dung mot nhom khoa cong
khai
Cong nghé thong tin — K¥ thudt an toan — Xac
48 1?2?;013 178- | thwc thyc thé 4n danh - Phin 4: Céc co ché

dua trén bi mat yéu
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Cong ngh¢ thong tin — Cac ky thuat an toan -

TCVN 11367- S S R e o 3 s SR
49 6:2022 TPuat toan mat ma — Phan 6: Ma hoa dong
cau
50 TCVN 13460- | Cong nghé thong tin — Cac ky thudt an toan —
1:2022 Chir k¥ s6 mi — Phan 1: Tong quan
TCVN 13460- ijg 1}gh;f: th::mg tar: - Cac .ky thuat;an tuanﬂ—
51 Chir ky s6 mu — Phan 2: Cac co ché duya trén
2:2022 s
logarit roi rac
52 TCVN 13461- | Cong nghé thong tin — Cac k¥ thudt an toan —
1: 2022 Chir ky s6 4n danh — Phén 1: Téng quan
TCVN 13461- Cm;lg [Eghf Ehong tin — C:.:c ky thyat an toa;n =
53 Chir ky s6 an danh — Phan 2: Cac co ché su
2: 2022 A —
dung mét khoa cong khai nhom
54 TCVN 13462- | Cong nghg thong tin — Cac k¥ thudt an toan —
1:2022 Chia sé bi mit — Phan 1: Tong quan
55 TCVN 13462- | Cong nghe thong tin — Cac ky thuat an toan —
2:2022 Chia sé bi mét — Phan 2: Céc co ché co ban
Cong nghé thong tin — Cac k¥ thudt an toan —
5 | 228 Kiém thir cic mé-dun mit ma trong moi
13720:2023 ; : : 8
trurong hoat dong,
Cong nghé thong tin — Cac ky thuat an toan —
TCVN Phuong phap kiém thir va phan tich cho cac
57 13721:2023 bd tao bit ngau nhién trong TCVN 11295
' (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
Cong nghé thong tin — Cac ky thudt an toan —
TCVN ; i L 4
58 Khung xac thye vien sinh trac sir dung mo-
13722:2023 : S . :
dun an toan phan cing sinh trac hoc
Ky thudt an toan cong nghé thong tin — Yéu
TCVN 13723~ | céu vé ndng lyc d6i véi kiém thir vién va danh
59 Ve SR xa e e A o
1:2023 gia vién bao mat thong tin — Phan 1: Gidi
thiéu, khéi niém va yéu ciu chung
o | TEVN 13723~ | K¢ thuit an toan cong nghé thong tin — Yéu
2:2023

cau vé nang luc doi vai kiém thur vién va danh
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gia vién bao mat thong tin — Phan 2: Yéu cau
vé kién thirc, k¥ nang va tinh higu qua ddi véi
kiém thir vién theo TCVN 11295 (ISO/IEC
19790)

K¥ thudt an toan cong ngh¢ thong tin — Yéu
cau vé nang luc doi voi kiém thir vién va danh

61 TCVN 13723- | gia vién bao mat thong tin — Phin 3: Yéu ciu
3:2023 vé kién thirc, ky nang va tinh hiéu qua d6i vi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hda c6 xac thuc
12197:2024 (ISO/IEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
63 | 1:2024 ludn dénh gia an toan hé thong sinh tric hoc
— Phén 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
ca | 22024 dénh gia an toan hé thong sinh tric hoc —
Phén 2: Hiéu suit nhan dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
¢5 | 3:2024 danh gia an toan hé thong sinh tric hoc —
Phan 3: Phat hién tan cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN 14191- | An toan thong tin — Bién tap lai dir liéu xac
66 | 1:2024 thyc — Phan 1: Yéu cau chung (ISO/IEC
23263-1:2021)
TCVN 14192- | KV thuat an toan cong nghé thong tin — Yéu
1:2024 ciu vé cong cu kiém thir va phuong phap higu
chuéin cong cu kiém thir dé st dung trong
67 kiém thir cac k¥ thudt giam thiéu tan cong
khéng xam lan trong mé-dun mat ma — Phan
2: Phuong phap va phuong tién hi¢u chuin
kiém thir (ISO/IEC 20085-1:2019)
68 TCVN 14192- | Ky thudt an toan cong ngh¢ thong tin — Yéu
2:2024 ciu vé cong cu kiém thir va phuong phap higu
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chuan cong cu kiém thir dé sir dung trong
kiém thir cac ky thuat giam thiéu tin cong
khoéng xdm lén trong md-dun mat ma — Phan
2: Phuong phap va phuong tién hiéu chudan
kiém thur (ISO/IEC 20085-2:2020)

TCVN Cong nghé thong tin — Ky thuat an toan —

o 14263:2024 Thuit toan ma khdi MKV,

2.3 Sur cén thiét xdy dung Sira d8i Quy chuén
a) Vé cén ctr

- Ludt An toan théng tin mang niam 2013, tai khoan 7 Piéu 38 giao “Ban Co yeu
Chinh phu ¢6 trach nhi¢m giap B truong Bo Qudc phong xay dung di thao tiéu chuin
qum: gia d6i voi san pham dich vu mat ma dan sy trinh co quan nha nudc c6 thim
quyén cong bd va hudng dan thye hién; xay dung, trinh BJ truong Bo Qudc phong ban
hanh quy chuén ky thuit qunc gia dbi véi san phiam, dich vu mdt ma dan sy, chi dinh
va quan ly hoat dong cua to chirc chu‘ng nhin sy phu hop dbi véi san phiam, dich vu
mét ma dan sy; quan ly chit lugng san ]::ham dich vu mét ma déan sy”; khoan 4 Piéu
52 quy dinh vé trach nhiém ctia Ban Co yéu Chinh phu gitip Bg trurong Bo Qurac phong

“xdy dung, trinh cap c6 tham quyen ban hanh van ban quy pham phap ludt vé quan ly
mét mad dan sy”, “quan ly chit lugng san pham dich vu mat ma dan sy, quan ly cnng
téc danh gia, cong bo hgp chuin, hgp quy dbi véi san pham, dich vu mét ma dan sy,

- Ludt Stra di, bé sung mét s6 diéu cua Luét Tiéu chudn va quy Lhuan ky thudt,
ban hanh ngay 14/6/2025, c6 hiéu lyc tir ngay 01/01/2026, trong d6 mét sé quy dinh
vé thoa thuén thira nhin lan nhau, thira nhin don phuong két qua danh gia su phu hop
tai khoan 2 Piéu 57 Luét Tiéu chuédn va quy chuin ky thuat nam 2006 dugc sira doi,
bo sung, tao diéu kién cho viéc thuc hién cic quy dinh vé danh gia sy phu hop trong
linh vie mat ma dén sy. Theo do, B9, co quan ngang Bo, By truong Bo Quéc phongp
xem Xxet, quyet dinh vi¢c thira nhan don phuong két qua danh gia sy phu hgp cua t6
chire danh gia sy phu hgp quoc té, té chrc danh gia sy phil hop nude ngoai dé phuc vu
hoat dong quan ly nha nude va “theo yéu cu thyc tién cua quan Iy chuyén nganh, B9,
co quan ngang B9, Bo tn.r{mg Bd Quobc phong dugce xem xét, quyet dinh thira nhan don
phuong ket qua danh gid su phu hop cua cac to chirc danh gia sy phu hop ngoai cac
két qua danh gia sy phu hop...

- Nghi dinh s6 211/2025/ND-CP ngay 25!‘?!’2025 cua Chinh phu quy dinh vé hoat
dong mat ma dan sy va sira d6i, b6 sung mot s6 diéu cua Nghi dinh s6 15/2020/ND-
CP ngay 033(}23202{} cua Chinh phu quy, dinh xur phat vi pham hanh chinh trong linh
vire buu chinh, vién thong, tan s0 v0 tuyeén di¢n, cong ngh¢ thong tin va giao dich dién
tir dugc stra doi, bo sung mot s diéu tai Nghi dinh 6 14/2022/ND-CP ngay 27/01/2022
ctia Chinh phu, tai Diéu 10 quy dinh vé thira nhan két qua danh gia sy phu hop san
pham mat ma dan sy “Ban Co yéu Chinh phu gmp B truong B Quéc ph{mg xem xét,
quyét dinh thira nhan don phuong két qua danh gia sy phu hgp san pham mat ma déan
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Sir cua t6 chirc danh gia sy phi hop quoc té, to chirc danh gta sir phu hgp nudc ngoai
dé phuc vu hoat dong quan 1y nha nudc vé mat ma dan sy,

b) Vé muc dich

Viéc xay dung chuin hoa “Sira d6i Quy chuén ky thudt quéc gia vé dic tinh k¥
thuat mat ma su dung trong cac san pham mat ma dan sy thudc nhom san pham bao
mét dir lidu luwu gitr” 1a rit can thiét nhim:

- Pam bao chit lugng cho cic san pham mat ma dan sy thudc nhom san phﬁm
bao mat dir ligu luu gitr.

- Théng nhat vé dic tinh ky thudt mdt ma su dung trong céc san phiam bao mat
dir liéu luu gitr trén pham vi toan quoc.

- La co so ki thudt dé cac co quan quan 1y tham chiéu, phuc vu cong tac quan ly
nha nuwéce vé chat lugng san pham bao mat dir liéu luu gitr sir dung trong linh vire mat
ma dan su.

¢) Vé pham vi 4p dung

Trén co s phan tich Iy do va myc dich xéy dyng Stra d6i quy chuén, nhom bién
tip quy chuin nhan thay viéc stra d6i mot sb chi tiéu k¥ thuét cho san pham bao mat
dir liéu luu giir phuc vu bao vé thong tin khong thugc pham vi bi mat nha nuée la rt
cin thiét va phi hop trong diéu kién hién nay.

Noi dung Stra déi Quy chuén chi bao gdm ndi dung sira doi, bd sung mot 50 quy
dinh cua QCVN 15:2023/BQP. Cac ndi dung khdng dugc néu tai Stra d6i Quy chuin
nay thi ti€p tuc dp dyng QCVN 15:2023/BQP ban hanh kém theo Thong tu 50
96/2023/TT-BQP ngay 21/11/2023 cua B truong Bo Qunc phong.

3 Co so xdy dung cic yéu ciu ky thuit
3.1 Co sé van ban ky thuit trong nudc

Khi xdy dung du thao quy chudn, co quan soan thao di tham khao céc tai lidu sau:

- Quyét dinh s6 3480/QD-BKHCN ngdy 31/12/2024 cua B§ truong B Khoa
hoe va Cong nghé cong bé tiéu chudn quoc gia TCVN 14263:2024 Cong ngh¢ thong
tin - K¥ thudt an toan - Thuat toan ma khoi MKV,

- Théng tu s6 96/2023/TT- BQP nga}r 29/11/2023 cua Bd trudong B Qubc phung

ban hanh Quy chuin k¥ thuit quoc gia vé dic tinh k¥ thuit mat ma st dung trong céc
san pham madt ma ddn su thudc nhom san pham bao mat dir ligu luu gitr.

Trén co s& cac tai liéu I-cy thuit tham khao, co quan soan thao di bd sung, SUra
d6i Quy chuén dap tmg y€u cdu sur dung thudt toan MKV, dap tng diéu kién thuc té
doi voi cac san pham dang dugc luu thong, sir dung tai Viét Nam va cac san phiam
thwong mai phd bién cua qubc té.
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3.2 Co sé kinh nghi¢m quoc té

3.2.1 Co sé cho viéc quy dinh nguing k¥ thuit an toan dbi véi san
phim mét ma dén sy,

Thuyc tién quéc té cho thdy mirc dd an toan cua cac thuat toAn mat ma va cac
tham so ky thudt lién quan c6 xu hudng thay déi theo thai gian, phu thude vao su phat
trién cua khoa hoc cong ngh¢ va ning luc tinh todn. Céc thuat toan va do dai khoa hién
dang dugec sir dung c6 thé khong con dép img yéu ciu bao dam an toan thong tin trong
trung va dai han, ddc biét di voi cac thong tin ¢ yéu ciu bao mat cao hoic thai gian
bao vé kéo dai.

Trong béi canh d6, nhiéu quéc gia va té chire tiéu chuin hoa da ban hanh céc
quy dinh va khuyén nghi nhim quéan 1y viéc lya chon, sir dung va thay thé cac thuit
todn mat ma, trén co so danh gia dinh ky mirc d6 an toan va phu hgp ctia cac giai phap
ky thuat. Viéc quy dinh ngudng k¥ thudt an toan d6i vdi san pham méat ma dén sy dugc
xem 12 mt bién phap cén thiét nham han ché ri ro phat sinh tir viée tidp tuc sir dung
cac thuft toan hodc tham s6 k¥ thuat khong con dap (g yéu cau bio mat.

Céc bién phéap quan ly duoc ap dung phé bién trong thuc tién quéc té bao gdm:

— Quy dinh thoi han sir dung hodic chu ky ra sodt ddi véi thudt toan va do dai
khoa, lam co s dé céc td chire, cd nhan chi dong cip nhat, nang cap hodc thay thé cic
giai phap mat ma phu hgp véi mire d§ nhay cam cia thong tin dugc bao vé:

— Tham chiéu va 4p dung céc tiéu chuin, khuyén nghj mat ma do céc t chirc
tiéu cfma’ip hoa uy tin ban hanh (nhu NIST, BSI), nhdm bao dam sur phut hop véi thong
I& quoc té va han che nguy co trién khai cac thuét toan hodc tham s6 ky thuat da duoc
danh gia 1a khéng con an toan;

— Doi véi dix liéu ¢ mitc dd nhay cam cao hodc ¢6 yéu ciu bao vé trong thoi
gian dai, dinh huéng sir dung cic thudt todn va d dai khoa co mirc an toan cao hon,
dap (g yéu cau biao mat trong dai han va c6 kha ning thich img véi su phat trién cua
cong nghe;

— Xay dung 19 trinh chuyén déi phi hop tir cic thudt toan mat ma khoa cong
khai truyén thong sang céc thudt todn mdi co mitc d9 an toan cao hon, bao gom cic
thuat toan c6 kha nang cht‘fmg chiu trirde céac tién bo v{% nang luc tinh toan, trén co s
danh gia rui ro, mirc d§ nhay cam cua dir liéu va yéu cau quan Iy nha nudc trong tirng
giai doan.

3.2.2 Ra soit, cip nhat thufit toAn mit ma

. Bing tong hop du6i ddy cdc thudt toan mt ma dbi xtmg va céc tin cong da biét
d6i voi timg thudt toan do.

13



Thuat
toan

Kich thuée
khoa theo
bit

Kich
thuwée
khéi theo
bit

Cic tin cong da biét

Mo ta

AES

128, 192, 256

128

Chwra co c:i{:rtf;n cong
tham ma da biét

Buge mo ta trong FIPS
197. Pay la thudt toan
mi khéi cong bd nim
1998 dugc chinh phu
My lam chuan ma hoa,
sau do dugc NIST chap
thuan lam tiéu chuan va
duge su dung rong rai
dén nay.

DES

56

Kich thuée khoi va khoa
nho, dé bi tan cong bai
cac phuong phap vét can,
ngiy sinh, vi sai, tuyén
tinh, khoa yéu.

Pugc mo ta trong FIPS
46-3. Day la thudt toan
ma khéi duge IBM phat
trién, cong bd nam
1975, va dugc chuin
hoa nam 1976.

TDEA

128, 192

64

Vao nim 2016 mot 16
hong 16n di dugc phat
hi¢gn d6i voi thudt toan
nay sir dung trong giao
thirc TLS, IPsec, SSH,
duge cong bd tai CVE-
2016-2183. Cudc tan
cong thye thi voi thuat
todn nay la tin cong ngay
sinh (Birthday attack).

Pugec mo ta trong SP
800-67. Pay la thuat
toan ma khoi, TDEA
(con biét dén voi tén
goi Triple-DES) dugc
cong bo ldn dau nam
1981, Do 16 hong lén
duge phat hién nén
NIST han ché va tién
toéi loai bo trong cac
ung dung mai.

IDEA

128

64

Han ché cua ma phép nay
la kich thuéc khéi nho,
lrge d6 khoa don gian va
chira cac lop khoa yéu.
Khéng c6 cic tén cong
thue té, tuy nhién co6 cac
tin cong Ién Sé'f vong nho
va khoa yéu. Tén cong tot
nhat lén IDEA la tén
cong Bicliques.

Thuit toan ma khoi
duge duge thiét ké boi
James Massey cua ETH
Zurich va Xuejia Lai va
duge mé ta lan déu tién
vao nam 1991. Thuat
toan nay ra doi nham
thay cho thudt toan
DES.
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A

« Khovratovich,
Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-
Bicligues: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012,
Lecture Notes in
Computer Science. 7237.
pp. 392410

« Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos (1993),
“Weak Keys for
IDEA", Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

RC2

40

Kich thuée khoa qua nho,
kich thuée khoi nho. Dé
ton thuong trudc cac
dang tin cong khac nhau.

Thudt toan mi khdi
dugce thiét ké nam 1987
bdi Ron Rivest cua
hang bao mat RSA
Data Secﬂuritg. RC2 con
duge biét dén vai tén
goi ARC2.

RC5

0-2040

32, 64,
128

Ton tai mdt s6 tan cong
1én phién ban rit gon 12-
vong vai Phién ban kich
thude khoi 64-bit (thim
ma vi sai) vdi d§ phire tap
2% ban rd chon loc.

Thudt toan ma khoi
dugc thiét ké bai
Ronald Rivest vao nim
1994,

RC6

128, 192, 256

128

Chua cé tin céng anh
hwong téi phién ban day
du

Thuit toan ma khdi co
ngudn géc tir RC5 va
duge thiét ké bai Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap (mg
cic yéu cau cia cude
thi Tiéu chuin mai hoa
nang cao (AES).
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ARIA

128, 192, 256

128

o Wenling Wu, Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalyvsis of ARIA
and Camellia” .
Retrieved January

19, 2007.

o Xuehai Tang; Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). “A
Meet-in-the-Middle

Attack on  ARIA".
Retrieved April 24, 2010.

Thuat toan mi khoi
durge thiét ké viao nim
2003 béi mdt nhoém lom
cac nha nghién ciru cua
Han Quéc. Nam 2004
thudt toan nay dugc
chuin hoa va s dung
tai Han Qudc.

Blowfish

32-448

Tan cong ngay sinh
(vi kich thude khoi nho).

Ton tai cac khoa yéu.

Thuit toan ma khoi do
Bruce Schneier thiét ké
nam 1993 nhu mot giai
phap thay thé mién phi,
nhanh chong cho cic
thudt toin md hoa hién
¢O tai thon diem do.

Camellia

128, 192, 256

128

Pugc danh gia co mire do
an toan tuwong duong
trong cac tiéu chuan quoc
te

Thuit toan mé khoi
dugc phat trien boi
Mitsubishi Electric va
NTT cua Nhiat Ban.
Puge cong nhin trong
chuin ISO/IEC. Thuit
toan co mire d¢ bao mat
va kha nang xu ly
twong duong vai thudt
toan AES,

SEED

128

128

Chua c¢6 céc tan cong da
biét vai phién ban day du.

Thuat toan mi khdi
duge phat trién bai
KISA (Han Quoc) va
duge cong bo trong
chuin ISO/IEC 18033-
3:2010 va nhiéu RFC
khac (nhu RFC 4010,
RFC 4162, RFC 4196).

CAST

64

Kich thudc khoa/khéi
qué nho bj tin céng ngay
sinh, cdc tin cong khac
nhur vi sai tuyén tinh.

Thuit toan ma khoi.
Khéng c¢6 ban quyén,
dugc moé ta trong
RFC 2144.
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CAST-
128 (con
goi la
CASTS)

40-128

64

Kich thude khéi qua nho
bi tan cong ngay sinh, cac
tan cong khac nhu vi sai
tuyén tinh.

Thuit todn duge cong bd
vao nam 1996 bai
Carlisle  Adams va
Stafford Tavares. Thuat
toan nay cling da duge
Co quan An ninh Truyén
thong phé duyét cho
Chinh phu Canada sur
dung.

CAST-
256

(con goi
la
CAST6)

128, 192, 256

128

Tan cong tot nhat la tin
cong tuwong quan khong
(zero-correlation) véi do
phirc tap thoi gian la
27469 va dir ligu 1a 2%3,
Tan cong nay khong anh
huong tdi dd an toan cua
thuat toan.

Bogdanov, Andrey;
Leander, Gregor;
Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes  in  Computer
Science. T658. pp. 244-
261.

Thuat toan ma khoi, ¢o
nguon goc tir CAST-
128. CAST-256 dugc
xudt ban vio 6/1998.
Pugc thiét ké theo thiét
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gop vio
thiét k& CAST-256
duge mo ta trong RFC
2612.

SM4

128

128

Chua ¢ tan cong da biét
nao dugc cong bo.

Thuat toan ma khoi, no
dugce nhiéu co quan diu
nganh tai Trung Quéc
phit trién nhung chu
yéu duge phét trién bai
Li Shuwang. Thang
8/2016 dugce chuan hoa
tai Trung Qudec.

Duya vao bang trén, c6 thé thdy hau hét cac thuat todn ¢ kich thude khéi 128 bit
gitip han ché cic rui ro lién quan dén tin cong ngay sinh, phit hop véi khuyén nghi ciia
cic to chirc quédc té", trong d6 AES la thudt toan duge nhic dén nhi?au nhit trong céc tai
li¢u ctia to chirc quoc té uy tin (NIST, BSI, ANSI), dugc coi la chuan mic dinh dé danh
gid d an toan cua cdc thuat toan khic. Hau hét cac tai lidu ky thuat (Whitepaper) va
cau hinh méc dinh déu chi li¢t ké AES (Advanced Encryption Standard) véi cac d¢ dai
khoa 128-bit hodc 256-bit 1 lya chon duy nhat cho ma hoa ddi xtmg.

Qua ra sodt danh myc san phim mét ma dan sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhén thay da so san pham dwge khao sat ¢o tich hop thudt toan
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ma héa AES, hiém thdy san pham tich hgp tiy chon céc thuat toén qubc té hodc ndi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién ma nguon mo méc d]nh sur
dung thuat toan AES hodc khong c6 cdc tuy chon thudt toan khéc, néu ¢6 nhu cau su
dung, phai tiy bién, tich hgp vao mi nguon.

Vé mit hd trg phan ctmg, hau hét cac CPU hi¢n dai (Intel, AMD, ARM) déu co
tap lénh ho trg AES-NI, gitip viéc ma hoa/giai ma bing AES c6 toc d cuc nhanh ma
khong ton nhiéu tai nguyén. Do vay, vige sur dung AES 1a dam bao tinh twong thich cao,
tiét kiém chi phi khi san phim cén giao tiép, pho bién rong ri voi hé thong quéc té.

Pé dam bao tinh an toan va hdi nhip cung thé gidi, cac san pham, dich vu mt
md dan sy dugc kinh doanh, str dyng tai thi truong Vigt Nam cén c6 tinh an toan, 6n
dinh, twong thich cao, dﬂng thoi dinh hudng phat trién mat ma ndi dia dam bao tu chu
bén vimg. Do do, cin xdy dung quy dinh chit ché cho viéc sir dung cic thuit toan mat
ma pho bién va thudt toan mit ma cua Viét Nam. Co quan soan thao da tham khao cac
I(hu‘_i,ren nghi quéc té vé an toan mat ma dé dua ra cic sira doi, bo sung phu hUp voi
diéu kién sur dung san pham mét ma din sy tai Viét Nam, dam bao cin bang gitra bao
mat, hiéu suit, va kha nang tnen khai thyre te Céc giai phap nay dam bao rang mat ma
dén sy dap (g dugc yeu cau bao mat ngin han, dong thoi phit hop vai 16 trinh cap
nhat cong nghé dé bao vé dir liéu trong dai han.

a) Doi voi thuit toan TDEA

Tai li¢u NIST SP 800-131A Rev 2 "Transitions: Recommendation for Transitioning
the Use of Cryptographic Algorithms and I(ey Lengths", cua Vién Tiéu chudn va Cong
nghé Quﬂc gia Hoa Ky (NIST) cung cép cac quy dinh vé khuyén nghj sir dung va 15
trinh chuyén doi d6i véi cac thuit toan mét ma va do dai khoéa nhu sau:

Thuit todn | Khuyén nghi sir dung
3TDEA cho Mi hoa Khéng duge chip nhan dén nim 2023
Khong duge pheép sau nam 2023
3TDEA cho Giai ma Str dung ké thira
AES-128 cho Mi hoa va Gial ma Pugc chip nhin
AES-192 cho Mi hoa va Giai ma Bugc chip nhan
AES-256 cho Mi hoa va Giai ma Puge chip nhin

Tai ddy NIST dat ra gidi han va 1§ trinh sir dung thudt toan TDEA:

- Viéc sur dung doi v-:.':rl cac bién phép bao vé mat ma mai (nhu ma hoa, dong goi
khoa, tao MAC) dugc khuyen nghi chuycn doi trude ngay 31 thang 12 ndm 2023 va sé
bi ngimg phé duyét tir ngay 1 thang 1 ndm 2024,

- Tuy nhién, TDEA vin dugc phép ding cho chirc nang giai ma, mo goi khoa va
xac minh MAC déi véi dit liéu da duge bao vé trude d6, nhim hd tro cac hé thong ké
thira trong qua trinh chuyén d6i.
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Thyce hign theo 1§ trinh nay, NIST da cong bé théng bao ngay 29 thang 6 nam
2023 vé vige rut lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher, ¢6 hiéu luc tir ngay 1 thang 1 nim 2024,

b) Pdi véi ché d§ XTS

Ché a6 XTS (XEX-based Tweaked CodeBook mode with ciphertext stealing)
duoc thiét ké chuyén biét cho ma héa dit lidu luu giit theo khoi, dac biét 1a ma hoa &
dia va vung luu gitr dung lugng lon.

XTS cho phép ma hoa doc lap timg don vi dir ligu (sector hodc block), hé trg
hi€u qua truy cap ngau nhién ma khong céan cluy tri trang thai giira cac khoi. Vige sur
dung tham so tweak duoc din xuit tir chi s6 vi tri wu giir gitip ngdn chin céac tan cong
hoan ddi khoi va sao chép dir liéu giira céc vi tri khac nhau trong khong gian luu gitr.
Ngoai ra, XTS khnng lam thay d6i kich thudc dir liéu va khong phat sinh dit liéu phu
cho muc dich xdc thye, phi hop véi cac hé thong luu giir hidu niang cao.

V@i cac dgc tinh trén, XTS hién 13 ché do dugc khuyen nghi rong rai cho ma hoa
dir liéu luu giir va da dugc trién khai trong nhiéu hé thong thyc té.

¢)Poi véi ché do KW, KWP

Trong céc hé théng bao mat dir liéu lwu gitr, khoéa ma hoa dir li¢u khong duoc
lwu gitr & dang rd rang ma phai dugc bao vé bing cic co ché boc khéa chuyén dung.
Céc ché do KW (Key Wrap) va KWP (Key Wrap with Padding) dugc lya chon nhim
bdo dam an toan cho qua trinh luu giit va vin chuyén khoa ma héa dir liéu.

KW va KWP cung cap co ché bao vé khoa c6 kiém sodt, cho phép phat hi¢n thay
doi trai phép va bao dam tmh toan ven cla khoa dugc boc. Viée sir dung cac cheé do
nay phu hop véi cic khuyén nghi quic té vé quan 1y khoa va dap tng yéu cu phan
tach myc dich sir dung khoéa, theo d6 khoa diing dé boc khoa khéng duge st dung cho
ma hoa dir liéu va nguoc lai.

Do d6, KW va KWP giir vai tro thiét yéu trong kién triuc bao mét tong thé cua
cdc san pham bao mét dir liéu hwu giir, mic du khong tryc tiép tham gia vao qué trinh
ma hoa dir liéu nguoi dung.

d)Ddi véi thuit toan Kuznyechik

Péi véi thuat todn KUZH}’EC]'II]( ché do XTS dugce cho phép sir dung do phi hop
voi muyc tiéu ma héa dir liéu lwu gilt theo khéi, dép tmg yéu ciu bao mat dir liéu lru
gilr va co6 pham vi ap dung ro rang.

Ngoai ra, ché d6 MGM la ché 46 ma héa xéc thue duge quy dinh trong hé tiéu
chuén GOST, duge thiét ké dong bd véi thuat toan Kuznyechik, cho phép bio dam
dong thoi tinh bi mét va toan ven dir liéu. Vigc lya chon MGM thay cho céc ché do
AEAD khac nhim bao dam tinh nhét quan ve hé tiéu chuin va thuén lgi trong trién
khai, danh gid hgp chuan déi véi cac san pham st dung thudt toan Kuznyechik.
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Céc ché d6 CCM va GCM khéng dugc ¢ ap dung cho thuft toan Kuznyechik trong
Bang 7 do khong thudce hé ché dd dugc chuin hoa dong bd véi thuat toan nay. Viée
khong Iya chon CCM va GCM déi véi Kuznyechik khong lam giam muc d§ an toan
clia quy chuan, dong thoi bao dam tinh rd rang, nhat quan va kha thi trong ép dung.

e) Doi véi ché dg CFB, OFB

Céc ché d6 CFB va OFB bién thuit toan ma hoa khéi thanh dang ma hoa dt}ng,
phu thugc vao trang thai trude do. Trong moi trudng huu gitr, cac ché dd nay khﬁng ho
trg tot truy ¢ip ngau nhién theo khdi va dé bi anh hudng boi 16i lan truyén hodc cac tan
cong thao tang dir liéu (bit-flipping attack) & mirc bit.

Ngoai ra, CFB v OFB khong cung cap co ché xac thyc dir liéu va yéu cu quan
Iv chat ché vector khai tao (IV), lam gia ting rui ro trién khai sai trong cic h¢ thong
luu gitr dung lwgng lon. Vi cac ly do nay, cac che do CFB va OFB khong dap (rng dugce
yéu ciu an toan trong trién khai doi véi mot s6 dong san pham mat ma dén suy.

f) Poi véi ché dp CBC

Ché d6 Cipher Block Chaining (CBC) 1a ché do hoat dong truyén thong cla cic
thudt toan ma hoa khdi déi ximg nhw AES va Kuznyechik (GOST R 34.12-2015). Tuy
nhién, tmng béi canh bao mat dir liéu luu gitr dai han, ché d6 CBC khong con dap tng
day du cac yéu ciu vé an toan va kha nang trién khai, do d6 khéng dugc khuyén nghi
stt dung cho cac hé th{mg ma hoa dir liéu luu gitt maoi.

CBC chi cung cap tinh bi mat ma khﬂng tich hop co ché bao dam toan ven va
xdc thye dir li¢u. Trong méi trudng luu gitr, diéu nay clan dén nguy co bi thao tung dir
liéu, bao gom thay doi ndi dung hodc hoan ddi cac khoi dir liéu di ma hoa ma hé thong
khong thé phat hién néu khong trién khai thém cic co ché bao vé bu sung. Viéc két hop
CBC vai cac co ché xac thue bén ngoai lam tang do phm: tap trién khai va khong phu
hop véi yéu cau don gian, tin ciy cia cac hé thl::-ng luu gitr dung lugng 1on.

Bén canh do, CBC khnng hé tro higu qua truy cap ngau nhién theo khéi va khong
c6 co ché rang budc dir liéu voi vi tri Iuu gitt. Do moi khoi dir liéu phu thugce vao khoi
|1EI'I trude, vige gidi ma hodc cdp nhat dir ligu tai mot vj tri bt ky tror nén kém hiéu qua.
E}cng thori, ché dd nay khong chong dwoce cac tin cong sao chep, hoan déi hodc phyc
hoi dit liéu ban dau, von 1a cac moi de doa phd bién trong méi trudng luu gitr.

Ngoai ra, viéc quan ly vector khoi tao (IV) trong CBC gép nhiéu khé khin trong
méi truomg I gilt dit liéu dai han. Yéu ciu IV khong 13p lai va dugce quan ly chat ché
kho bao dam trong cic hé thong c6 hoat dong ghi d¢, sao luu va phuc hoi dir liéu, lam
gia ting nguy co suy giam mirc do an toan.

Trén co s¢ cac phan tich néu trén va theo cac khuyen nghi hi¢n hanh, ché do
CBC khong dugc lya chon cho ma hoa dir ligu madi. Ché do nay chi dugc ding dé giai
ma dir ligu da duge ma héa trude do trén he théng nhim bao dam kha ning tuong thich
ngugce, khong khuyen nghi trién khai trong cac hé théng méi.

g) Poi véi thuit toin DSA
- Huéng dan ky thuat “TR-02102-1" cua BSI trinh bay khuyén nghi vé kich
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thude khoa an toan tm thiéu (cong bd vao thang 3 nam 2025), BSI da nhin manh rang
cac thuat toan cd dién (RSA, DSA, ECDSA, ECDH) c6 thé khong con du an toan trudc
cac cude tan cong lugng tir trong tuong lai. Co quan soan thao tong hop lai khuyén
nghi cua BSI nhu sau:

STT Thuit toan Kich thwdc khoa theo bit Niam sir dung
2000 2022
1 RSA
> 3000 2023 tro di
2000 2022
2 DSA
> 3000 2023 tro di
4 ECDSA =250 2023 tro di
S ECDH =250 2023 tro di

Ngay 03/02/2023, td chic NIST cong bd tiéu chuin FIPS 186-5 Digltal
Signature Standard (DSS). Tiéu chudn nay khong con chip thuin DSA cho viée tao
chir ky s0. Tuy nhién, DSA co6 thé duoc sir dung dé xéc minh chir ky duoc tao trudc
ngay trién khai tiéu chuin nay.

h) D6i véi thuit todn GOST R 34.10-2001

Nam 2012, Lién bang Nga ban hanh tiéu chuan GOST R 34.10-2012 dé thay thé
GOST R 34.10-2001, nhiam nang cao cuong do bao mat cho thuat toan chir ky so dua
trén duong cong elllptlc khic phuc cac han ché vé d6 manh todn hoc va kha nang
chdng tin cong ctia phién ban cii (theo RFC 7091 va cac chi dao tir Co quan Tiéu chuan
Ky thuat Nga). GOST R 34.10-2001 sau dé bi coi la 16i thoi, bi loai khoi cac tmg dung
moi trong cac tiéu chuian qudc té nhu DNSSEC (IETF chuyén trang thai historic nam
2024) va khong con dugc khuyen nghi sir dung do rii ro bao mat tiém 4n so véi cac
thudt toan hi¢én dai.

e) Doi véi thuit toan GOST R 34.11-2012

Nam 2012, Lién bang Nga ban hanh tiéu chuan GOST R 34.11-2012 (con goi la
Streebog) dé thay thé GOST R 34.11-94, nhim nang cao cuong dg bao mét cho thuit
toan ham bam mét ma, khic phuc cac han ché vé dé manh todn hoc va kha nang chong
tan cong cua phién ban cii (theo RFC 6986 va cac chi dao tir Co quan Tiéu chuan Ky
thuat Nga - Rosstandart).

f) Di véi viéc didu chinh thoi han sir dun thut todn bim, thuit toin xic
thue thong di¢p, ham din xuét khoéa va bj tao so ngiu nhién

Viéc diéu chinh thoi han sur dung céc thudt man bam, thuat toan xac thye thong
diép, ham dan xuat khoa va bg tao sé ngau nhién tir mdc ndm 2027 kéo dai dén hét nam
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2030 duge dé xuat trén co so ra soat cac khuyén nghi hi¢n hanh cua cac to chire chuan
hoa uy tin nhu NIST, BSI va ANSI, dong thoi d6i chiéu voi thyc tién trién khai va ap
dung trong nuoc.

Theo cac khuyén nghi néu trén, cic thuat toan bim thudc ho SHA-2 va SHA-3;
cac co ché xac thyc thong di¢p dwa trén HMAC tuong ng; cac ham dan xuat khoa
PBKDEF2 va Argon2; ciing nhu cac bé tao so ngau nhién xic dinh (DRBG) va khong
xdc dinh (NRBG) nhu Hash_DRBG, HMAC_DRBG, CTR_DRBG (AES), XOR-
NRBG va Oversamplmg-NRBG hién van duge danh gia dap ung ml.rc an toan mt ma
tong dwong tir 128 bit trg 1én. Cac thugt toan va co ché nay do d6 van phu hop de tiep
tuc su dung an toan trong cac hé théng mét ma dén sau nim 2030 d6i voi da s6 kich
ban trng dung.

Bén canh do, mot so thuat toan va co ché néu trén, dic biét la Argunz va cac bd
tao s6 DRBG/NRBG, van dang duoc cic to chirc chuan hoa quoc té tiép tuc cap nhat
va hoan thién trong cic tai liéu hudng din méi, cho thiy ching chwa bi xem 1a 16i thoi
hodc can loai bo trong giai doan hién tai.

Trén co s¢ cac phan tich néu trén, viéc kéo dai thoi han ap dung cac thuat toan
nay dén hét nam 2030 nham bao dam tink lién tuc va 6n dinh cua hé thong tiéu chuan
dong thoi khong lam suy giam muc dd an toan mét mi. Viéc ra soat, diéu chinh tiép
theo s& dugc thyc hién can cr vao cac danh gia va khuyén nghi quuc té méi dugce ban
hanh sau mdc thoi gian nay.

3.3 Co sé thue tién va ciin cir thira nhin két qua danh gia sy phti hgp

Cong tac quan 1y chit lugng san phim mit ma dan sy, danh gia chimg nhén hop
chuén, hop quy san pham mét mi dan sy trong nudc gap nhiéu kho khin trong qua
trinh trién khai do thyc trang hién nay ¢ Viét Nam chura c0 to chire thir nghiém dat céc
chimg chi vé thir nghiém san pham mat ma dén sy va dugc chi dinh (ISO/IEC 17025).
Cic quy chuan k¥ thudt trong linh vic méit ma dén sur tai Viet Nam duge xay dung
duge xay dung trén co so hai hoa véi tiéu chuan qunc té. Cung vai do, da so cac san
pham mat ma dan sy hién nay dugc nhép khau tir nudc ngodi va di dugc danh gia bai
cac to chirc uy tin, c6 ning luc. Vé co ban, dm vOi san pham co chung tiéu chuin k}r
thuat, két qua danh gia tir céc t{:u chire qum: té c6 ning luc dugc cong nhin khong co
sai Igch, khac biét va dam bao rang vige danh gia tuan thu quy chudn la nhit quan va
cong bing. Do vy, viéc chip nhén két qua thir nghiém tir to chire dugc chi dinh va to
chirc nuge ngoai duge cong nhén theo ISO/IEC 17025 trong khi diéu kién trong nudce
chua thyc hién dugce la phu hop dé trién khai cong tac quan 1y nha nudc, quan ly chit
lugng san pham mat mé dan sy, dong thoi tao thuan lgi cho thuong mai quéc té, tranh
kiém tra chong chéo, giam chi phi cho doanh nghi¢p ma van dam bao rang cdc san
phim, hang hoa trén thi truong dap tmg day du yéu cau vé an toan, chat lugng va bao
vé nguoi tieu dang.
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4 Noi dung Sira d6i Quy chuiin k¥ thuit qubc gia Sira déi 1:2025 QCVN
15:2023/BQP bao gom cic ndi dung bd sung, thay thé cic quy dinh ciia
QCVN 15:2023/BQP

Cén cir vao qua trinh ra sodt cc san pham bao mat dir liéu luu glu da dugc Ban Co
yéu Chinh phu cap phép; Can cir vao tinh cap thiet phai cdp nhét yéu cau sir dung véi thuit
toan ma khdi MKV: Can cir véo tinh cap thiét phai cap nhat yéu cau sir dung cac thuat
toan méat mi nhim bao dam an toan thong tin trong bm canh xuét hi¢n cdc nguy co tir may
tinh lugng tur; Cin cir vao tinh hinh trién khai thyc té cua Quy chuan k¥ thuit da duge ban
hanh; Xem xét tir nhitng yéu cau, khuyén nghi dugc néu ra tmng cac tai liéu tham khao tir
cac to chirc NIST, CC, BSI, co quan soan thao dé xut sira d6i nhur sau:

4.1 Nguyén tic xay dung ndi dung

- Cac tham sO an toan dugc Iwa chon theo céc khuyén nghi ciia ISO/IEC, NIST,
CC, BSI va cac t6 chire qudc té khac dé dam bao an toan va phi hop:

- Phu hgp vai diéu kién thuc té d6i véi cac san pham mit ma dan su thude nhom
san pham bdo mat dir ligu luu giwr dang dugc luu thong, sir dung tai Vigt Nam va cac
sin pham thuong mai phd bién cua quoc té;

- Pap (g dugc sy phat trién cia cong nghé trong vong 5 nam tai.
4.2 B6 sung quy dinh dbi véi thuit todin MKV
- B sung vao tai liéu vién dan (Muc 1.3);

“TCVN 14263:2024 “Cong nghé¢ thong tin - K¥ thudt an toan - Thuit todn ma
kh6i MKV™.

- BO sung chir viét tt tai muc 1.5 nhur sau:
Chir viét tét Tén tiéng anh Tén tiéng viét
MKV Ma khéi Viét Nam

-Bo sung thuat toan MKV vao danh muc thudt toin mét ma déi xing dugce phép
str dung nhur sau:

STT Thuit toén Tham chiéu

1 MKV [TCVN 14263:2024)

4.3 Sira d6i danh muc thudt todn ma héa dbi ximg

Tai Bang 1 muyc 2.1.1:

- Loai bé thuat toan TDEA (tai ca bang chi viét tit myc 1.5):

- B6 sung thuit toan MK V;

- Thay thé tén thuat toan GOST R 34.12-2015 bing thudt toédn Kuznyechik.
- Stra déi tai liéu tham chiéu t&i cac thuat toan mi hoa
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Bing 1 - Danh muc thuit toin ma héa dbi xing dwge phép sir dung

STT Thuit toan Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
3 Kuznyechik [GOST R 34.12-2015]

[RFC 7801]

Tai Bang 7 muc 2.2.1:

- Bd sung quy dinh vé dic tinh k¥ thuat va thoi gian ap dung di véi thuat toan MK V;
- Loai bo thuat toan TDEA;

- Dbi véi thuat toan AES:

+ Diéu chinh thei han sir dung dén nam 2028 ddi véi kich thudce khéa theo bit
128; Déi véi kich thude khoa theo bit 1a 192, 256, diéu chinh thoi han sir dung dén
nam 2030;

- P6i voi thuat toan GOST R 34.12-2015:

+ Thay thé tén thuat toan GOST R 34.12-2015 bing thuat toan Kuznyechik;

+ Piéu chinh thai han sir dung dén nam 2030;

- B6 sung ché do MGM; diéu chinh thoi han sir dung dén nam 2030;

- Quy dinh ché d9 CBC chi dé giai ma ddi véi toan b thudt todn, dieu chinh thoi
han sir dung dén nam 2028.

Bing 7 — Quy dinh vé diic tinh k¥ thuit va thoi gian 4p dung d6i véi thuit toan
mét mi doi ximg

Sir
> Kich thwdc £xa o g dung
STT | Thuit todn khéa theo bit Cic che dj cho phép sir dung dén
nam
128 2028
XTS. CCM, GCM, KW, KWP
I MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 2028
XTS, CCM, GCM, KW, KWP
2 AES 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
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XTS, MGM 2030

3 | Kuznyechik 256 -
CBC (chi dé giai ma) 2028

CHU THICH:

Poi v6i thudt todn MKV, d6 dai tham s, cic chu trinh tao khéa, by tham sé cu thé trong quy
chudn nay ép dung theo TCVN 14263:2024.

Péi v thudt toan AES, d6 dai tham s6, ciu tric thuat todn va céc chu trinh tao khéa trong quy
chuan nay 4p dung theo FIPS 197 hodic TCVN 11367-3:2016.

Doi véi thudt toan Kuznyechik, d¢ dai tham s, céc chu trinh tao khoa, bo tham sé cu thé trong
quy chuan ndy ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché d cia ma khdi trong quy chudn nay ép dung theo TCVN 12213, SP 800-38C. SP 800-
38D, SP 800-38E, SP 800-38F, RFC 9058.

4.4 Thujt toan mat mi phi dbi ximg

Tai Muc 1.6 Ky hiéu:

- Cap nhit mo ta cua ky hiéu nlen;

- Loai bo thuit toan DSA (tai ca bang chit viét tit) va GOST R34.10-2001:

- Bd sung ky higu va mé ta d6i véi thuat toan FFDH (bé sung tai bing chir viét tit).

Ky hiéu Mo ta

nlen D dai modulo theo bit hodic d dai theo bit cia cép ciia phin tir sinh
I Déi véi thuat toan FFDH: L la d¢ dai cia tham sé mién p theo bit

N Di véi thuat toin FFDH: N 14 d¢ dai ciia tham sé mién ¢ theo bit

Tai Bang 2 Muc 2.1.2:

- Loai bo thuat toan DSA va GOST R34.10-2001:

- B0 sung, céip nhit céc tai ligu, tiéu chuin tham chiéu méi nhit dbi véi cdc thuit
toan mat ma phi doi xing.

Bing 2 - Danh myc thuft toAn mét ma phi doi xirmg dwgc phép sir dung

STT Thuét todn Tham chiéu

[FIPS 186-5],
[SP 800-56B Rev. 2]

1 RSA
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[SP 800-56A Rev. 3],
[RFC 2631},
[RFC 3526],

[RFC 7919]

2 FFDH

[FIPS 186-5],
3 ECDSA [RFC 6090],
[SP 800-186]

[SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]

4 ECDH

5 GOST R34.10-2012 [RFC 7091]

Tai Bang 8 Muc 2.2.2;

- Loai bo thudt toan DSA va GOST R34.10-2001;

- D6i véi thuat toan RSA: Piéu chinh thi han sir dung dén nam 2028 ddi voi
kich thude tham s6 theo bit 2048 < nlen < 3072, dén niam 2030 va&i nlen = 3072 (deé
pht hop vai 19 trinh cap nhat cong nghe):

- B sung thudt toan FFDH, ECDH (dya trén khuyén nghj cta t6 chirc BSI).

- Di véi thudt toan FFDH: Diéu chinh thei han sir dung dén nim 2030, sira di kich
thude tham so theo bit 2048 < L < 3072, 256 <N < 384 (dé phu hgp voi 10 trinh cdp nhat
cong nghé);

- Ddi voi thuat toan ECDH, ECDSA: iéu chinh thdi han sir dung dén nim 2030,
stra d6i kich thude tham so theo bit thanh 250 < nlen < 384 (dé phu hop v&i 19 trinh cép nhat
cong nghé);

-D6i voi thuat toan GOST R 34.10-2012: Piéu chinh thoi han sir dung tir 2027 1én
2030 (theo cac khuyén nghi chung vé mit ma hau lugng tir).

Bing 8 — Quy dinh vé dic tinh k§ thudt va thoi gian 4p dung dbi véi thuat
toan mit ma phi doi xirng

| a i ; . Sir dung
STT Thuit toan Kich thuéc tham sb theo bit &b i

2048 < nlen < 3072 2028

1 RSA
| nlen=3072 2030
2048 <L <3072,
2 FFDH 2030
256 =N <384
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STT Thut toén Kich thwéc tham sb theo bit | SF 4ung
dén nim
ECDH,
3 250 < nlen < 384 2030
ECDSA
4 GOST R 34.10-2012 nlen =256 2030
CHU THICH:

' Péi wfn RSA va ECDSA, cic tiéu chuén cho tham sé an toan, cac thudt toan sinh khoa va cac bo
tham s cu thé trong quy chudn ap dung theo FIPS 186-5.

Poi véi FFDH, céc t!eu chuin cho tham sb an toan, cac thudt todn sinh khoa va cic b tham so
cu thé trong quy chuin 4p dung theo NIST SP 800-56A Rev.3.

D6i véi ECDH, céc tiéu chudn cho tham sb an todn, céc thudt toan sinh khéa va cac b tham sé
- cu thé trong quy chuan ap dung theo NIST SP 800-56A Rev.3.SP 800-56C Rev. 2.

Doi véi GOST R 34.10-2012, cdc tiéu chuén cho tham s6 an toan, céc thudt toan sinh khoa va
cac b tham s6 cu thé ap dung theo trong quy chuin nay ap dung theo GOST R 34.10-2012 (RFC |
7091).

4.5 Thuat toan bam

Tai Bang 3: Bo sung thuit toan bam nhu sau:

STT Thuit toan Tham chiéu

| GOST R 34.11-2012 [RFC 6986]

Tai bang 9: B sung quy dinh vé dic tinh ky thudt va thoi gian ap dung do6i vgi
thuat toan bam nhu sau:
- )

STT Thuit todn Sir dung
| den nam
1 GOSTR 34.11-2012 2030
|
CHU THICH:

D6i véi GOST R 34.11-2012, cic tidu chuin cho tham sé an toan va cic bd tham s6 cy thé ap dung
theo trong quy chuén niy dp dung theo GOST R 34.11-2012 (RFC 6986).

4.6 Thoi han sir dung

Diéu chinh thdi gian duoc phép str dung tai cot “Sir dung dén nim” trong cac bang
10 myc 2.2.4, bang 11 myc 2.2.5 va bang 12 muc 2.2.6 nhu sau:

Stra nam *2027” thanh nidm “2030™,

4.7 Quy dinh vé an toan trong sir dung

Tai muc 2.3 Quy dinh vé an toan trong sur dung, cap nhat muc 2.3:
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- Trong md hoa/giai mé di li¢u bang thudt toan ma hoa doi ximg phai st dung
mat trong cac ché d§ sau: XTS, CCM, GCM, MGM.
- Trong boc khoa bing thudt toan ma hoa dbi xing phai sir dung mot trong cic
ché do sau: KW, KWP, CCM, GCM.
- Dbi véi ché @9 CBC, chi dugc phép sir dung dé giai ma dir ligu cfi, khong dung
dé ma hoa dur liéu moi.
- Cac khoa méat ma chi dugc sir dung cho mot muc dich, khong duge phep sur dung
chung khoa dé ma hoa khoa va ma hoa dur lig¢u
- D6i véi thuat toan RSA, chi duge phép sir dung luge do KTS-OAEP va KTS-
KEM-KWS cho vian chuyén khoa.

- Trong méd hoa dit ligu dugc truyen tai, ap dung hai giao thirc IPSec va TLS (phién
ban TLS 1.2 va TLS 1.3) dé cung cap kha ning bao vé b6 sung (néu co).

4.8 Quy dinh vé quin Iy, chip nhin két qua thir nghi¢m
- Thay thé muc 3.1 béng;

“Cac mirc gioi han cia dac tinh ky thudt mat ma néu tai Quy chuén nay la cac
chi tiéu an toan phuc vu quan 1y theo quy dinh vé quan ly chit luong san pham mét
ma dan sy duge quy dinh cta phap ludt.”

- Thay thé muc 3.2 bing;

“Cong bd hop quy, chimg nhin hop quy, kiém tra chit lwgng san phim theo
Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012 cua B§ khoa hoc va Cong nghe
quy dinh vé cong bd hop chuén, cong bo hop quy va phuorng thirc dénh gia sy phu hop
voi tiéu chuén, quy chuan ky thudt, trong Quy chuin nay duge thyc hién theo ]Jl‘l.u'(mj:,
thire 1; Thong tu 50 02/2017/TT-BKHCN ngay 31/3/2017 cua B khoa hoc va Cong
nghé sira doi, bd sung mot s6 diéu cua Tlmng tw s6 28/2012/TT- BKHCN ngay
12/12/2012. Quan ly cong bd hop quy dua trén két qua ching nhén cta to chirc chimg
nhdn dugce chi dinh theo quy dinh cua phap luat.”

- Thay thé myc 3.4 bing:

“Ban Co yéu Chinh phii xem xét thira nhdn két qua danh gid sy phu hop do to
chirc dénh gia sy phit hop nude ngoai thuc hién déi véi cac san pham mat ma dan su
thugc trach nhiém quan ly.”

4.9 Trach nhiém ciia to chirc, ¢4 nhin
Chuyén muc 3.5 thanh muc 4.1, thay thé nhu sau:

*“4.1 Cuc Quan ly mit ma dén sy va Kiém dinh san phim mat ma - Ban Co yeu
Chinh phii 13 co quan tiép nhin cong bo hep quy, kiém tra nha nudc vé chit lugng sin
pham mat ma dan sur.

4.2 Céc t6 chirc, ca nhan c6 hoat dong san xudt, kinh doanh san pham mét mi
déan su thudc pham vi diéu chinh cua quy chuin nay c6 trach nhiém thuc hién céc quy
dinh vé chirng nhéan, cong bd hop quy va chiu sy kiém tra ctia co quan quan ly nha
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nuoc theo cac quy dinh hién hanh.”

4.10 T chirc thye hién:

B sung muc 5.4 vao Piéu 5 nhu sau:

*5.4 Trong truong hop cac van ban quy pham phap ludt quy dinh tai quy chuin

ky thuat nay co su thay doi, bd sung hodc dugc thay thé thi thuc hi¢n theo cac vin ban
mai. Trong truong hop cac tiu chudn dugc vu;n dan trong quy chuén nay co su thay
doi, bd sung, thay thé thi thye hién theo huéng din cua Bé Quoc phong.”

4,11 Cap nhit ma HS tai Phu luc
Cap nhat cac thay d6i tai Nghi dinh 211/2025.ND-CP cta Chinh phu, thay thé

bang Phu lyc Quy dinh vé ma HS cua san pham bao mat dir liéu lwu gitr nhu sau

STT

Tén

san pham

M ta dic tinh
k¥ thuit mat ma

Ma HS

Mo ta hang hoa

01

02

03

San pham
bao mat dir

ligu luu gir

San pham sir dung
cac thuat toan mat
ma, k¥ thudt mat
mi dé bao vé dir
ligu hru gilr trén

thiét bi

8523.51.11

8523.51.21

8523.51.99

Céc thiét bi luu trir bén vimg, thé
rin cua hang héa la dia, bang, cic
thiét bi luu trir bén vimng, thé rin,
“thé théng minh™ va cac phuong
tién Iwu trir thong tin khac dé ghi
am thanh hodc cac ndi dung, hinh
thirc thé hién khdc, di hoac chua
ghi, ké ca ban khuén miu va ban
goc dé san xudt ghi bing dia,
nhung khéng bao goém cic san
phdm cia vat liéu anh hodc dién
anh gdm:

- Loai ding cho mdy vi tinh cua
loai chua ghi;

- Loai dung cho may vi tinh cua
loai dé tai tao cac hién twgng trir
dam thanh hodc hinh anh:

- Loai khac véi hang héa thudc
nhom 8523.51.11, 8523.51.21.
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04

05

8523.52.00

- *“Thé thong minh”.

06

8525.81.10

07

8525.81.20

08

8525.81.90

Thiét bj phat ding cho phat thanh
song vo tuyén hodc truyén hinh, ¢6
hodic khong gin véi thiét bi thu
hoac ghi hodc tdi tao am thanh;
camera truyén hinh, camera k¥
thudt s6 va camera ghi hinh anh
gfirn:

- Camera ghi hinh anh;

- Camera truyén hinh;

- Loai khac.

09

8542.32.00

B{ nhd ciia mach dién tir tich hop.

10

8471.30.90

11

8471.41.90

12

8471.49.90

8471.80.90

May xir 1y dir ligu ty dfng va cac
khéi chire ndng cuia chiing; déu doc
tir tinh hodic ddu doc quang hoc,
may truyén dir liéu lén cic phuong
tién truyeén dir li¢u dudi dang ma
hoa va may xiur Iy nhimg dir ligu
nay, chua dugc chi tiét hodc ghi &

noi khac gém:

- Loai khac cua hang héa la may xu
ly dir ligu tr dong loai xach tay, co
trong lugng khong qua 10 kg, gom
it nhit mot don vi xur 1y dit liéu
trung tdm, mdt ban phim va mdt
man hinh;

- Loai khac cua hang hoa chira

trong cung mot vo cd it nhat mot
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dong.

don vi xir 1y trung tdim, mot don vi
nhdp va mot don vi xudt, két hop
hodc khéng két hop véi nhau;
- Loai khac, & dang hé thng;
- Loai khac cua hang hoa 14 cac bd

may khac cia may xu 1y dir liéu ty

5 Bang dbi chiéu ngi dung QCVN véi cic tai liéu tham khio

Tén ndi dung

Tai li¢u tham khao

Phwong an xiy
dung

Bf.- sung quy dinh
do1 voi thuat toan
MKV

TCVN 14263:2024 “Cong ngh¢ thong tin - Ky thudt
an toan - Thuat toan ma khoi MKV”

Chip nhin toan
ven

Loai bo thuat todan
TDEA

NIST SP 800-131A Rev.2 (2019)

Chdp nhin toan
ven

Bf} sung quy dinh
vé an toan doi vai
cic thuat toan mat
ma str dung ché dd
CBC tai bang 7 va
muc 2.3

NIST  Special  Publication  800-38A,
Recommendation for Block Cipher Modes of
Operation.

NIST  Special Publication  800-38E,
Recommendation for Block Cipher Modes of
Operation: The XTS-AES Mode.

NIST Special Publication 800-57,
Recommendation for Key Management.

IEEE Std 1619, Standard for Cryptographic
Protection of Data on Block-Oriented Storage
Devices.

BSI TR-02102-1, Cryptographic Mechanisms:
Recommendations and Key Lengths.

Common Criteria Portal, Supporting
Documents and Guidance.

Duya theo khuyéq
nghi cua cic to
chirc

Bo sung quy dinh | RFC 9058 Chép nhin toan
vé ché do MGM ven
Loai bo thudt toan | FIPS 186-5 Chdp nhin toan
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DSA

ven

Loai bo thudt toan
GOST R 34.10-
2001

GOST R 34.10-2012 (RFC 7091)

Chap nhan toan
ven

B sung quy dinh
thudt toan RSA

FIPS 186-5; TR-02102-1; NIST Special
Publication 800-57 Part 1 Revision 5, NIST SP
800-56B Rev. 2

Bé sung quy dinh
thudt toan FFDH

NIST SP 800-56A Rev. 3; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5, NIST
SP 800-56C Rev. 2, RFC 2631, RFC 3526, RFC
7919

Bo6 sung quy dinh
thudt toan ECDH

NIST SP 800-186, NIST SP 800-56A Rev. 3; NIST
SP 800-56C Rev. 2; TR-02102-1; NIST Special
Publication 800-57 Part | Revision 5

B6 sung quy dinh
thuit toan ECDSA

FIPS 186-5; NIST SP 800-186, TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5, RFC
6090

B6 sung quy dinh
thuat toan GOST
R 34.10-2012

RFC 7091

Can clr ngudng
dudi cua quy
dinh d6i vai cac
sin phim mat
ma thugc pham
vi bi mat nha
nudc; Dua theo
khuyén nghi cua
céc td chirc

Chap nhén két qua
thir nghiém

Luat Stra ddi, bd sung mot sd diéu cua Ludt Tiéu
chuan va quy chuan ky thuat (2025)

Dua theo khuyél}
nghi cua cac to
chirc

Cidp nhit ma HS
tai Phu luc

Nghi dinh 211/2025/ND-CP

Chip nhin toan
ven

6 Dénh gia tic djng ap dung Sira d6i QCVN

Viéce trién khai stra d6i QCVN dbi vai cdc san phd'm mdt ma dan sy thudée nhom
san pham bao mdt dit liéu lwu giir tai thoi diém nay 1a van dé cap thiét, lién quan truc
tiép dén cong tac bao dam an toan thong tin mang, bao vé quyén riéng tw va l¢i ich cua
ngudi sir dung. Quy chuin nay ap dung dbi véi céc t6 chirc, c nhén san xudt, kinh
doanh va sir dung san phdm mét ma dan sy dé bao vé thong tin khéng thude pham vi

bi méit nha nude.

Cac doi trgng chiu tac dong khi QCVN duge ban hanh:

- Doanh nghiép san xudt/kinh doanh/nhdp khau: phai dim bio dap img QCVN va
phai chimg nhan, cong b6 hop quy khi kinh doanh san phim tai thi tredng Viét Nam.
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- Ngudi sir dyung (co quan, to chirc, ngm:n tiéu diing): Mirc do anh huéng thap
do 1a ddi tugng thu hucmg cudi cling. Cac yéu td an toan duge dam béo, bao vé lgi ich
clia ngudi dung cudi.

6.1. Tic dong dén thi trwrdmg san phim
* Tac dong tich cuc:

- Ngudi sir dung cudi (d6i twong ap dung): Tang cam gidc an tim va tin tuéng
khi sir dung céac san phdm mat ma din sy da duoc cong bd hop quy. Bao vé quyén riéng
tir va dir liéu c4 nhin cua ho trudc cac rii ro mét an toan thong tin. Giam thiéu rii ro
mat dit liéu quan trong va théng tin nhay cam. Ting kha ning dap tng cac yéu cau vé
bao vé dir liéu va quyén riéng tir tir phia khach hang va co quan quan ly. Tang cam giac
an toan va hd trg cho viéce xdy dung mt moi truong sé":-ng va lam viéc an toan hon.

- Nhi san xuat: Nang cao uy tin va niém tin cta khach hang thong qua vigc cung
cap cac san pham dugc chirng nhan hgp quy. Céc san pham ndi dia chat lugng cao co
co hoi tiép can thi trirdng nude ngoai ¢d yéu cau cao.

- Nha phéan phoi va ban lé: C6 thé sir dung chimg nhén hop quy cua sin phim
lam loi thé ban hang dé thu hut khach hang va tang doanh sb ban hang.

- T chirc danh gia su phu hop va cap chirng nhén: thuén li trong viéc trién khai
cung tac danh gia chat lugng san pham mat ma dan sy, glam thoi gian kiém dinh, dénh

gia, tranh kiém tra chdng chéo ma van dam bao ring cc san pham, hang hoa trén thi
trudng dap (mg day du yéu ciu vé an toan, chét lugng va béao vé nguoi tiéu ding.

* Tac dong khong tich cyc:

- Tang chi phi: Qué trinh cép chimg nhan hop quy va cdng bd hop quy ¢ thé
doi hoi dau tu 1on vao viéc ning cap va thay do6i cong nghé, lam ting chi phi san xuit
va phén phoi cic san phim bao mit dir liéu luu gitr.

- Phirc tap hoa quy trinh san xudt: Viéc tuan thu cac yéu ciu tai Sira doi Quy
chuin c6 thé doi hoi cac quy trinh va thu tyuc phte tap hon trong qua trinh san xuét, 1am
tang chi phi va thoi gian sén xuat.

- Giam hiéu suat san xuat: Tich hgp cac bién phap dam bao yéu cau ky thudt cé
thé lam giam hiéu suat san xuat do ting thoi gian kiém tra va thu nghi¢m, cting nhur
viéc 4p dung cac quy trinh kiém soat cht hwrgng nghiém ngat hon.

- Tang thoi gian tién hanh kiém dinh va cip chimg nhan: Qu4 trinh dat dwoc
chirng nhén hgp quy c6 thé doi hoi thoi gian dai va tén kém dé thuc hién kiém dinh,
danh gia sy phu hop, lam tri hoan viéc tung ra thj trudng va lam chidm qua trinh phat
trién san pham mai.

6.2. Tdc djng dén co quan quan Iy nha nwée chuyén nganh

* Tac dong tich cuc:
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- Gop phan vao viéc ning cao an toan va quan Iy ri ro trong quan 1y nha nude
doi véi linh vue mét ma dén su.

- Thudn lgi trién khai cong tac quan 1y nha nudc, quan ly chit luong san pham
mét ma dén su, dong thoi tao thudn loi cho thuong mai qudc te, tranh kiém tra chong

chéo, giam chi phi cho doanh nghiép ma van dam bao ring cac san pham hang hoa trén
thi truomg dap (mg day du yéu cau vé an toan, chit lwgng va bao vé ngudi tiéu ding.

* Tac dong khong tich cyrc:

- Cin hoan thién, nang cao nang lyc do kiém, dénh gia dé thyc hién cong tac
danh gia, cap chirng nhan hgp quy cho san pham.

- Can hoan thién co ché hop tac qudc té, danh sach to chirc dugc chi dinh, to
chirc quoc té ¢ ning lyc duge cong nhan.

6.3. Tac dong dén nguoi sir dung diu cudi

Ngudi str dung diu cudi la ddi tugng duge thy hudng tich cuc khi san phim
dugc quan 1y, bao mat, dap ung cac quy dinh cua QCVN./.
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